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This instruction implements Department of Defense Directive (DoDD) 523Distlosure of
Classified Military Information to Foreign Governments and International Organizationg)
Instruction (DoD) 2040.02, DoDD 5230.20Visits and Assignments of Foreign Nationals,
International Transfers of Technology, Articles, and Services; DoDI 3020.46, The Military
Critical Technologies List (MCTL.DoDI 5030.14 Disclosure of Atomic Information to Foreign
Governments and Regional Defense Organizatiansl Air Force Policy Directive (AFPD) 16

2, Disclosure of Military Information to Foreign Governments and International Organization,
the Arms Export Control Act (AECA), as implemented by the International Traffic in Arms
Regulation (ITAR), the Export Administration Act of 1979, as amended and implemented by the
Export Administration Regulation, and the Foreign Assistance Act, as amenteese
guidelines also apply to material exempt under Freedom of Information Act (FOIA) exemption
552(b)(3) of Title 5, United States Code, based on specific statutory controls for technical data
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with military or space applications, National Security Bem Memorandum 119, as
implemented by thd&lational Policy and Procedures for the Disclosure of Classified Military
Information to Foreign Governments and International Organizatibimsse references provide

the statutory and policy basis for access t&.WClassified Military Information (CMI) and
Controlled Unclassified Information (CUI) by foreign representatives. This instruction applies to
all Air Force personnel and units, to include the Air Force Reserve Command and the Air
National Guard. Refer cemmended changes and questions about this publication to the Office
of Primary Responsibility (OPR) using the AF Form 8&&commendation for Change of
Publication; route AF Forms 847 from the field through the appropriate functional chain of
command. Esure that all records created as a result of processes prescribed in this publication
are maintained in accordance with (IAW) Air Force Manual (AFMAN)383, Management of
Records and disposed of IAW Air Force Records Disposition Schedule (RDS) locatkd Air

Force Records Information Management System (AFRIMS). This publication may be
supplemented at any level, but all direct supplements must be routed to the OPR of this
publication for coordination prior to certification and approval. The auibsrito waive
wing/unit | evel requirements i n -0tTh1 B2, Tp3uwob)l i c at
number following the compliance statement. See AHR3@&3, Publications and Forms
ManagementTable 1.1 for a description of the authoritiescasated with the Tier numbers. In

this document, the tiering level will follow the sentence detailing the deliverable. The Air Force
Foreign Disclosure and Technology Transfer Office, SAF/IAPT, is the waiver authority for all
norttiered compliance itemtargeted for units above the wing or equivalent level and above
DRUs/FOAs.

(USAFA) Air Force Instruction (AFI) 1&€01, Air Force Foreign Disclosure and Technology
Transfer Programis supplemented as follows: This publication expands the guidancequrovid

in AFI 16-201, describing foreign disclosure program policies and processes for the United
States Air Force Academy (USAFA). This publication applies to USAFA Mission Elements and
all USAFA personnel. This publication does not apply to Air Force Reseommand or the

Air National Guard. USAFA has an extensive and growing International Program in which
Foreign Nationals work, study, research and train alongside their USAF counterparts. Although
USAFA is an academic institution, Foreign Disclosureqyostill applies. USAFA must remain
vigilant and follow the proper protocol to ensure compliance with National, Department of
Defense and Air Force Foreign Disclosure policy. Refer recommended changes and questions
about this publication to the Officd Brimary Responsibility (OPR) using Air Force Form 847,
Recommendation for Change of PublicationSee AFI 33360, Publications and Forms
Managementfor a description of the authorities associated with the Tier numbers. Submit
requests for waivers thrgh the chain of command to the appropriate Tier waiver approval
authority. The waiver authority for ndrered requirements in this publication is the (HQ
USAFA/IP). Ensure that all records created as a result of processes prescribed in this publication
are maintained in accordance with Air Force Manual (AFMAN)}383, Management of
Records,and disposed of in accordance with the Air Force Records Information Management
System (AFRIMS) Records Disposition Schedule (RDS).
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SUMMARY OF CHANGES

This document has been substantially revised and should be completely reviewed. Major
changes include clarification on the use of the Not Releasable for Foreign Nationals (NOFORN)
caveat (2.4.3.1), guidance on delegation of disclosure authority proc€@iggsguidance on

base access responsibilities (6.9.2), and reporting unauthorized access to CUI (9.3). Also,
attachments 6, 15, 16, 17, and 18 have been added to provide assistance and examples to field
foreign disclosure offices. This publication anporates a selfhspection program checklist at
attachment 5, which highlights compliance criteria and deliverables, to facilitate standardization
across USAF foreign disclosure offices/programs.

(USAFA) This document has been substantially revised andtrhe completely reviewed.
Major changes for USAFA Supplement to AFI-261 outlines and provides clarification to
Academy Foreign Disclosure policies and processes.
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Chapter 1
PROGRAM DESCRIPTION

1.1. Program Definition. Military information is a national security asset which is conserved
and protected and which may be shared with foreign representatives only whes ¢éhelearly
defined advantage to the United States. It is United States policy to avoid creating false
impressions of its readiness to make defense articles, technologies, services or information
available. Therefore, Air Force personnel must ensure lkkance with this Air Force Instruction

(AFI) as part of the initial planning for international activit@@sl1). Only designated foreign
disclosure officers (FDOs) may approve the disclosure of classified and controlled unclassified
information to breign representatives. This instruction documents requirements of the United
States Air Force Foreign Disclosure and Technology Transfer Program; its applicability to Air
Force organizations and activities; responsibilities of Major Command (MAJCOM)¢ctDire
Reporting Unit (DRU) and Field Operating Agency (FOA) Commanders; responsibilities of
Foreign Disclosure Officers at all command levels; and guidance for authorizing the disclosure
of Classified Military Information (CMI) and Controlled Unclassified drhation (CUI) to
foreign representatives. (See explanation of terms CMI and CUI.) This AFI also provides
guidance for authorizing disclosures of information that is not CMI or CUI and for approving
foreign national visits to bases and facilities.

1.2. Applicability. Guidance in this instruction applies to:

1.2.1. United States Air Force disclosures of CMI and CUI to foreign representatives in
support of officially approved United States Air Force international programs. This AFI does
not apply to disdsures regarding National Intelligence, Communications Security and

Intelligence, Counterintelligence, Atomic Information, Strategic Planning and Guidance, and
Narcotics Intelligence.

1.2.2. United States Air Force decisions for disclosing informatiorcloing foreign
government information) to which access or distribution limitations have been applied in
accordance with national laws, policies, and regulations of the originating country.

1.2.3. United States Air Force reviews of U.S. contractor reguiesexport defense articles,
services, and technical data controlled by the Department of State, Directorate of Defense
Trade Controls, or Department of Commerce, Bureau of Industry and Security.

1.2.4. Foreign government or international organizatioarsored visits and assignments of
foreign personnel or their representatives to United States Air Force facilities that involve
access to CMI or CUI.

1.2.5. Notification and approval process for visits that are sponsored, controlled,
administered, and reoded by U.S. European Command under its J5/8, Policy, Strategy,
Partnering and Capabilities Directorate; by the U.S. Africa Command under its African
Cooperation Fund; by the U.S. Southern and Northern Commands under their Latin
American Cooperation Funthy COCOM Traditional Commanders Activities Programs; by
the Air Force Office of Scientific Research; or by the Bureau of Educational and Cultural
Affairs, Department of State.
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1.2.6. Unclassified visits by Canadian government officials and certified Canadian
contractors under the United Stat@ésnada Joint Certification Program.

1.2.7. Notification and approval process for visits and disclosures that do not involve access
to CMI or CU and are conducted under the authority of a base Public Affairs Office.

1.3. Responsibilities.

1.3.1. As the Air Force Principal Disclosure Authority, the Deputy Under Secretary of the
Air Force, International Affairs Policy Directorate (SAF/IAP) ensuréMIl and CUI
disclosure actions originating within the United States Air Force are consistent with the
National Disclosure Policy (NDP) and applicable U.S. legislation.

1.3.2. As the Air Force Designated Disclosure Authority, the Foreign Disclosute an
Technology Transfer Division (SAF/IAPT) will:

1.3.2.1. Be the Air Force member to the National Disclosure Policy Committee (NDPC).

1.3.2.2.Be the Air Force office of primary responsibility (OPR) for Service
recommendations related to export license applications and matters concerning the
Depart ment of Statebds United States Munit
Commer ceds Colhst¢GCt)e Contr o

1.3.2.3.Be the Air Force single point of contact to the Joint Atomic Information
Exchange Group (JAIEG).

1.3.2.4. Develops policies, procedures, and processes for United States Air Force
effective and efficient implementation of the Na#bnDisclosure Policy (NDP),
International Traffic in Arms Regulations (ITAR), and Export Administration
Regulations (EAR).

1.3.2.5. Be the OPR for coordinating initiatives within Headquarters Air Force involving
foreign military sales (FMS) and direct comarcial sales (DCS) of Air Force systems and
commercially developed nead.S. inventory systems. The coordination process is known
as the AToplined process.

1.3.2.6. Delegate disclosure authority to Major Command (MAJCOM), Forward
Operating Agency (FOA)and Direct Reporting Units (DRU) Foreign Disclosure
Officers (FDOSs).

1.3.2.7. Train United States Air Force FDOs to make decisions regarding disclosure of
CMI and CUL.

1.3.2.8. Oversee Air Force implementation of (NDP), ITAR, and EAR.

1.3.2.9.Be the OR for Air Force policy regarding the Security Policy Automated
Network (SPAN).

1.3.2.10.Act as the office of collateral responsibility for all support issues related to
MAJCOM, DRU, FOA, and subordinate element foreign disclosure and technology
transferfunctions.

1.3.2.11.Be the Headquarters Air Force FDO.



AFI116-201_USAFASUP 4 AUGUST 2015 9

1.3.2.12. Approve or deny visits by foreign representatives to subordinate Air Force
organizations when a MAJCOM, DRU or FOA disclosure office is not electronically
connected to SPAN.

1.3.2.13. Approve or deny U.S. government sponsored visits by foreign representatives
to U.S. defense contractor facilities.

1.3.3. MAJCOM, DRU, and FOA commanders will:

1.3.3.1. Designate in writing one or more individuals as command FDOs who report
directly to supevisors in the grade of Colonel or higher (military), or-Gor higher
(civilian). (T-1)

1.3.3.2. Ensure command FDOs have access to senior command leaders in order to
identify and resolve disclosure and technology transfer is€li€ls.

1.3.3.3.Ensue disclosure offices have the appropriate number of manpower
authorizations, office space, and equipment to effectively perform disclosure uties

1). Commanders will assign Foreign disclosure officers at ranks or grades equivalent to
other United Stats Air Force personnel in the organization having responsibilities and
aut hority commens(@-fate with the FDOOS.

1.3.3.4. (Added-USAFA) The HQ USAFA, Directorate, Information Protection (HQ
USAFA/IP) provides Foreign Disclosur®ffice (FDO) program management and
oversight and is the Direct Reporting Unit
policy office for USAFA.

1.3.4. MAJCOM, DRU and FOA FDOs will:

1.3.4.1. Authorize disclosure of CMI and CUI in accordance with tmstruction,
established United States Air Force procedures, and delegation of disclosure authority
letters.(T-1)

1.3.4.2. Exercise their delegated disclosure authority consistent with established United
States Air Force suspensé€B:1)

1.3.4.3. Implement United States Air Force disclosure and technology transfer processes
within their commands and develop command requirements, as nec€Bshry.

1.3.4.4. Redelegate delegated disclosure authority to subordinate FDOs as necessary and
when specificallyauthorized by SAF/IAPT(T-1)

1.3.4.5. Approve or deny visits by foreign representatives to their MAJCOM, DRU or
FOA locations when electronically connected to the SPAN, and to their subordinate
activities that are not connected to SPAN-1)

1.3.4.6. Forward recommendations to SAF/IAPT to approve or deny visits by foreign
representatives to their MAJCOM, DRU, FOA or subordinate locations when not
electronically connected to SPAN-1)

1.3.4.7. Establish foreign disclosure education and oversightrpmg for subordinate
command FDOs and MAJCOM, DRU, or FOA person(iell)

1.3.4.8. Provide SAF/IAPT with current information on all appointed MAJCOM, DRU,
FOA, and subordinate element FDOs including name, grade, functional address symbol,
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mailing and mesage addresses, telephone numbers, and classified and unclassified
electronic mail addressgd.-1)

1.3.5. Installation Commanders will:

1.3.5.1. Designate in writing one or more individuals as installation FDOs, as required.
(T-1). Installation FDOs remt directly to supervisors in the grade of Colonel or higher
(military), or GS15 or higher (civilian).

1.3.5.2. Ensure that disclosure offices have the appropriate number of manpower
authorizations, office space, and equipment to perform disclosure duties effeclively.

1). Installation commanders will assign Foreign disclosure officers at ranks or grades
equivalen to other United States Air Force personnel in the organization having
responsibilities and autf@dx ity commensur a

1.3.6. Commanders/Directors of tenant organizations may designate FDOs for their own
activities.

1.3.6.1. Supervisors in the grade of Colonel or higher (military) or-X5Sor higher
(civilian) must request the establishment of new disclosure offices from their MAJCOM
disclosure office(T-0) Requests need to justify why support from existing FDOs is not
pradical.

1.3.6.2.Commanders of tenant organizations must ensure visits by foreign
representatives to their organizations are processed consistent with installation FDO
procedures(T-0)

1.3.6.3. Tenant organization commanders must ensure that their sliseloffices have

the appropriate number of manpower authorizations, office space, and equipment to
perform disclosure duties effectivelff.-1) FDOs should be assigned at ranks or grades
equivalent to other United States Air Force personnel in the aag@gn who have
responsibilities and authority commensur at

1.3.7. Element FDOs will:

1.3.7.1. Authorize disclosures of CMI and CUI in accordance with this instruction,
established United States Air Force procedures, and ODLEE)

1.3.7.2. Implement United States Air Force disclosure and technology transfer processes
for their supported activities and develop local requirements, as nec€$sayy.

1.3.7.3. Approve or deny visits by foreign representatives to theipported
organizations when electronically connected to SPAN or make such recommendations to
their MAJCOM, DRU, or FOA FDO when SPAN is not availalfle-1)

1.3.7.4. Establish an initial and refresher foreign disclosure education program for
personnel asgned to supported organizatio(iB-1)

1.3.7.4.1.(Added-USAFA) The Dean of Faculty, (HQ USAFA/DF) will ensure all

DF assigned personnel receive initial and annual refresher Foreign Disclosure (FD)
awareness training. FD awareness training will beuosh@nted to include the date

and names of attendees.
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1.3.7.5. (Added-USAFA) The Dean of Faculty Office of Research (HQ USAFA/DFER)
serves as the subordinate FDO and Chief, Scientific Technical Information Office
(STINFO) directly responsible for foreigdisclosure program implementation as it
relates to reviewing staff conference presentations, reviewing publication requests,
international research collaboration, contracts, grants, cooperative agreements,
cooperative research and development agreemerRADBsS), items and materials
related to export control, proprietary information, compliance with International
Trafficking in Arms Regulation (ITAR), and the Engineer and Scientist Exchange
Program (ESEP).

1.3.7.5.1.(Added-USAFA) DF military and civilian personnel will submit all
material prepared for public presentation or publication IAW procedures and
guidance issued in DRClearance of Material for Public Release and Academic
Freedom.

1.3.7.6. (Added-USAFA) The Dean of Faculty of International Pragrs (HQ
USAFA/DFIP) serves as a subordinate FDO and is directly responsible for foreign
disclosure program implementation as it relates to Foreign National (FN) visit requests,
the Foreign Visit System (FVS), international travel, international immeesiveation
programs, 4year international cadets and foreign cadets at USAFA under the Cadet
Semester Exchange Abroad Program, the international officer exchange program such as
the Military Personnel Exchange Program (MPEP), country clearances, passpbrts
visas.

1.3.8. SCOs will:

1.3.8.1. Report to SAF/IAPT any confirmed or suspected host nation violations of USG
security conditions/requirements contained in applicable Letters of Offer and Acceptance
(LOAs), MOUs, MOA, or military information securitggreementqT-1)

1.3.8.2. Advise host nation representatives to submit their requests for visits or
information through their embassy in Washington DC.

1.3.8.3. Submit to SAF/IAPT all issues involving disclosure of United States Air Force
military information and to the host government, through the appropriate SAF/IA country
director for resolution(T-1)
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Chapter 2
UNITED STATES AIR FO RCE FOREIGN DISCLOSURE AUTHORITY

2.1. Introduction. United States Air Force FDOs authorize disclosures of CMI and Ttis.
chapter identifies how disclosure authority is delegated to the United States Air Force (USAF),
the parameters for the Air Forceds gener al
satisfied before disclosures can be authorized, how auyti®delegated and 1delegated within

the Air Force, how Air Force disclosure guidance is documented, the process for formulating
disclosure guidance for new programs or initiatives, and who exercises USAF disclosure
authority. Chapter 4, Chapter 5, Chapter 6, Chapter 7, andChapter 8 explain how to apply
disclosure guidance to various foreign disclosure and technology transfer processes.

2.2. Air Force Disclosure Authority for CMI. National Policy and Procedures for the
Disclosure of Classified Military Information to Foreign Governments and International
Organizations (Short title: National Disclosure Policy (NP provides national policy and
procedures to U.S. Executive Branch departments and agencies for the oBsolo€MI to

foreign representatives. It also delegates general release authority for CMI to the head of the
department or agency originating CMI. The Secretary of the Air Force designates The Deputy
Under Secretary of the Air Force (International Affai(SAF/IA)) as the Air Force Principal
Disclosure Authority. SAF/IA designates the Foreign Disclosure and Technology Transfer
Division (SAF/IAPT) as the Air Force Designated Disclosure Authority.

2.3. Air Force Disclosure Authority for CUl. The Arms Export Control Act (AECA) and
Export Administration Act (EAA), as amended, legislate the policies and procedures for the
export of defense articles, services, and technical data having a military or space application or
being of dualuse interestrespectively. The Secretary of the Air Force designates SAF/IAPT as
the Air Force OPR for exports of technology, defense articles, technical data, and services under
both the AECA and EAA. SAF/IAPT formulates and recommends to the Defense Technology
Secuity Administration (DTSA) Air Force positions regarding exports of defense articles,
services, and technical data.

2.3.1. (Added-USAFA) Controlled Unclassified Information (CUI) includes technical data
to which access or distribution limitations have roegplied in accordance with US laws,
policies and regulations. Additional examples include but are not limited to:

2.3.1.1. (Added-USAFA) Engineering drawings, standards, specifications, technical
orders, technical manuals, blueprints, designs, tescegures/reports, computer
documentation and software, databases and simulations, and photographs, which may or
may not be owned by the military.

2.3.1.2. (Added-USAFA) Information used by Air Force or defense industry personnel
to design, engineer, pilace, manufacture, operate, repair, overhaul or reproduce any
military or space equipment or technology concerning that equipment, may or may not be
owned by the military.

2.3.1.3. (Added-USAFA) Information that conveys technical kndww or intellectual
property with military or space application. Includes information labeled/designated as
'Export Controlled'.
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2.3.1.4. (Added-USAFA) All DF personnel who come in contact with controlled
unclassified military information (CUMI) will receive counterinignce awareness
briefings within 90 days of Permanent Change of Station (PCS), assignment, and
annually thereafter, from Air Force Academy Office of Special Investigations (AFOSI
Det 808). USAFA/DF will coordinate with AFOSI to ensure all personnel aeéed

and track personnel trained.

2.3.1.5. (Added-USAFA) Mishap reports, findings, conclusions and recommendations
must be protected from foreign disclosure. Additional limitations and guidance can be
found in Department of Defense Instruction (DoDI) 6055.0shap Notification,
Investigation, Reporting, andeRord KeepingEnclosure 5, and AFI 9204, Safety
Investigations and Report€hapter 3.

2.4. Air Force Disclosure Authority Parameters.

2.4.1. Consistent witlparagraphs 2.2and2.3, SAF/IAPT devéops and delegates disclosure
guidelines for CMI and CUI originated by or for the Air Force for purposes such as, but not
limited to, foreign military sales, exercises, military training,-dewelopment or co
production programs, armaments cooperationaitives, foreign national visits, foreign
national information requests, and munitions license requests-INI2Regates authority to
disclose eight categories of CMI to authorized foreign governments and international
organizations. A description tfe categories is @tttachment 2.

2.4.2. With the consent of the originator, SAF/IAPT develops and delegates disclosure
guidelines for CMI or CUI officially obtained from a foreign source, combined military
information, joint information, information originated by or for any U.S. department or
agency, and proprietary information

2.4.3. SAF/IAPT disclosure authority does not extend to the following information.
However, SAF/ IAPT assists proponents in obtaining disciosapproval from the
appropriate authorities:

2.4.3.1. Information marked Not Releasable to Foreign Nationals (NOFORN) in
accordance with DCID 6/6Security Controls on the Dissemination of Intelligence
Informationand DCID 6/7 Intelligence Disclosure Riy.

2.4.3.2.DCID 6/6 and 6/7 authorize use of the NOFORN caveat on intelligence
information in order to protect sources, methods, techniques, and operations. Therefore,
disclosure restriction on release of NOFORN applies to Category 8 (Military
Intelligence) information only.

2.4.3.3. If the security classification guide reflects the material to be NOFORN, then the
security classification guide is changed to ensure compliance with DCID 6/6 and 6/7.

2.4.3.4. All material that is not intelligence information is reviewed for proper markings,
as defined by the information Security Oversight Office (ISSO) Directive Number 1,
dated 25 Mar 2003. Improperly applied dissemination controls are removed: Non
intelligerce information marked with the NOFORN dissemination control is reviewed by
a subject matter expert to ensure intelligence information is not included. If the
NOFORN caveat is determined to be improperly applied the servicing FDO may make a
disclosure desion to remove the caveat.
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2.4.3.5. Originator Controlled (ORCON), or Cautigroprietary Information Involved
(PROPIN) in accordance with DCID 6/&ecurity Controls on the Dissemination of
Intelligence Information.

2.4.3.6. Information marked with a $eial Access Required caveat in accordance with
AFI 16-701,Special Access Programs.

2.4.3.7. Information marked Restricted Data/Formerly Restricted Data (RD/FRD).

2.5. Disclosure Criteria. In order to exercise general disclosure authority and respidiresb
under NDP1, DoDD 5230.11, and DoDD 2040.Mternational Transfers of Technology,
Goods, Services, and MunitiQgriSAF/IAPT ensures all disclosures of CMI and CUI satisfy the
following NDP-1 criteria:

2.5.1. Disclosure is consistent with U.S. fagge policy and national security objectives
concerning the foreign government or international organization.

2.5.2. Disclosure is consistent with U.S. military and security objectives.

2.5.3. The foreign recipient affords U.S. information the same degireecurity protection
as that provided to it by the United States.

2.5.4. Disclosure results in a clearly defined benefit for the United States.

2.5.5. Disclosure is limited to information necessary to the purpose for which disclosure is
made.

2.5.6. (Added-USAFA) HQ USAFA/DFER FDO must examine the entire scope of a
program when reviewing information proposed for public release. The HQ USAFA/DFER
FDO must consider the classification category or sensitivity of hardware, software,
documents, and othanformation or material needed for operations, maintenance, and
training as well as information on vulnerabilities of the system that will be released, or that
could be discerned, through exploitation of the disclosed material.

2.5.6.1. (Added-USAFA) Thee are three different ways disclosure can occur: orally,
visually, and documentary through a tangible record (i.e., photospbhits, drawings,
or equipment).

2.5.7. (Added-USAFA) The HQ USAFA/DFER FDO:s initial disclosure review must not be
limtedsol el y to introductory or promotional ma |
and evaluate any possible follemn releases that might result. Air Force designated
disclosure authorities may authorize disclosures when all the basic disclosuria criter
identified in AFl 1801 are satisfied. This criteria review is applicable to and
required for, all disclosures.

2.6. Requests Exceeding Air Force General Disclosure AuthorityRequests for disclosure
approval that exceed United States Aworce disclosure authority may be authorized if they
satisfy all disclosure criteria. SAF/IAPT coordinates with either the National Disclosure Policy
Committee (NDPC) or the agency originating the information to obtain disclosure authority.
Requests appved by the NDPC are known as Exceptions to National Disclosure Policy
(ENDPs). An NDPC decision may be appealed to the Deputy Secretary of Defense. After
receiving all required inputs from functional offices, SAF/IAPT will usually require ten working
daysto prepare the ENDP request and another ten working days for coordination within the
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Headquarters Air Force before submission to the NDPC. The NDPC usually concludes its review
in ten working days. Requests for exceptions contain the following elements:

2.6.1. A concise statement of the action proposed and why an exception to policy is needed.

2.6.2. A detailed technical description of the equipment or information to be disclosed. The
description is provided by the office requesting disclosure approval.

2.6.3. An assessment of how each of the disclosure criteria and conditions is met. The
assessment of criteria and conditions is provided by the office requesting disclosure approval.

2.6.4. Identification of any limitations placed on the proposed dmale in terms of
information to be disclosed, disclosure timing, or other pertinent caveats that may affect
NDPC approval or denial of the request.

2.6.5. A statement that the requested exception is either a continuing exception, subject to
annual reviewor a ongime exception.

2.6.6. U.S. embassy country team, and theater command, assessments of the proposed
disclosure (provided by the office requesting disclosure approval).

2.6.7. The opinion of other interested departments or agencies, if joint service or shared
information is involved.

2.6.8. Any other information that would assist the NDPC members in evaluating the
proposal.

2.7. Coordination of Disclosures Involving Military Equipment. Exports of military

equipment constitute disclosures of information subject to the requirements of this instruction.
Therefore, disclosure initiatives that involve foreign military sales or do@timercial sales of

Air Force systems and commercially developed-bo®. inventory systems are coordinated and
approved in accordance with the #AToplineo pr
Topline Coordination.

2.7.1. Each Topline proposal conta the following elements:

2.7.1.1. A thorough description of what is proposed for sale (provided by the office
requesting disclosure approval).

2.7.1.2. An explanation of the benefits for the United States (provided by the office
requesting disclosurepproval).

2.7.1.3. An evaluation of the risk of compromise or unintended end use based on General
Security of Military Information Agreements (GSOMIA), National Disclosure Policy
Committee country security surveys, or intelligence community assessments.

2.7.1.4. An assessment of foreign availability of similar weapons systems, technologies
or capabilities (provided by the office requesting disclosure approval).

2.7.1.5. A description of precedent cases, if any.

2.7.2. Foreign sales initiatives are coordted through SAF/AQ, SAF/IA, SAF/US,
SAF/CIO/AG, AF/A3, AF/A4/7, AF/A5, and approved by CSAF when any of the following
conditions apply:
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2.7.2.1. Low Observable (LO), Counter Low Observable (CLO), and-Sooperative
Target Recognition (NCTR) capabiés or technologies are involved.

2.7.2.2. The proposed sale results in foreign access to U.S. classified software source
code.

2.7.2.3. The system, technology, or capability is unique to the United States (i.e., No
equivalent substitutes are availablenfr foreign sources) and provides United States Air
Force a significant military advantage over potential adversaries.

2.7.2.4.The United States has no effective countermeasures or defenses against the
system or capability.

2.7.2.5.The proposed recipikn government 6s ability or Wi
military information or use it for the intended U.S. purpose is doubtful.

2.7.2.6. The system proposed for sale is derived from a special access program.

2.7.3. Proposed international sales that imeohny of the following items are coordinated at
the Directorate level in SAF/AQ, SAF/US, SAF/CIO/A6, AF/A3, AF/A4/7, AF/A5, and
approved by SAF/IA:

2.7.3.1. Aircraft and air vehicles,

2.7.3.2. Jet or rocket engines,

2.7.3.3. Precision guided munitiorend precision targeting systems,
2.7.3.4.Unmanned aerial vehicles,

2.7.3.5. Night and adverse weather terrain avoidance flight navigation systems,
2.7.3.6. Radars,

2.7.3.7. Intelligence collection systems,

2.7.3.8. Command, control and communications systems,

2.7.3.9. Information warfare and defensive countermeasure systems,

2.7.3.10. Ballistic missile defense systems, or

2.7.3.11. Unclassified software source code for any of the aforementioned items.

2.7.4. In instances when consensus cannot be reached, dissenting opinions are elevated to the
appropriate assistant secretary or deputy chief of staff, or to CSAF (if necessary) for
resolution.

2.7.5. Staff officer must justify in writing recommendations to rmoncur and to impose
conditions and limitations on a proposed sd[E-0). Their justification is based on
substantiated risk to US military security, national security, or foreign policy objectives.

2.7.6. SAF/IAPT normally requires ten working days poepare the Topline request. The
coordination process should normally be completed within an additional ten working days.

2.8. Delegation of Air Force Disclosure Authority. The United States Air Force Foreign
Disclosure and Technology Transfer Progranieseon the principle of delegation to ensure
disclosure decisions are made promptly and effectively. After satisfying the disclosure criteria
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identified in paragraph 2.5 or obtaining approval from the appropriate authority, SAFT
may delegate specific disclosure authority to be exercised by United States Air Force FDOs.

2.8.1. SAF/IAPT may delegate disclosure authority to United States Air Force MAJCOM,
DRU or FOA FDOs.

2.8.2. MAJCOM, DRU, or FOA FDOs may rdelegate disclkure authority to their
subordinate FDOs in order to support international programs, foreign requests for
information, or foreign visits.

2.8.2.1. (Added-USAFA) Delegation of Disclosure Authority Letter (DDL) is
authorized to

2.8.3. FDOs notify United States Air Force personnel responsible for implementation of
international programs when disclosure guidance related to their program has been received.

2.9. Documentation of Delegated Disclosure Authority. SAF/IAPT is the approval authority

for delegated disclosure authority to MAJCOM, DRU, and FOA FDOs in support of both one
time and continuing disclosure requirements. @me disclosure authorizations may be
documented in a specific memorandum or visit authorization. Requirements for aumptinui
information disclosures are normally documented in Delegation of Disclosure Authority Letters
(DDLs). Should the disclosure of information be required to support an international program
prior to issuance of a DDL, SAF/IAPT may approve disclosure ga&émsupport the program
until a DDL is approved.

2.9.1. To establish disclosure guidance for new international programs:

2.9.1.1. Proponents for international programs will identify program objectives, program
information proposed for disclosure, anbet classification and originator of the
information proposed for disclosure to their supporting FO®J) Proponents must also

be prepared to assist the FDO in documenting how the program satisfies the disclosure
criteria inparagraph 2.5. (T-0)

2.9.1.11. (Added-USAFA) Contact HQ USAFA/IP for current guidance and
support regarding preparation of a DDL.

2.9.1.2.FDOs supporting international programs must participate in initial and
continuing international program planning activities, as necessarynsore that
disclosure guidance can be developed, coordinated at the local levels, and forwarded to
SAF/IAPT in advance of program activities commenc{fig0)

2.9.1.3. Servicing FDOs must forward requests for initial or updated program disclosure
guidane, including the evaluation of the appropriate disclosure criteria, through
disclosure channels to SAF/IAPT through their MAJCOM, DRU or FOAQ) FDOs
should coordinate requests for disclosure guidance with all command offices having a
functional interest in the program, and information to be disclosed, prior to forwarding
their requests to SAF/IAPT.

2.9.1.3.1. Specifically for armaments coopemati programs, MAJCOM FDOs will
forward MAJCOMapproved DDLs to SAF/IAPQ or SAF/IAPS as part of the
coordination package.
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2.9.1.3.2.Proposed DDLs for international initiatives, other than armaments
cooperation programs, originating within subordinate etémeare prepared by the
servicing FDO and forwarded to SAF/IAPT through the MAJCOM, DRU or FOA
FDO.

2.9.1.4. FDOs will ensure proposed DDLs are consistent with the formattathment
3.(T-1)

2.9.1.5. SAF/IAPT prepaes and approves DDLs for disclosure initiatives originating at
Headquarters Air Force.

2.10. Dissemination of DDLs. SAF/IAPT limits dissemination of DDLs to foreign disclosure
offices. Broader dissemination increases the risk of misinterpretation scidsdre approvals
made by unauthorized individuals. However, certain circumstances may warrant dissemination
outside disclosure offices. The following guidelines apply to these situations.

2.10.1. FDOs will submit their requests to transfer their DDLS®F/IAPT Workflow. (T-

1) Once they received approval from SAF/IAPT, FDOs may provide information copies of
DDLs to Air Force offices to guide international program development, support assignment

of foreign representatives in United States Air Force romgdions, or to facilitate
sanitization of information in preparation
provide DDL copies outside of FDO channel s
frequent access to the DDL and when physical separfationthe FDO makes it impractical

to review the DDL at the disclosure office.

2.10.2. The FDO will transmit the DDL under a cover memo that documents specifically
why the DDL is being providedT-1) Clearly state the DDL may not be copied in whole or

in part, may not be incorporated into other documents, and the transmittal memo remains
attached to the DDL. A sample transmittal memo Btitchment 4.

2.10.3. The following statement is conspicuously placed on thastnittal memo to the
DDL disseminated outside of foreign disclosure channels:

2103.1.AThi s DDL is for information only. | t
equipment, technology or information and may not be used for such purpose. This DDL
may not be copied in whole or in part. Information contained in the DDL may not be
incorporated into other documents. 0

2.10.4. SAF/IAPT must approve, in writing, all delegations of United States Air Force
disclosure authority outside United States Air For€¥oponents for such delegation must
justify their requests in writing to SAF/IAPT through disclosure chan(iEig)
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Chapter 3
PROGRAM MANAGEMENT

3.1. Introduction. The National Disclosure Policy requires all departments and agencies which
are responbie for implementation of National Disclosure Policy to issue directives and
instructions to assure that disclosure decisions are made promptly and disclosure activities under
their jurisdiction are carried out effectively. To this end, the following rrmgmanagement
requirements have been developed.

3.2. Program Oversight. SAF/IAPT will evaluate implementation and management of
MAJCOM, DRU, and FOA Foreign Disclosure and Technology Transfer Programs. SAF/IAPT
will conduct staff assistance visits incacdance with the guidelines at Attachment 5. SAF/IAPT
will determine the staff assistance schedule.

3.2.1. (Added-USAFA) HQ USAFA/IP is responsible for developing and implementing as
appropriate,a Command Staff Assistance Visit (SAV) program. This will include visits to

all subordinated USAFA FDOs once every 24 months, or as required, to review, evaluate and
ensure effective establishment and operation of USAFA foreign disclosure policies and
programs.

3.3. MAJCOM, FOA and DRU Supplements to this Instruction. Coordinate all MAJCOM,
FOA, and DRU supplements with SAF/IAPT.

3.4. United States Air Force Standard Suspenses for Disclosure Activitie$n order to
respond promptly to disclosure requests made by supported activities, FDOs will track their
response time for document and visit requeéstsl)

3.4.1. The United States Air Force standard for responding to document requests is ten
working day from the date of receipt. Within the tday period, FDOs will approve, deny,
return without action (if the requestor provides insufficient information on which to make a
disclosure decision), coordinate an extension (if necessary), or refer the rexubst
appropriate disclosure authori(y.-1)

3.4.2. The United States Air Force standard for responding to visit requests is no later than
five working days prior to the visit start date for etimae visits, if the request is submitted at

least 15 workig days prior to the visit start date. Responses to visit requests received less
than 15 days before the start date are made as far in advance of the visit start date as possible.
Responses for recurring and extended visits should be made within 3@acatkrys of

receipt of a visit request or prior to any visit or assignment of a foreign representative.

3.5. Staffing and Recording of Disclosure DecisionsAir Force FDOs will use SPAN for
staffing and recording cases, decisions and reference data pporsuof departmental
responsibilities assigned by the National Disclosure Policy, the Arms Export Control Act and the
Export Administration Act(T-1)

3.5.1. FDOs will document SIPRNet communications requirements to establish SPAN
access locally(T-1)
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3.5.2. All classified disclosure decisions are documented in the Foreign Disclosure System.
Foreign Disclosure offices without SPAN connectivity work with their MAJCOM FDO
office to ensure that classified disclosure decisions are documented in SPAN.

3.53. (Added-USAFA) HQ USAFA/DFER FDO will conduct and document all
publication reviews and disclosure decisions related to requests for release of Classified and
CUI in a locally developed system or database. HQ USAFA/DFER FDO is responsible for
communicéing disclosure decisions with HQ USAFA/IP who will coordinate with
SAF/IAPT.

3.6. Training Requirements. Prior to authorizing disclosures of CMI and CUI, FDOs must
complete the United States Air Force Foreign Disclosure Officer Training Course spadmgored
SAF/IAPT.(T-1)

3.6.1. SAF/IAPT will recertify MAJCOM FDOs on an annual basis. The MAJCOM FDOs
will then provide requisite training and certification for FDOs of subordinate organizations
within their chain of command.

3.7. Outsourcing of National Disclosure Policy Functions.Within the Air Force, FDOs may
obtain contractor support for National Disclosure Policy functions subject to the following
criteria.

3.7.1. Contractors will not exercise foreign disclosure decision authority for disclosures of
CMI and CUI nor any other duties considered to be inherently governmental, in accordance
with Part 7.5 of the Federal Acquisition Regulations (FAR)O0)

3.7.2. Contractors may research and conduct analyses of technical, operational, policy, and
political and military factors related to proposed international programs.

3.7.3. Contractors may draft supporting justification and disclosure guidance for
international programs.

3.7.4. Contractors may perform administrative functions such as coordinatidisadbsure
initiatives and record keeping related to disclosure activities.

3.8. Waivers to Air Force Policy. SAF/IAPT will consider and may approve United States Air
Force requests to waive disclosure policies and procedures when the policy will elggativ
impact a United States Air Force international program, and the waiver does not conflict with
U.S. law or interagency policies and procedures (including UD&nd relevant DoD
instructions, directives, and procedures). Personnel in the grade of IGmidngher (military)

or GS15 or higher (civilian) must sign all requests for waiver to this instruc{ibri) Each
waiver should be submitted through local FDO channels enroute to SAF/IAPT. The written
request identifies the following:

3.8.1. The sgecific policy to be waived;
3.8.2. The specific impact if the policy is not waived,;
3.8.3. The reasons why the policy cannot be met; and

3.8.4. The procedures are to be implemented until such time as the waiver expires. Such
procedures ensure the interi Air Force disclosure and technology transfer policy is met.
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Chapter 4
DISCLOSING INFORMATI ON

4.1. Introduction. FDOs authorize disclosures of CMI or CUI to foreign representatives. FDO
approval is not required to provide United States Air Force information that has been officially
approved for public release or information that is unclassified and not controlkat tire
International Traffic in Arms Regulations (ITAR) to a foreign government or international
organization. Disclosures are made for various reasons, i.e., in response to written requests for
information related to foreign military sales, armamenispeoation agreements and Air Force
activities in general, during visits by foreign representatives, and during exercises or operational
activities. There are three methods by which information can be disclosed: oral, visual and
documentary. Documentarysdlosures occur when control of information in tangible form (i.e.,
equipment, written material, floppy disk, audio or video tape, etc.) is transferred to a foreign
government or international organization. This chapter serves several purposes. t First, i
identifies the process through which United States Air Force personnel request disclosure
approvals. Second, it identifies FDO requirements for processing and approving disclosure
requests. Additionally, this chapter identifies administrative actimsisshould completed after

a disclosure decision is made, and it establishes a process for disclosing unclassified information
that is not controlled.

4.2. Submitting Requests To Disclose Information.

4.2.1. SAF/IA country directors will submit foreigmebassy requests for CMI or CUI to the
MAJCOM, DRU, or FOA FDO having disclosure authority over the information requested.
SAF/IAPT assist country directors as necessary.

4.2.1.1.Unless other governmef-government channels are established (see
paragraph 4.2.2.), foreign governments or international organizations should submit
requests for information through either their accredited attaché in Washington DC or the
U.S. Security Cooperation Office (SCO) in country. Foreigavernments and
international organizations should submit electronic requests via the Foreign Disclosure
System or via written request if they are not a SPAN user. Requests contain the
information specified in the SPAN Foreign Disclosure System.

4.2.2. United States Air Force personnel will submit requests to disclose CMI or CUI to
foreign recipients in the United States or abroad to their servicing ADD.

4.2.2. (USAFA) USAFA personnel may not disclose classified information or CUI to FNs
without prior written coordination and consent from a USAFA FDO.

4.2.2.1. When designated by their government to conduct business with the United States
Air Force, foreign representaéis should use established procedures to submit requests
related to specific foreign military sales programs or armaments cooperation agreements.
Generally, such requests are submitted through teeuntry SCO to United States Air
Force individuals appoted as case managers or technical project officers, respectively.
The case manager or technical project officer will submit requests to the servicing FDO.
(T-1)
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4.2.2.2. The actual transfer of US technical data to foreign representatives, in most cases,
is pursuant to a foreign military sale, loan, lease or grant agreement, export license, or
cooperative agreement (MOU, MOA).

4.2.3. United States Air Force proponents must provide a written request to their servicing
FDO. (T-1). (If the disclosure acn is based on a written request from a foreign
government or international organization, an additional request from the United States Air
Force proponent may not be necessary if the request contains the information required
below) The United States Airofce proponent will include the following information in the
request to the FDQT-1)

4.2.3. (USAFA) Requests for public release of information from HQ USAFA/DF
departments, research centers and institutes, shall be forwarded to the HQ USAFA/DFER
FDO ard AFOSI Det 808, for review and approval to ensure the release of information is
authorized.

4.2.3.1. The proposed foreign recipient including country, classification of information
to be disclosed, and originator of the information.

4.2.3.2. The purposef the disclosure (i.e., foreign military sales program, armaments
cooperation agreement, operational or exercise requirement, etc.).

4.2.3.3. The benefit the United States is expected to receive from the disclosure or the
resulting impact expected ifélrequest is denied.

4.2.3.4. For documentary disclosures, proponents must provide a copy of the document
to be disclosed and identify any portions of the document that are not part of the
disclosure reques{T-1).

4.2.3.5.For oral and visual discloses, proponents must provide written details
identifying information to be discussdd.-1).

4.2.3.6. Requested release date.

4.2.4. Air Force organizations obtain assistance from their servicing FDO when receiving
requests directly from foreign governnmigninternational organizations, etc.

4.3. Processing Requests To Disclose Informatior=DOs coordinate disclosure proposals

with offices having a functional interest in the information to be disclosed (including interests
within a geographic COCOM AOR). This coordination ensures programmatic, policy,
operational, technology, and security related issues are evaluated. Subject matter experts will be
enlisted to provide assessments within their functional &re@)

4.4. Approving Requests To Discloserformation.

4.4.1. FDOs approve disclosure requests consistent with their delegated disclosure authority.
FDOs will ensure disclosure approvals are consistent with the formatsaehment 6 and
Attachment 7. (T-1)

4.4.1.1. When continuing authority is appropriate, FDOs assist Air Force proponents in
requesting a new, or revising a current, DDL.
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4.4.1.2.FDOs will forward requests through disclosure channels to SAF/IAPT when
their dekgated authority is exceeded.-1) MAJCOM, FOA, and DRU FDOs will
forward requests to SAF/ IAPT when their authority is excegded)

4.4.1.3. Requests include the information requiredoayagraphs 4.2.3
4.4.2. FDOs include the following requiremisnn approvals to disclose information:

4.4.2.1.Removal of bibliographies, reference lists, and distribution lists when these
references are not, or would not be, approved for release to the recipient country.

4.4.2.2.The following statement is stangheor typed on the front or cover page of
documents containing CMI or CUI:

44221.AThis information is furnished on th
to another nation without specific authority of the Department of the Air Force of the
United States, that it will be used for military purposes only, that individual or
corporate rights originating in the information, whether patented or not, will be
respected, that the recipient will report promptly to the United States any known or
suspected aopromise, and that the information will be provided substantially the

same degree of security afforded it by the Department of Defense of the United
States. Also, regardless of any other markings on the document, it will not be

downgraded or declassifiedw hout wri tten approval of th
4.4.2.3. Include the following statement at the beginning of electronic media containing
CMl or CUL:

44231AThi s i nformation is furnished on t

substantially he same degree of security protection given to it by the United States
and will not be released to another nation without United States Air Force
authorization. o

4.4.3. FDOs must ensure the proper information is included in all foreign disclo§Ura&}:

4431.AiThe U. S. Government sponsor i's respon
(government or contractor) involved in technical discussions of U.S. exqairiolled or
classified information during briefings, meetings, conferences, or eventsavieeol
advanced notification of the approved scop

443271 To reduce the risk associated with | a
documentary release is limited to paper copy only. When missiairgatents dictate

and are acknowledged by the responsible USG authority, release of digital products is
permittedinreaddbnl vy . pdf or . tif format. o

4433.APrepare the briefing by adding the f ol
page and eaclusb s equent page containing FOUO inf ol
Portion mark all AFor Of f i chuletantespged vy o p
AFOUOO and al l FOUO graphic depictions, p i
where applicble. Presentations must conform to the security classification marking
requirements stipulated in DoDM 5200.01, Volumed 1 ©

4434.ADi scussi ons and documentary release I
authorization wil!/| require a separate disc
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4435.FDO6s presentation must cof4d(@0m to DoDN
4.5. Actions Prior to Disclosing Information.

4.5.1. Air Force proponents will ensure all disclosures to foreign representatives are
consistent with guidance received from the servicing disclosure dffie@)

4.5.1.1. Air Force proponents will ensure any information not approved for disclosure is
removed from material prior to transféf.-0)

4.5.1.2. Air Force proponents must verify to the servicing FDO the date that disclosures
of CMI and CUI were mad€T-0)

4.5.2. CMI is transferred on a governmetotgovernment basis. Such transfers may be
made through governmetd-government channels or other channels mutually agreed upon
by the appropriate policy authorities of the sending and receiving governments. FDOs or Air
Force proponents will use Air Force Form 34Receipt for Documents Releastal
Accredited Representatives of Foreign Natiomgyen transmitting CMI to a foreign
government or international organizatigm-1) Air Force organizations releasing classified
information must maintain forms as prescribed in Air Force Records DispoSithedule,

Air Force Records Information Management System (AFRIMS))

4.6. Documenting Disclosure DecisionsFDOs will document disclosures and denials of
classified information in the Foreign Disclosure System, unless this requirement has been
exempted(T-1)

4.7. Disclosures Not Requiring FDO Authorization. Subject to all of the following
conditions, Air Force personnel do not require FDO authorization to disclose unclassified
information to which no access or distribution limitations have bggtied:

4.7.1. The intended recipient is a representative of a foreign government or international
organization and the information is being provided for an official United States Air Force
purpose. Note: Air Force personnel must ensure any informationbe provided to the
general public, including foreign nationals, must be released in accordance with the
provisions of AFl 35102, Security and Policy Review Proceg3$-1) A FOIA release
determination, in accordance with DoD Regulation 5460 AFMAN 33-302, DoD
Freedom of Information Act (FOIA) Prograns made if a written request has been received
for Air Force Records.).

4.7.2. The information is unclassified and related to the roles, missions, doctrine,
organization and general capdiels of the United States Air Force, MAJCOMSs, or any
subordinate units; general information on the function, purpose and general capabilities and
characteristics of defense equipment or general scientific, mathematical or engineering
principles commonlydught in schools, colleges, or universities; and

4.7.3. The information is not CUI; and

4.7.4. No access or distribution limitations have been applied to the information in
accordance with applicable U.S. or foreign laws or regulations, e.g., Freedofarofation
Act; and

4.7.5. The disclosure is for information purposes only. There is no U.S. government intent
to sell, loan, lease, edevelop, or cgproduce defense articles (ITAfRlated), or
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4.7.6. Participate in any operational or exercise acd#sit support any current foreign
military sales or armaments cooperation program, or assign foreign nationals to Air Force
organizations (S&elated); and

4.7.7. Originator consent for the disclosure is obtained; and

4.7.8. The following statement is cepicuously displayed at the front or beginning of the
disclosed information:

4781.AThi s briefing, presentation, or docur
Government commitment to sell, loan, leasedewelop or ceproduce defense articles or
proii de defense services is implied or inten:i

4.7.9. (Added-USAFA) USAFA commanders, directors and supervisors must ensure that

all briefings, presentations, symposia materials, data, and US Government documents
provided to FNsclearly display the following statement at the front or beginning of the

di scl os ed This briefingnaesentation, or document is for information only.

No US Government commitment to sell, loan, lease, -c®velop or ceproduce defense

articles o r provide defense ser vi(thsiscludessUSAFAp |l i ed
generated academic and informational materials, but does not include publicly available
textbooks, courseware, or brochures/pamphlets).

4.8. Foreign Attendance at Symposia, Confereres and ContractRelated Meetings.

4.8.1. The appointment of a DoD security sponsor for classified meetings involving
contractor participants does not exempt contractors from the licensing requirements of the
International Traffic in Arms Regulations.

4.82. (Added-USAFA) USAFA personnel traveling overseas in an official capacity are
required to obtain the necessary higher headquarters country clearance in accordance with the
Foreign Clearance Guideht{ps://www.fcg.pentagon.mi Country clearances musteb
submitted via the Aircraft and Personnel Automated Clearance System (APACS). Contact
HQ USAF

4.8.2.1. (Added-USAFA) USAFA personnel complete the Foreign Travel-prief no

later than 14 days prior, and the-ligef no later than 5 days upon retummgrh overseas
travel via the Advanced Learning Distribution System located on the AF Portal. AFOSI
Det 808 will determine if any additional travel graefing and debriefing needs to be
conducted.

4.9. Foreign Access to Secure Internet Protocol Router &work (SIPRNet), Nonsecure
Internet Protocol Router Network (NIPRNet) or Stand-Alone Systems.AFl 33-200,
Information Assurance (IA) Managemeiaind AFMAN 33282, Computer Securitydescribe
requirements for foreign national access to Air Force infaonaystems. Access to Air Force
information systems is controlled by the information owner with access guidance by Foreign
Nationals, provided in the System Security Plan, IAW AFR238, Air Force Certification and
Accreditation (C&A) Program (AFCAP) Authority to connect to the SIPRNet, NIPRNet or
other networks by foreign nationals does not equate to authority to disclose data or access
systems located on that network. A disclosure review by the servicing FDO is a prerequisite for
access to informadn resident on SIPRNet, NIPRNet, or other networks.
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4.9.1. (Added-USAFA) Automated Information Systems (AIS) Access. FN students,
instructors, and exchange officers sponsored by USAFA are granted access to unclassified
AIS where the USAFA SuperintendgittSAFA/CC) is the Authorizing Official, if required

in performance of assigned duties. This includes access such as the USAFA .EDU network,
ResearchNet, ResearchNet sub enclaves, internet acoeas,amd standilone systems. FN
access to AIS must cgaty with AFMAN 33-282, Computer SecurityTechnical Order (TO)
00-33B-5004,Access Control for Information Systeraad TO 0683A-1301:WA-1, Foreign
National NIPRNet Access Core Serviard the following procedures:

4.9.1.1. (Added-USAFA) The FN sponsorng or gani zati onos Cybel
office is responsible for completing the following documents requesting FN access to
AlS:

4.9.1.1.1.(Added-USAFA) AIS Access Control Memorandum (using the format
provided in TG00-33B-5004, Appendix D) to documé and coordinate specific
access controls (requirements, software, websites, networks and other AIS).

4.9.1.1.2.(Added-USAFA) DD Form 2875,System Authorization Access Request
(SAAR)(contact the USAFA CyberSecurity Office for the FN template).

4.9.1.1.3.(Added-USAFA) AF Form 4394 Air Force User Agreement Statemént
Notice and Consent Provision

4.9.1.1.4.(Added-USAFA) Prior to receiving access to AlS, the FN sponsoring
organi zationodos Cyber Security L itesiDeDon of f
Information Assurance Awareness (IAA) CyberAwareness Challenge orientation and
training.

4.9.1.2.(Added-USAFA) T h e FN sponsoring organi zati on

office will send all documents in 4.9.1.1. above electronically to the HQ BSRF
FDO.

4.9.1.3. (Added-USAFA) HQ USAFA/IP FDO will review, endorse the documents and
return them to the FN sponsoring organi zat

4.9.1.4.(Added-USAFA) T h e FN sponsor i @GyberSexurity dismsorz at i on
office will forward the documentation to the USAFA CyberSecurity office (HQ
USAFA/AB).

4.9.1.5. (Added-USAFA) The USAFA CyberSecurity office will validate, approve, and
forward the documentation to the 10 CS Help Desk for accoeatian.

4.9.1.6. (Added-USAFA) The 10 CS Help Desk will provision the FN for access to the
.edu network only.

4.9.1.6.1.(Added-USAFA) All FN e-mail accounts will have the proper naming
convention reflecting the correct country code IAW AFMAN-Z®, and AFMAN
33152, User Responsibility and Guidance for Information Systeaibwing
individuals in communication via-ail to identify the sender or recipient as a FN.

4.9.1.6.2.(Added-USAFA) Upon completion, the 10 CS Help Desk will return the
documat ati on to the FN sponsoring organizat
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4.9.1.7.(Added-USAFA) T h e FN sponsoring organization
office will document and track FN access within their organization. All documentation

will be maintaned by the FN sponsoring organizatic
the continuity binder.

4.9.1.8. (Added-USAFA) T h e FN sponsoring organization
office will contact the 10 CS Help Desk and the USAFA CyberSecurity office to
terminate access to AIS when no longer needed.

4.9.1.9. (Added-USAFA) The Information System Owner (ISO) is responsible for
tracking, maintaining visibility and ensuring accountability through audit trails of FN that
have access to their respective AlS.

4.91.10. (Added-USAFA) FN access to AIS and Information Technology (IT) will be
restricted to those levels defined in DoDI 8500Ckber Security AFMAN 33-282,
Chapter 4.2.7., and T100-33B-5004, para 2.2.6., and Appendix D.

4.9.1.11. (Added-USAFA) If privileged access is required to an AIS, the FN user access
must be restricted to IT-level positions only and directly supervised by a US Citizen
IAW DoDI 8500.1, and Chairman of the Joint Chiefs of Staff Instruction (CJCSI)
6510.01F, Information Assurane and Support to Computer Network DefensN
privileged users must meet DoDI 8570M1 Information Assurance Workforce
Improvement Progranrequirements.

4.9.1.12.(Added-USAFA) Access to controlled unclassified information (CUI).
Access to computesystems which employ controls above and beyond those required for
log-on to the network is on a neasknow basis and must be coordinated with the
appropriate FDO, the CyberSecurity Liaison, and the Consolidated Cybersecurity Office.

4.9.1.13.(Added-USAFA) FNs are not authorized access to classified and CUI unless
granted authority under a Delegation of Disclosure Authority Letter (DDL). HQ
USAFA/IP will be the focal point for coordinating these requests with other agencies.
The sponsoring organizah will assist in the preparation of a DDL.

4.10. Technical Orders.

4.10.1. United States Air Force technical orders are government furnished equipment and in
accordance with the Arms Export Control Act may not be exported except when they support
salesof U.S. government furnished equipment. United States Air Force technical orders may
be released to a foreign contractor after proper FDO review in direct support of an Air Force
contract. United States Air Force technical orders may also be releasguport of FMS
activity through the Security Assistance Technical Order Distribution System
(SATODS) only when the following conditions are met:

410.1.1.The FMS customer 06s system <configurat.
documented in the teclwal order or so similar to the US system that the unrelated data
does not complicate or confuse the operating or maintenance instruction; and

4.10.1.2. All reference information in the technical order is releasable.

4.10.2. For safety reasons, FDOs wilbt sanitize United States Air Force technical orders.
(T-1)
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4.10.3. If these conditions cannot be met, a Country Standard Technical Order should be
devel oped to match the FMS customero6s config
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Chapter 5

ONE-TIME AND RECURRING V ISITS BETWEEN AIR FO RCE PERSONNEL AND
REPRESENTATIVES OF FOREIGN GOVERNMENTS A ND INTERNATIONAL
ORGANIZATIONS

5.1. Introduction. The AECA requires the U.S. Government to obtain security;traosfer,

and enduse assurances from réign governments and international organizations before
transferring defense articles, services, or technical data (classified or unclassified). Information
disclosed under the auspices of a foreign visit may constitute a defense article, service, or
techical data. Accordingly, the International Visits Program (IVP) was established to ensure
CMI and CUI information proposed for release to visitors has been properly authorized for
disclosure to the requesting government or international organization. cidymer includes

DoD International Visit Program (IVP) requirements and United States Air Force requirements
for processing visits to which the IVP does not apply. Visits to Air Force facilities should not
interfere with the fta ckoleign godesiments ang internatiomae q u i r
organizations are required to provide validated security clearancestodasalv verification,

and government sponsorship regarding their citizens or representatives. FDOs are responsible
for approving or denyig the disclosure of CMI and CUI to foreign representatives during visits

to Air Force or contractor facilities, or when Air Force personnel visit foreign government or
international organization facilities abroad or in the United States. In specific E&Z8s may

also approve disclosures by U.S. contractors supporting Air Force programga(aees for
guidance on sponsored visits). All visits subject to the requirements of this chapter can be
defined as either orme or recurring. Extended visits are addressed Ghapter 6,
Assignments and Placements of Foreign Nationals.

5.2. General Visit Policies and Procedures.

5.2.1. Air Force personnel disclose CMI and CUI only to foreign representatives who
possess an appropeasecurity clearance and neeeknow as verified in their visit request
and in accordance with disclosure guidance provided by the FDO.

5.2.2. A visit authorization does not constitute the legal basis for providing defense articles,
services (includingraining), or technical data to foreign representatives. Letters of Offer
and Acceptance (LOAS), international agreements with a foreign government or international
organization, or other appropriate legal arrangements are concluded prior to FDOs
authorizng disclosures of CMI and CUI related to the transfer of defense articles, services, or
technical data.

5.2.3. Foreign governments are required to submit visit requests for US citizens acting on
their behalf when visiting Air Force facilities.

5.2.4. The U.S. contact officer for any foreign representative and foreign national visit must
ensure physical controls are implemented to limit visitor access to that information
authorized for disclosurgT-1) SAF/IAPT does not usually require written seguplans

for onetime or recurring visits. However, SAF/IAPT or other functional program managers,

in response to specific circumstances may require U.S. contact officers to prepare security
plans on a caslky-case basis for orEme or recurring visits.
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5.2.5. Air Force organizations ensure a badge or pass is issued that clearly identifies the
bearer as a foreign representative.

5.25.(USAFA) The Cadet Wing (HQ USAFA/ CW) wi || el
uniforms are conspicuously marked toidentithe cadet 6 s home country.

5.2.5.1. (Added-USAFA) FN assigned or working in the cadet area will also receive a
USAFA circulation control badge (CCB) indicating they are a FN. The FN host
organization is responsible for completing USAFA Form,24xility/Barrier Electronic
Access Requeahd identify the recipient as a FN to the CCB issuing authority. Refer to
AFIl 31-113 USAFA SURO, Installation Perimeter Access Contrain the process and
procedures for FNs to obtain a CCB. FNs will not be pexvidccess codes or Common
Access Card (CAC) access to any facility not included in their Position Description,
Security Plan, or Extended Visit Authorization.

5.2.5.2. (Added-USAFA) FNs will display their CCB on their outer garment, above the
waist, sat is clearly visible.

5.2.6. Air Force military or civilian personnel assigned to the organization will escort
foreign representatives in facilities where access to CMI or CUI will or may oficidr)

One time and recurring visits require escorts toesscAir Force facilities. Escorts for
foreign representatives to and within other facilities are subject to local base security
procedures. U.S. contractors, foreign representatives or U.S. foreign representative or U.S.
citizen representing foreign nati cannot serve as escort.

5.2.6.1. (Added-USAFA) FNs visiting areas on USAFA not accessible to the general
public and/or without a CCB, will be under escort. Under limited circumstances, HQ
USAFA/DFIP or HQ USAFA/DFER may approve FN unescortezess within
Fairchild Hall. Unescorted access requires specific authorization and is to exclude
research centers.

5.2.7. Air Force contact officers organizing U.S. guest lecturers for professional military
education activities inform such guests thaefgn nationals are in attendance and that the
guests need disclosure approval from their servicing FDO prior to any presentation where
CMI or CUI may be discusse(l-1)

5.2.8. Air Force contact officers organizing foreign guest lecturers for professioititary
education activities will brief students regarding disclosure guidelines prior to the arrival of
foreign guest lecturer§T-1)

5.3. Submitting Visit Requests for Foreign RepresentativesAir Force and foreign
proponents of foreign represetive visits will submit requests to the servicing Air Force foreign
disclosure office as required belo{¥--0)

5.3.1. Visits to Air Force Organizations and Installations.

5.3.1.1. Foreign governments will submit requests under the IVP for visits proposed by
their representatives and when invited by an Air Force organization, ideally 30 days prior
to the visit start date. SPAN automatically assigns visit responsibility to either

SAFIAPT or to a subordinate FDO based on SAF/IAPT guidance.

5.3.1.2. Public Affairs Officers approve foreign national participation in public affairs
activities subject to their visit approval process. No visit request under the IVP is needed.
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5.3.1.3.DoD proponents will submit visit requests to SAF/IAPT, if responsible for
managing peacetime engagement programs, such as the EUCOM military contact
program, the Latin American Cooperation Fund, and the African Cooperation Fund.
Requests include proposedeimof visit, facility to be visited, points of contact, purpose
of visit, and the visitords name, rank,
citizenship, place of birth, security assurances and identification or passport number.

5.3.1.4. Air Force proponents for basic research visits by foreign nationals will submit
proposals to the servicing FDO of the activity to be visited and provide information
copies to additional organizations as appropri§le0) The Air Force Office of
Scientific Research (AFOSR) international offices are appropriate organizations to which
basic research proponents should provide information copies of basic research visit
proposals occurring within their respective geographical regions. The European Office of
Aerospace Research and Development (EOARD), the Asian Office of Aerospace
Research and Development (AOARD), Southern Office of Aerospace Research &
Development (SOARD), the External Programs & Resources Interface, and the Air Force
Office of Scientific Reseaah (AFOSR/NI) are the Air Force proponents for basic
research visits to the United States Air Force.

5.3.1.5. Air Force personnel coordinate with their servicing FDO before extending visit
invitations to foreign representatives. Invitations may be ee@ronly after FDOs
approve disclosure guidelines for the visit. Foreign representatives are required to submit
security assurances via the IVP even though invited by Air Force activities.

5.3.1.5.1.Proponents will provide the supporting FDO with themea of the
proposed visitors, organization/agency, nationality, visit location, and specific
purpose for the visit(T-0). Justification for the visit includes the advantage to the
United States. If there is no established program, the visit dateseamddimation

to be disclosed during the visit are outlined.

5.3.1.5.2.(Added-USAFA) Visits of USAFA-assigned Foreign Nationals to other

US Military Facilities and Installations (including research and development facilities
and laboratories). All Inteational Cadets, Cadet Semester Exchange Abroad
Cadets, Engineer and Scientist Exchange Program (ESEP) and Military Personnel
Exchange Program (MPEP) personnel, as well as FN contractor personnel travel to
any US military facility, CONUS or Overseas, mbst coordinated and approved at
least 15 days in advance by the appropriate MAJCOM or Installation FDO.

5.3.1.5.2.1.(Added-USAFA) The USAFA unit commander sponsoring the trip
will contact HQUSAFA/DFIP and provide the following information: name,
grade and identification number of travelers, itinerary and purpose of the visit,
point of contact (POC) at the host unit, and the responsible USAFA escort officer
(if applicable).

5.3.1.5.2.2.(Added-USAFA) HQ USAFA/DFIP FDO, in conjunction with HQ
USAFA/DFER FDO, or HQ USAFA/IP FDO, will contact the appropriate
MAJCOM or Installation FDO and request approval for the visit.

5.3.1.5.2.3.(Added-USAFA) If incentive/orientation flights are planned, the HQ
USAFA OPR must inform the hebtase/unit project diter that FNs will
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participate so that classified, NOFORN, and proprietary equipment or information
on military aircraft is adequately protected.

5.3.1.5.2.4.(Added-USAFA) Under no circumstance will a FN commence
official travel to another US militgrfacility or installation without approval
from HQUSAFA/DFIP, DFER or

5.3.1.5.2.5.(Added-USAFA) These requirements apply to all official FN visits

to Colorado Springsrea installations including Peterson AFB, Cheyenne
Mountain, Schriever AFB, and Ro€Carson. However, with proper US military
identification, USAFAassigned foreign nationals may visit Peterson AFB and/or
Fort Carson without advance clearance for use of the commissary, exchange,
hospital, recreation and public access facilities onhterhational cadets do not
require visit clearance for Peterson AFB when participating in a scheduled cadet
orientation/incentive flight.

5.3.1.6. U.S. defense contractors employing foreign nationals may directly arrange visits
to Air Force organizationsonsistent with the requirements of the National Industrial
Security Program Operating Manual (NISPOM). Air Force organizations to be visited
will request a copy of the export license or other written authorization, as applicable, to
assist in planning fothe visit.(T-0) Foreign national access to CMI in these cases is not
authorized unless the U.S. Government has granted the individual a Limited Access
Authorization. Air Force hosts coordinate the visit with their servicing FDO.

5.3.1.7.The NATO searity office submits visit requests for representatives of any
NATO Command or Agency, or the NATO International Staff (including U.S. citizens
assigned to NATO positions or schools).

5.3.1.7.1.NATO security officials process visits of representatives NATO
commands, agencies, schools or the NATO International Staff under the United
States Security Authority for North Atlantic Treaty Organization Affairs (USSAN)
Instruction 169, Implementation of NATO Security Procedurasly when access to
NATO classfied information is needed. Recurring visits related to NATO
Production and Logistics Organization or NATO Industrial Advisory Group activities
are processed under USSANQ, Implementation of NATO Requirements

5.3.1.8. Foreign students, to includetémnational military students, international civilian
students, and U.S. citizens who represent a foreign nation, who participate in security
assistance training on Invitational Travel Orders (ITOs), pursuant to DSCA 51@5.38

are not required to submit\asit request to attend training. In accordance with DoD
guidance, Air Force recognizes ITOs issued by SCOs as validation of security assurances
for international military students participating in formal Air Force training courses. The
SCO must obtain & required security assurances from the parent government before
students arrive for trainingT-0). SCOs issue ITOs consistent with the requirements of
AFI 16-105, Joint Security Cooperation Education and Trainargd when the training is
approved for diclosure to the foreign government.

5.3.1.8.1. Air Force personnel responsible for administration of training courses with
foreign students coordinate visits to other Air Force or DoD organizations that are
part of the formal approved course through their servicing FDO.
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5.3.1.8.2. Students must submit a visit request through their Embassy in Washington
DC, if they are wishing to participate in official activities that are not part of their
formal training program(T-0).

5.3.1.8.3.International Military Student Office (IMSO)s wifirovide a course roster
of foreign national students on ITOs to applicable security personnel for access to
organizations and installations where training is to occur.

5.3.2. Visits Including Flights on U.S. Military Aircraft.

5.3.2.1. Foreign visits tht include flights on Air Force aircraft require specific approval
for the flight itself in accordance with AFI 401, Aviation Managementn addition to
authorization for the visit.

5.3.2.2.No visit request is needed for flying missions performed lxy Fdrce units

under the sponsorship of a Combatant Commander, Unified Command or other Service,
unless Air Force organizations disclose CMI or CUI. Air Force units coordinate such
missions with their servicing FDO to obtain disclosure guidance.

5.3.2.3. Visit requests are not required for foreign nationals participating in public affairs
travel.

5.3.3. Visits to U.S. Contractor Facilities.

5.3.3.1. Section 5, Chapter 10 of théational Industrial Security Program Operating
Manual, describes the proceris that the United States and foreign governments have
established to control international visits to contractor facilities.

5.3.3.2. Foreign governments and international organizations must submit visit requests
consistent with the IVP for visits to cwactor faciliies when access to CMI is
reasonably anticipated.

5.3.3.3. Foreign governments and international organizations should directly arrange
unclassified visits to U.S. contractors when the contractor is authorized to disclose
information pursuan t o ei t her the State Department ¢
Regul ation (I TAR) or the Commerce Depart me

5.3.3.4. Foreign governments and international organizations must submit visit requests
in all cases where I or CUI is maintained, when foreign representatives will be at a
contractor facility on an extended basis.

5.3.3.5. Foreign governments and international organizations must submit visit requests
when required as part of a U.S. Government contract,axdtintractor.

5.3.3.6. Foreign nationals should directly arrange unclassified visits to U.S. contractors
when they are not representing their government in an official capacity.

5.3.4. U.S-Canada Joint Certification Program. Canadian government petsamad
Canadian contractors certified by the Joint Certification Office, Battle Creek, Michigan, may
directly arrange visits to Air Force organizations and contractor facilities which meet the
conditions and procedures under the United St@wsada JoinCertification Program.
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5.4. Coordinating Visit Requests for Foreign RepresentativesFDOs will establish
processes, so that all functional offices with an interest in a proposed visit have an opportunity to
review and make recommendations regardingeqeest(T-1)

5.4.1. (Added-USAFA) The USAFA Protocol office will coordinate all official FN visits to

the USAFA with HQ USAFA/IP. In addition, all official FN visits to the USAFA require
advance coordination with the HQ USAFA/DFIP and/or HQ USAFAZBF FDOs
regardless of the duration or purpose of th
government association, or purpose, the HQ USAFA/DFIP FDO may need to receive
approval from SAF/IA. USAFA protocol and HQ USAFA/IP will notify AFOSI 388 of

all approved FN visits as soon as possible. AFOSI Det 808 will determine Hbai@r@and

de-brief of USAFA personnel who come in contact with the FN is necessary.

5.5. Approving Visit Requests for Foreign RepresentativesFDOs approve foreign
representative visits consistent with delegated disclosure authority. FDOs notify both the
requester and U.S. contact officer when a visit request is approved.

5.5.1. FDOs will document disclosure guidance for each visit and provide it to the U.S. point
of contact in advance of the vis{fT-0) The FDO will provide information copies of the
approval, as necessaf(y.-0)

5.5.2. FDOs will provide the requester any information necessary for the visitor to complete
arrangements for the visit, for exampleg me o f Uu. S. poi nt of cont
number, uniform requirements, ef€-1)

5.5.3. FDOs will not sponsor foreign visits to U.S. contractor facilities unless approval under
paragraph 7.5of this instruction has been obtain€@-0) Air Force sponsorship of foreign
visits to U.S. contractor facilities may constitute an exemption to the licensing requirements
of the ITAR and Export Administration Act.

5.6. Denying Visit Requests for Foreig Representatives.FDOs notify the requester when a

visit has been denied. FDOs will provide the requester with justification for the ddania).
Organizations may deny visits for reasons such as operational, mission or programmatic impacts,
political or military considerations, no legal basis, or for administrative reasons. Organizations
may use administrative reasons when visit length or type is inappropriate for the visit purpose,
submission of a duplicate requests occurs, the U.S. contact adfioeavailable, etc.

5.7. Visits Hosted By Foreign Tenants on Air Force Installations.Air Force hosts various
foreign organizations on Air Force bases within the United States. These e
organizations may host visits by U.S. or other foreigpresentatives. Foreign representative
visits to foreigntenant organizations may be conducted without submitting a request through the
IVP. However, foreign tenant organizations coordinate with and obtain approval for base access
from the U.S. host ganization consistent with local procedures prior to such visits. U.S.
organizations developing arrangements for {grgn foreign tenants must ensure visit approval
procedures, developed in concert with local Air Force authorities, are included irptioatalp

LOA, international agreement, or implementing arrangemént0). The Air Force host
organization maintains final approval authority for base access during such visits.

5.8. Air Force Personnel Visiting Foreign Government or International Organiztion
Establishments OverseasAir Force personnel will obtain approval to visit foreign
establishments overseas in accordance with DoD 45@,. BdeDoD Foreign Clearance Guide



AFI116-201_USAFASUP 4 AUGUST 2015 35

(T-0) Prior to commencing foreign travel, Air Force personnel will obthstlosure approval

from their servicing FDO for CMI and CUI that is to be discussed during their {isid).
Travelers will record the designated FDO, by office symbol, which approved disclosure of the
information to be discussed during their visitsha personnel clearance requést0)

5.8.1. (Added-USAFA) AFOSI Det 808 and the 10th Air Base Wing Antiterrorism Office
(10 ABW/ATO) will provide cadets with a traveler briefing. Traveler briefings will include
instructions on types of disclosurerpétted and any special conditions that may apply.

5.8.2. (Added-USAFA) The HQ USAFA/DFER FDO will educate and inform travelers to
limit all disclosures to only public domain type of information, when the purpose of the
travel is for attending or preseamj a paper at an international conference or symposium.
Such information will be reviewed and approved prior by the HQ USAFA/DFER FDO.
USAFA personnel traveling to international conferences are required to receivébigepre
prior to departure and de-brief upon return from AFOSI Det 808.

5.8.3. (Added-USAFA) Terms or guidance of approved disclosure authority stated as
specific limitations and extracted from a DDL, or limitations imposed on specific disclosures,
may not be revealed to foreign govments, FNs, or any representatives thereof.

5.8.4. (Added-USAFA) Ensure proposed disclosure is consistent with US and ARI016
policies and does not exceed the applicable program/country DDL involved.
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Chapter 6
ASSIGNMENTS AND PLACEMENTS OF FOREIGN NATIONALS

6.1. Introduction. Foreign representatives may be assigned to or placed in Air Force
organizations only in accordance with the terms of a written agreement or foreign military sales
(FMS) LOA concluded in@ordance with applicable laws and regulations. These terms identify
administrative support, liability, obligations, and responsibilities of all parties. The LOA or
agreement also establishes the extended visit position. Sample terms that applyrterpiland
assignment of foreign representatives arateichment 8. The exact language may differ as a
result of the negotiation of an agreement or LOA, but all requirements of these terms are
addressed. An extended ivieequest identifies the individual who is assigned to the position.
Extended visit requests are needed for personnel participating in the Military Personnel
Exchange Program (MPEP). This chapter outlines six extended visit categories, five of which
are currently defined by DoD policy. The sixth category refers to foreign nationals under
contract to the Air Force. Do not make any commitments to assign visitors to Air Force
organizations under extended visits unless the requirements of this chaptebeeavenet.
Proponents will forward proposals with sufficient justification, a description of duties to be
assigned and proposed disclosure guidelines through command channels to SAF/IAPT for a
policy evaluation, for extended visits other than one of théypes defined in this chaptd(T -

0).

6.1.1. (Added-USAFA) Official Foreign National Visits. Official FN visits to USAFA are
those normally conducted by FNs, either military or civilian, representing their government
in an official capacity. Officia FN visits require advance coordination with the
HQ USAFA/DFIP FDO and AFOSI Det 808 regardless of the duration of the visit.
Depending on the visit purpose and association of the visitor with their government,
additional coordination and approval mayrbguired from SAF/IA.

6.1.1.1. (Added-USAFA) Official FN visitors, of a short duration (less than one duty
day) who generally only receive mission
(excluding research centers), do not require a Security Plan.

6.1.2. (Added-USAFA) Unofficial Foreign National Visits. Unofficial FN visits are
defined as FNs who visit USAFA strictly as a tourist, personal guest of-aasenresident,

or guest of a USAFA employee. Unofficial FNs may visit USAFRIlities that are
commonly accessible  to the general public (within the Visitor Cordon). These visits do
not require coordination and approval from HQ USAFA/DFIP or SAF/IAPD.

6.1.2.1. (Added-USAFA) USAFA members sponsoring FN unofficial visitsareas not
open to the general public must be coordinated with the HQ USAFA/IP FDO and AFOSI
Det 808.

6.2. Types of Extended Visit Programs.Visitors are assigned subject to the requirements of

the Military Personnel Exchange Program (MPEP), the Engiaeer Scientist Exchange
Program (ESEP), the Administrative and Professional Personnel Exchange Program (APEP), the
Cooperative Program Personnel (CPP) program, the Country Liaison Officer (CLO) program, or
the Foreign Liaison Officer (FLO) program. Althdugot a specific program, foreign nationals

b
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employed by or under contract to the U.S. Government and performing duty on an Air Force
installation are also considered to be on extended visits.

6.2.1. (Added-USAFA) Cooperative Program Personnel (CPP) mogr The authority for

CPP is a cooperative Research Development Testing and Evaluation (RDT&E) or production
agreement that establishes a specific cooperative program between parties and includes
provisions for placing CPP.

6.3. Bases for Extended VisitPositions. MPEP, APEP and ESEP exchanges require an
international agreement that provides for the exchange of personnel between governments. The
authority for CPP is a cooperative RDT&E or production agreement that establishes a specific
cooperative progm between parties and includes provisions for placing CPP. The CLO is
established through an FMS case that provides for the placement of CLO personnel to assist with
administrative details for i nternati ocsmel mi | i
assigned through the Air Force Security Assistance Training Squadron (AFSAT). The
establishment of a FLO is by an FMS case that provides for the placement of FLO personnel and
defines the specific support or services to be provided to the FLO IDofbe A FLO may also

be established by international agreement. However, an LOA is also required for reimbursement
to the DoD when support or services are provided. FLOs are assigned through the Air Force
Security Assistance and Cooperation Directof(AteSAC) and have a more limited role in FMS
cases.

6.3.1. International Airman Division (SAF/IAPA), Directorate of Policy, Deputy Under
Secretary for International Affairs provides policy guidance regarding the establishment and
management of MPEP posmis. See AFI 1407, Military Personnel Exchange Program
(MPEP) Designated MAJCOM offices of primary responsibility provide MAJCOM level
oversight and support for foreign exchange personnel, see para 10.6,-2.16

6.3.2. Armaments Cooperation Divisn, Directorate of Policy, Deputy Under Secretary for
International Affairs (SAF/IAPQ) provides policy guidance regarding establishment and
management of APEP, ESEP positions, see AFLIG U.S. Air Force Participation in
International Armaments Cooperan (IAC) Programs. CPP policy guidance is covered
under AFMAN 16114, Procedures for U.S. Air Force Participation in International
Armaments Cooperation (IAC) Programénternational focal points may be designated at
MAJCOM or subordinate activities toprovide advice and assistance regarding
implementation of international armaments cooperation policies.

6.3.3. Security Assistance Policy Division, Directorate of Policy, Deputy Under Secretary
for International Affairs (SAF/IAPX) provides policy guidanmgarding establishment and
management of LOAs for FLO support, see AFMAN-1IH, International Affairs and
Security Assistance ManagemeniThe Air Force Security Assistance and Cooperation
Directorate and the Air Force Security Assistance Training 3qunaf®AFSAT) provide
advice and assistance regarding implementation of security assistance policies.

6.3.4. Local contracting activities will coordinate contracts to hire foreign nationals with the
FDO prior to advertising the contra€t.-0)

6.4. Establishing Extended Visit Positions.

6.4.1. Air Force proponents seeking to establish an extended visitor position coordinate with
the appropriate OPR within their command to verify that an appropriate agreement exists to
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establish the basis for the assignménthere no agreement exists, the extended visit position
may not be established until such time as the appropriate agreement/LOA is in place.
Proponents advise the servicing FDO of initiatives to create extended visit positions and
include the FDO in planing for such assignments.

6.4.1.1. For activities outside Headquarters Air Force, FDOs advise SAF/IAPT of
approved extended visit positions. At a minimum, FDOs identify the type of position
(i.e., MPEP, ESEP, APEP, CPP, FLO, CLO or contractor), this lbasler which the
position would be approved, and the location of the extended visit position.

6.4.2. An important aspect of planning for an extended visitor is the identification of the

Vi sitords assigned r espons.iWwhichanexteaded vasinidd dut i
made require the development of a position description. These position descriptions are
necessary to ensure assigned duties are consistent with the authorizing agreement under
which visitors are assigned and there is no mistgtaleding between parties regarding the
responsibilities that are assigned to the visitor. A sample position description for MPEP is
found in AFI 16107, Military Personnel Exchange Program (MPEPA sample position
description for other extended visgtions is found afttachment 9.

6.4.2.1. Generally, position descriptions are included in the staff packages requesting
extended visit positions under the ESEP, CPP, and MPEP programs.

6.4.2.1.1.(Added-USAFA) The HQ USAFA/DFIP FDO and HQ USAFA/DFER
FDO will work with the sponsoring organization to draft and coordinate Security
Plans, Position Descriptions and Extended Visit Authorizations for official visits in
accordance with AFI 2201. Position Descriptions, Sety Plans and Extended
Visit Authorizations must be signed by the HQ USAFA/IP FDO.

6.4.2.2. ESEP, CPP, and MPEP participants will not perform liaison functions between
the United States Air Force and the parent seryic€) FLOs will not act in an official
capacity for the Air ForcgT-0)

6.5. Dual Assignments as CPPs and FLOsn some cases, and in accordance with the terms

of the authorizing agreement, an extended visitor may perform duties part time as a FLO and part
time as a CPP. SAF/IA must approve the arrangements for management of such visitors.
Requests for such approvals are forwarded to SAF/IAPT through disclosure channels.

6.5.1.Proposed arrangements ensure that naluch Ad
to the cooperative program involved and that responsibility and funding for the FLO
functions are separately maintained. This requirement exists since FLO and CPP positions
rely on different U.S. legal authorities.

6.5.2. Dual assignments are notrpetted for ESEP, MPEP, and APEP positions.

6.6. Coordinating Extended Visit Requests.FDOs are notified of proposed assignments to
extended visit positions either via SPAN, recommend 30 days prior to visit start date, or by the
Air Force supervisor of $oreign exchange officer. FDOs will establish processes so that all
functional offices with an interest in the proposed assignment have an opportunity to review and
make recommendations regarding the req€&sd)

6.6.1. The FDO, Air Force contact offer, and other subject matter experts as necessary,
will develop a security plan that documents access controls to information and facilities
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within the organization and installatiofl-0) SeeAttachment 10 for a samp security
plan.

6.6.2. The FDO and Air Force contact officer will initially determine any other locations the
assigned visitor may be required to visit during the term of his assignment to carry out
responsibilities and duties under the approved positestription(T-0) The FDO and Air
Force contact officer will periodically review the initial determinati@n0)

6.6.2.1. Recurring visits for APEP, ESEP, MPEP, and CPP may be directly arranged
between Air Force organizations. SAF/IAPT also suppairesctly arranged visits with

other Services and Defense Agencies for MPEP and CPP. However, Air Force contact
officers must comply with the policies and regulations of the Service or Agency to be
visited.(T-0) Air Force contact officers coordinatesitgswith their servicing FDOs, and

they will ensure disclosure guidance is in place prior to the commencement of the visit.
FDOs will use SPAN procedures to coordinate these V{3it6)

6.6.2.2. Recurring visits to various locations for FLOs and CLOs are requested by their
governments via SPAN.

6.7. Approving Extended Visit Requests.FDOs shall not approve extended visit requests until
verifying that an appropriate agreement or LOA authoriziegeixtended position exis{3.-0)

6.7.1. FDOs will approve the release of CMI and CUI in accordance with delegated
disclosure authority to support the assignm@ino)

6.7.2. FDOs will document disclosure guidance for each vi@t0) This guidanced
provided to the U.S. contact officer for the visit and to information addressees, as necessary.

6.7.3. FDOs briefs Air Force contact officers on their responsibilities related to visitors
assigned on an extended basis.

6.7.4. FDOs will maintain a filefor each extended visit made to organizations that they
support.(T-0) At a minimum, files include a copy of the extended visit request (if the FDO

is not an odine SPAN user), verification of the legal basis for the visit, the security plan,
and coordiation and approval records for MPEP and CPP visits to other locations. FDOs
notify the requester when a visit has been approved. The FDO will also provide the requester
the name and telephone number of the visit point of contact and the terms of the visi
approval(T-0).

6.7.4.1. (Added-USAFA) The HQ USAFA/DFIP FDO will maintain copies of Foreign
Visit Requests (FVRs) and Foreign Visit Approvals (FVASs) for all assigned FNs on the
USAFA. These documents will be maintained a minimum of two years.

6.7.4.2. (Added-USAFA) The HQ USAFA/DFIP FDO will screen expiration dates on
approved visit authorizations for FNs assigned on Extended Visit Authorizations. The

HQ USAFA/DFIP FDO wil/| cont act the foreic¢
whether the dreign national is permitted to request an extension from their embassy. If
authorized, this should be done with sufficient lead time to process prior to the current
expiration date. Once the visit authorization has expired, the FN is no longer agthorize
access to US Government bases or facilities.

6.7.4.3. (Added-USAFA) The HQ USAFA/DFIP FDO will maintain copies of the
Security Plan, Position Description and Extended Visit Authorization for all official
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MPEPs. The HQ USAFA/DFER FDO will maintain cepiof the Security Plan, Position
Description and Extended Visit Authorization for all official ESEPs.

6.8. Security Requirements.

6.8.1.Access to CMI and CUI depends on the sec
government, neetb-know, anddisd sur e gui dance issued by the
FDO.

6.8.2. Exchange personnel shall not have personal custody of classified or controlled
unclassified information(T-0)

6.8.3. FLOs may have custody of classified information as stipulated @natithorizing
agreement that establishes their position and subject to the following conditions:

6.8.3.1. FLOs may assume custody of documentary information when authorized in
writing by their government, provided U.S. security personnel exercise ovarsghthe
storage container. This oversight is similar to that executed by U.S. security personnel
over U.S. storage containers.

6.8.3.2. FLOs may act as couriers only when they are authorized in writing by their
government to assume responsibility as aagen't of their gover nj
government is required to provide all necessary courier credentials.

6.9. Access to Air Force Facilities and Installations.

6.9.1. Air Force personnel will not approve unescorted access for foreign represerttatives
Air Force restricted or controlled areas or other facilities where access to CMI or CUI will or
may occur, unless all of the following conditions have been (fidd)

6.9.1.1.The foreign national ds government exte
to DoD personnel.

6.9.1.2. The foreign national is sponsored by his or her government or international
organization through a formal visit request, and the need for frequent access is justified.

6.9.1.3. Security measures are in place to limit accessntg CMI and CUI authorized
for disclosure.

6.9.1.4. A badge or pass is issued that clearly identifies the bearer as a foreign
representative. Such identification is valid only for a specific facility during normal duty
hours. Air Force contact officevgill make specific arrangements for access during non
duty hours on a cadey-case basis, with the FDO and all offices having a functional
interest in the extended duty houfB-0)

6.9.1.5. The badge or pass is displayed on the outer clothing so thatearly visible.

6.9.2. Base access is a security issue and is not the responsibility of FDOs. For base access,
each base should follow AFI 313, Installation Perimeter Access Contradnd local
Security Forces to determine proper base accessdunase

6.9.3. (Added-USAFA) FNs assigned or working on the USAFA may require a common
access card (CAC) in performance of official duties to access the USAFA.
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6.9.3.1. (Added-USAFA) The sponsoring organization for FNs, other than those in
student stats will:

6.9.3.1.1.(Added-USAFA) Initiate the process for a CAC by completing DD Form
11722, Application for Identification Card/DEERS Enrollment

6.9.3.1.2.(Added-USAFA) When completed, DD Form 1172 will be provided to

the FN who will hand carrthe DD Form 1172, along with two approved forms of
identification utilizing the requirements set forth in US Immigration Fo@nLlist of
Acceptable Documentdo the Military Personnel Section (MPS) located in the
Community Center. At a minimum, at least one of the forms of identification must
include/have a picture.

6.9.3.1.3.(Added-USAFA) The MPS will process the DD Form 1}22along with

the two formsof identification by updating the FNs information into the Defense
Enroliment Eligibility Reporting System (DEERS). Upon completion, DEERS will
produce a unique Foreign Identification Number (FIN). This FIN will be provided to
the FN who will inrturn haml carry the information back to the sponsoring
organi zationdés point of contact (POC).

6.9.3.1.4.(Added-USAFA) Upon return from the MPS, the sponsoring organization

POC i s responsi ble for contacting the ¢
providing them with all the personal demographics required in order for the FN to be
processed in the Trusted Associate Spsisp System (TASS).

6.9.3.1.5.(Added-USAFA) The TA will then enter the FN personal information into
TASS. Upon completion, TASS will generate a link, username and password. This
information will be provided by the TA to the FN via a personal emaites$. The

FN will provide the TA with a desired personal email address in which to
communicate.

6.9.3.1.6.(Added-USAFA) The FN will need access to a commercial network in

order to log into TASS using the user name and password provided to verify the
information and make any update®NOTE: Upon completion, the FN must hit
ASubmito for the information to conti nuc¢
Asubmitdo TASS will automatically generat «
of completion.

6.9.3.1.7.(Added-USAFA) The TA will then reenter/login to TASS to ensure all
data is correct and approves the record for transmission to DEERS. Upon
confirmation, the TA will send another email to the FN informing them they can
proceed to the MPS to be issueGA&C.

6.9.3.1.8.(Added-USAFA) The FN must report to the MPS along with the previous
two forms of identification and DD FM 1172to receive the CAC.

6.9.3.2. (Added-USAFA) For FNs who are attending USAFA in a student status and
require a CAC the folming procedures apply:

6.9.3.2.1.(Added-USAFA) The Program Manager in the Office of International
Programs will serve as the sponsor for the FN cadets. Sponsor will initiate the
process for a CAC by providing FN personal data required for the DD Fbr&2l
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6.9.3.2.2.(Added-USAFA) During in-processing, FN cadets will report to the Cadet
Customer Service Section (USAFA/A1A) located in Vandenberg Hall Suite 3C24,
along with two approved forms of identification utilizing the requirements set forth in
US Immigration Form-B. At a minimum, one of the forms of identification must
include/have a picture.

6.9.3.2.3.(Added-USAFA) USAFA/A1A personnel will complete and process the
DD Form 11722 and issue the CAC.

6.10. Air Force Contact Officer Responsibhlities. Air Force officials designated as contact
officers for extended visits will:

6.10.1. Maintain a file for each extended visit for which they are the contact offitet).

At a minimum, the file includes a copy of the extended visit authavizatierification of the

basis for the visit, the security plan, certification form signed by the foreign national, and any
coordination or approval records for visits to other locations;

6.10.2. Ensure the visitor understands his or her duties, the tnohgonditions of physical
access to the organization, and obligations, rights, and responsillitié};

6.10.3. Ensure the visitor signs the certification form (See sample certifications at
Attachment 9);(T-1).

6.104. Ensure the visitor is provided access only to that CMI and CUI that has been
authorized by the FDO in order to perform assigned duyfie$).

6.1005.Ensure the visitorods Iciomwior&kttirensaren i wnif ©ir
information; andT-1).

6.10.5. (USAFA) The USAFA organization sponsoring a FN is responsible for ensuring all
personnel assigned or working with the FN(s) are briefed on the security and access
requirements containech ithe approved Security Plan, Position Description and Extended
Visit Authorization. The information contained therein is not allowed to be released to FNs.

6.10.5.1. (Added-USAFA) Any unauthorized advertant or inadvertent disclosures need
to be reportd to HQ USAFA/IP FDO and AFOSI Det 808 for appropriate action.

6.10.6. Advise the servicing FDO of any changes regarding the position or v{gitd).

6.11. Ensure Termination of Visit Approvals. (T-1). FDOs will monitor visit approvals and

will terminate all approvals at the conclusion of the visit period or when the visit purpose is
concluded.(T-0) FDOs will ensure all offices having a functional interest in the visit are
notified of the termination(T-0)

6.12. (Added-USAFA) Official Visitors arriving USAFA without advance SAF/IA
Approval: Official visitors, military or civilian, representing a foreign government, arriving on
USAFA without prior approval will only be granted access to areas on USAFA open to the
general public. If USAFA persoehare contacted by an official visitor, in an area not accessible
to the general public, they should immediately contact thdJS@FA/IP FDO and AFOSI Det

808 office.

6.12.1. (Added-USAFA) The HQ USAFA/DFIP FDO will work with the USAFA
sponsoring orgamiat i on t o have t he FN contact t hei
Washington, D.C., to coordinate a shodtice Foreign Visit Request with SAF/IA.
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6.12.2. (Added-USAFA) Until approval is received from SAF/IA, the FN must be treated
as an fAunoorfd iacndalwivlilsibte de n-publitareasan®SAFA.t 0 an

6.12.3. (Added-USAFA) The USAFA sponsoring organization is responsible for providing
adequate care for the FN (tour the local area, ensure billeting/lodging, etc.) until an official
FN visit clearance is processed and approved.

6.12.4. (Added-USAFA) In limited circumstances, the HQSAFA/DFIP FDO may
authorize controlled participation in an event within Fairchild Hall. This permission must be
given in writing and with the concurremof SAF/IA.
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Chapter 7
TECHNOLOGY TRANSFER

7.1. Introduction. Controls are necessary to ensure exports are consistent with U.S. national
security interests. By law, export controls are placed on defense articles and services or
commercially available &#ms that have a military utility. The Department of State (DoS)
controls exports of defense articles, services, technical data, etc., under the International Traffic
in Arms Regulations (ITAR). The Department of Commerce controls exports of dual use
comnodities with military utility under the Export Administration Regulation (EAR).
SAF/IAPT is the Air Force office of primary responsibility for developing the Air Force position

on commercial exports of defense articles and servicesudadkechnology,ral technical data.

7.2. ITAR Licensing Requirements. By law, the U.S. Government and contractors must
comply with the provisions of the ITAR before exporting defense articles, technical data, or
defense services controlled by the ITAR:0)

7.2.1. Exports by Air Force Organizations. Air Force organizations are not authorized to
export CMI or CUI without an export license. Exceptions are describpdragraph 7.4.1
below.

7.2.2. Exports by U.S. Industry. A license or other approval issued by the DoS is needed in
order for U.S. industry to export defense articles, services, or technical data. DoS issues
licenses or other approvals to registered persons who apply for authoeikpdd defense
articles or furnish defense services. DoS may approve the application based on its own
evaluation, or it may request recommendations from the Defense Technology Security
Administration (DTSA). If necessary, DTSA may request Service or Dgency
recommendations regarding proposed exports of defense articles, services, and technical
data. SAF/IAPT is the Air Force organization responsible for making such recommendations
to DTSA.

7.2.2. (USAFA) US contractors assigned to DF and invitedateend and participate in
international worldwide reviews must satisfy the ITAR by having an export license prior to
making a presentation at the meeting. The HQ USAFA/DFER FDO should ensure
contractors are informed of their obligation to obtain appledépartment of State export
compliance. Personnel traveling and attending these conferences need to notify AFOSI Det
808 to receive a travel ptwiefing.

7.2.2.1. SAF/IAPT evaluates political and military, operational, technical, and security
factors br proposed industry exports on a chyecase basis.

7.2.2.2. SAF/IAPT coordinates industry export requests with subject matter experts as
needed.

7.2.3. Exports by U.S. Industry in Support of Air Force Organizations. Consistent with the
ITAR, SAF/ IAPT may certify use of license exemptions to approve contractor support for
governmento-government programs when the contractor does not have an approved export
license. SAF/IAPT will consider and may certify exemptions to licensing requirements for
contractors on a cadey-case basis only, subjectparagraph 7.4.2below.
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7.3. Air Force Requests for Export Licenses.Air Force disclosures and technology transfers

are approved by designated FDOs pursuant to the conditiqggezagraph 7.4.1.1and7.4.1.2

below. Therefore, licenses issued by DoS are usually not required. However, circumstances
may exist when Air Force organizations may require a license. Tbwifog provides guidance

to determine when the Air Force obtains an export license from the DoS.

7.3.1. Licenses are needed to employ foreign nationals either as civil servants or under
contract. Air Force organizations must obtain DoS approval thr@AFIAPT prior to
employing foreign nationals in positions requiring access to CIJD) Personnel in the

rank of Colonel or higher (military) or G or higher (civilian) must sign the requ&3t:0)

The written request identifies the following:

7311. The foreign national 6s name, citizenshi

7.3.1.2. Justification why the foreign national employment is essential to the national
security of the United States,

7.3.1.3. Skills, knowledge or abilities the foreign natiormissesses that are otherwise
not available from U.S. domestic sources,

7314Proposed disclosure guidance to support

7.3.2. This requirement does not apply to foreign nationals who only require access to CUI
and lave been granted permanent legal resident status in the United States.

7.3.3. SAF/IAPT will not favorably consider submitting a license application to support
foreign national access to CMI.

7.4. Exemptions to Licensing Requirements.License exemptionsre designed to ease the
regulatory burden on government and industry without compromising essential trade controls.

7.4.1. Air Force organizations are not required to obtain an export license issued by the DoS
when exporting defense articles includingheical data or to perform defense services in the
following cases.

7.4.1.1. Exports pursuant to a grant, sale, lease, loan, or cooperative project under the
Arms Export Control Act, or a sale, lease, or loan under the Foreign Assistance Act of
1961, as mended. Formal approval of foreign military sales programs or international
cooperation agreements provides the basis for Air Force exports of CMI or CUI to
foreign governments or international organizations.

7.4.1.2. Exports of CMI or CUI to foreign representatives assigned to Air Force
organizations under MPEP, ESEP, APEP, or CPP agreements or as a FLO under an FMS
case.

7.4.1.3. Combined military operations and training.
7.4.1.4. Unilateral U.S. military operatiorabroad.

7.4.2. SAF/IAPT may certify the use of exemptions, consistent with DoD guidelines for
certifying exemptions, for defense contractors on a-bgsease basis in the following cases:

7.4.2.1. The services of private U.S. persons or companies @eeled pursuant to
activities enumerated iparagraphs 7.4.1.1through7.4.1.4



46

AFI116-201_USAFASUP 4 AUGUST 2015

7.4.2.2. Air Force requires the participation of private U.S. persons or companies in
initial planning discussions/negotiations with foreign gomments and international
organizations pursuant to the activities enumerat@aiiagraphs 7.4.1.1through7.4.1.4

74231t is in the Air Force6s nsortcampanisstto t o
solicit subcontract proposals from foreign firms for the purpose of developing responses
to Service acquisition authority requests for quote or bid proposals.

7.4.2.4. Exports of classified and unclassified technical data in conjunctidh
classified and unclassified plant visits.

7.4.3. In order to request an exemption certification for a U.S. private person or company,
the sponsoring Air Force office forwards an official written request through disclosure
channels to SAF/IAPT. A sé@r management official, at least a Colonel or higher (military)

or GS15 or higher (civilian) must sign the request and is accompanied by a completed
AUSAF | TAR Exemption Certi fi B&Q).i ©he wrtdne c k1 i s
request identifies #hfollowing:

7.4.3.1. Name of the U.S. person or company for which the exemption certification is
requested,

7.4.3.2. Reason for requesting the exemption certification (e.g., cite LOA number,
MOU/MOA title or contract number if applicable), benefit te@ tinited States, urgency

of request (critical program milestones or decision process) in lieu of normal ITAR
processes, and status or relationship of U.S. person or company export license or
agreement;

7.4.3.3. An explanation of the details regarding the defense articles, services, or technical
data to be provided by the company in support of the activities listgaragraph 7.4.2
and

7.4.3.4. A copy of all briefings, documentgr information to be disclosed by the
individual or company. If it is impractical to attach the actual information, a detailed
description of the subject matter (including NDP category and highest classification of
the information) may be forwarded. Altatively, the servicing FDO will provide a
statement, which will suffice, certifying the material proposed for release is authorized
for disclosure under an existing DD(I-0). (ITAR Exemption Checklist, Attachment

15)

7.4.3.5. (Added-USAFA) Exemptimms must be coordinated with HQ USAFA/DFER
and HQ USAFA/IP FDOs.

7.4.4. SAF/IAPT will approve exemption certification requests and include the following
items:

7.4.4.1. ITAR exemption number;

7.4.4.2.Name of the private U.S. individual or company for which the exemption
certification is granted;

7.4.4.3.The reason or purpose for granting the exemption certification (cite LOA
number, MOU/MOA title, or contract number if applicable), benefit to theddnbtates,

a l

status of U. S. indi vidual or companyods exp
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7.4.4.4. Description of the specific defense article, service, or technical data exempted
from license requirement;

7.4.4.5. Conditions and limitations necessaxy establish a clearly defined scope for
defense articles, services, and technical data authorized for export; and

7.4.4.6. An expiration date (no more than 1 year from date of issue).
7.4.5. Upon receipt of the approved exemption, the servicing FDO will

7.4.5.1. Record the decision to sponsor the visit in SPAN when a foreign visit is
involved, and identify the SAF/IAPT approved exemption as authority to sponsor the
visit; (T-0).

7.4.5.2. Review all briefings, documents, and other information propésecelease by
contractors, if the actual briefings, documents, etc., have not been provided to SAF/IAPT,
and(T-0).

7.4.5.3.Ensure an Air Force representative familiar with the program (military or
civilian employee) is present at all activities to eesaoontractor compliance with the
terms and conditions of the exempti¢n-0).

7.5. Nonsponsored and Sponsored Foreign Visits to Us. Defense Industry.

7.5.1. FDOs will generally not sponsor foreign requests to visit U.S. defense fac{[€3.

When visits are not sponsored, contractors may only disclose CMI or CUI provided that such
information is authorized for release pur su
Department of Commerceb6s Export Administrati

7.5.2. FDOswill only sponsor foreign visit requests to U.S. defense facilities after obtaining
SAF/ IAPT approval for the required license exemption certification in accordance with
paragraph 7.4.3 (T-0)
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Chapter 8
AIR FORCE PROCUREMEN T ACTIVITIES WITH FO REIGN INDUSTRY

8.1. Introduction. U.S. acquisition reform established a hierarchy of potential alternatives that
are evaluated before commitment to a newly started acquisition program. The first alternative is
to assess the use or modification of an existing cawiaiesystem, or an already developed U.S.
military or allied nation system that would alleviate the necessity for a weapons development
program. Since U.S. defense procurements may include foreign sources, it is important that
foreign disclosure and tesblogy transfer requirements are addressed prior to contract award.

8.2. Reviewing Planned U.S. Procurements.

8.2.1. Air Force contracting authorities announce planned Air Force procurements on the
Federal Business Opportunities (FBO) websitewaiw.FedBizOpps.qov Contracting
authorities coordinate invitations to bid, requests for proposalsatictation, prebidders,
pre-proposal, and praward meetings etc., with their servicing FDO prior to announcing
procurement activities so that restrictions can be identified to foreign bidders.

8.2.1.1.FDOs identify necessary restrictions on foreign participation before the
procurement is announced on the FBO website.

8.2.1.2.When it is not possible to review all procurements prior to the FBO
announcement, Contracting Officers must ensure announcements include notification that
restrictions regarding foreign bidders may be placed on the cor{ffa@}. Also, foreign
bidders ae instructed to indicate interest in the procurement to the contracting officer
prior to submitting a proposal. Once foreign interest is identified, FDOs must review the
procurement announcement in a timely manner so that foreign bidders can submit
proposls to meet contracting office submission deadli(ie<)

8.2.1.3. Prime contractors are responsible for obtaining authorization to disclose CMI
and CUI to foreign sto ont ractors pursuant to the Derg
Department of .Commerceds EAR

8.2.1.4. The Overseas Workload Program (OWLP) is managed by HQ AFMC/A4 and
outside the purview of FDO review. Questions should be directed to HQ AFMC/A4.
(See AFMCI 21201, The Overseas Workload Prograpara 1.3.1.1.)

8.2.1.5. (Added-USAFA) The HQ WBAFA/DFER FDO along with 10th Contracting
Squadron

8.2.1.6. (Added-USAFA) The HQ USAFA/DFER FDO along with HQ USAFA/JA will
ensure all Cooperative Research and Development Agreements (CRADAS) are reviewed
and contain the appropriate FD language detemieeessary by the HQ USAFA/DFER

FDO and the customer.

8.2.2. The Defense Security Service (DSS) reviews foreign ownership, control, or influence
(FOCI) of U.S. companies that access or store U.S. classified military information under the
authority of the National Industrial Security Program (NISP). This reviewuated a
number of risk factors in order to determine an appropriate course of action to negate or
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mitigate FOCI. Unless FOCI can be negated or national security risks mitigated, a company
may have its ability to access or store classified informatioresdga or cancelled.

8.2.2.1. There are no contract restrictions from a disclosure perspective on the types of
contracts that may be awarded to a company who has negated its FOCI using a Voting
Trust Agreement or Proxy Agreement, or mitigated its FOCI tislbugh a Board
Resolution or Security Control Agreement.

8.2.2.2. Companies who mitigate FOCI using a Special Security Agreement may be
awarded most types of classified contracts. However, contracts requiring access to
proscribed information (i.e., Ssitive Compartmented Information, COMSEC,
Restricted Data, Special Access Programs, Top Secret) are not awarded unless there is an
overriding national interest to support the contract award and the associated risks are
minimal.

8.2.2.2.1.Companies who rtigate FOCI using a Limited Facility Clearance are
restricted to work on a specific contract or program that originates with or involves
the government of the country from which the FOCI is derived.

8.2.2.3. FDOs must maintain constant relationship wile DSS on all FOCI matters.
(T-0)

8.3. Appeals Regarding Decisions to Exclude Foreign Contractord=DOs will forward
foreign requests to appeal denials through channels to SAF/[AFD).
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Chapter 9
SECURITY REQUIREMENT S

9.1. Introduction. This chaptemprovides guidance for reporting compromises of both United
States and foreign classified information and unauthorized access to controlled unclassified
military information. Personnel must understand these requirements to ensure that Air Force
responsibities under Executive Order 13526, as amended and General Security of Military
Information Agreements with foreign countries are executed prog&rQ).

9.2. Reporting Compromises of Classified Information

9.2.1. Any Air Force activity aware of knownrsuspected compromises of United States or
foreign government classified information notifies SAF/IAPT and make initial notifications
in accordance with DoDM 5200.01, Volumestlinformation Security Programgnd AFI
31-401, Information Security ProgranManagement SAF/AAZ notifies SAF/IAPT of any
reports of compromises or probable compromises of NATO classified information, foreign
government classified information or U.S. classified information to or by foreign
representatives.

9.2.1.1. (Added-USAFA) Known or suspected compromises of classified information
will be reported immediately to the Information Security Program Management office,
HQ USAFA/IP1 who will contact AFOSI Det 808 and SAF/IAPT.

9.2.1.2. (Added-USAFA) Incidents involving suspected ompromise of export
controlled or proprietary data will be reported immediately to the HQ USAFA/IP FDO
who will contact AFOSI Det 808 and SAF/IAPT.

9.2.2. At the conclusion of an Air Force evaluation, damaggessment, or investigation, Air
Force officials authorized to finally approve or close out investigations will furnish one copy
of the complete investigation or damage assessment to SAF/(AR).

9.3. Reporting Unauthorized Access to Controlled Unclasified Information. Any Air Force
activity aware of a known or suspected unauthorized access to U.S. CUI by a foreign
government, international organization, or their representative notifies SAF/IAPT through
disclosure channels.

9.3. (USAFA)Reporting Unauthorized Access to Controlled Unclassified
Information. Known or suspected compromise of CUI will be reported immediately to the HQ
USAFA/IP FDO who will notify AFOSI Det 808 and SAF/IAPT.

9.3.1. Notifications identify where the access occurred, spedififormation accessed,
individual, group, or organization permitting access, facts and circumstances surrounding the
unauthorized access, and impact of the unauthorized access on the U.S.

9.3.2. SAF/IAPT will evaluate reports of unauthorized access atdrohine actions to be
taken.
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9.3.3. Suspected instances of fraud, abuse, bribery, or other violations of the Arms Export
Control Act and implementing regulations; other laws governing exports or illicit diversions
of U.S. exporcontrolled technology, #cles, or services are reported to the Air Force Office

of Special Investigations.

HEIDI H GRANT
Deputy Under Secretary of the Air Force,
International Affairs

(USAFA)

DOUGLAS K. LAMBERTH, Col, USAF
Vice Superintendent



52 AFI116-201_USAFASUP 4 AUGUST 2015

Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

References

(Added-USAFA) AF Form 4394 Air Force User Agreement StateméMotice and Consent
Provision

(Added-USAFA) CJCSI 6510.01Anformation Assurance and Support to Computer Network
Defense9 Feb D11

(Added-USAFA) DD Form 11722, Application for Identification Card/DEERS Enrollment
(Added-USAFA) DD Form 2875 System Authorization Access Request (SAAR)

(Added-USAFA) DoDI 6055.7 Mishap Notification, Investigation, Reporting, and Record
Keeping 6 Jun 2011

(Added-USAFA) DoDI 8500.1,Cyber Securityl4 Mar 2014

(Added-USAFA) DoDI 8570.01M, Information Assurance Workforce Improvement Program
19 Dec 2005

Executive Order 1352&; lassified National Security InformatipB9 December 2009

National Irdustrial Security Program Operating Manual (NISPOM), 28 February 2006 National
Security Decision Memorandum (NSDM)9, Disclosure of Classified United States

Information to Foreign Governments and International Organizati@dsuly 1971
NDP-1, National Policy and Procedures for the Disclosure of Classified Military Information to
Foreign Governments and International Organizations, 2 October 2000

(Added-USAFA) Technical Order 0B3B-5004 Technical Manual Methods and Procedures,
Access Control for Information Systerhi® Dec 2012

Title 5, United States Code, Section 5b&edom of Information Act (FOIA)itle 22, United
States Code, Sections 2787199,Arms Export Control Actitle 42, Urited States Code,
Sections 201:2297,Atomic Energy Act

Title 50, United States Code, Appendix War and National Defense, Section@22QExport
Administration AcfTitle 15, Code of Federal Regulations, Parts-799, Export Administration
RegulationsEAR)

Title 22, Code of Federal Regulations, Parts-120,International Traffic in Arms Regulations

(Added-USAFA) TO 00-33A-130L1-WA-1, Technical Manual Methods and Procedures,
Foreign National NIPRNet Access Core Seryi® Nov 2014

(ITAR) United State Security Authority for North Atlantic Treaty Organization Affairs
(USSAN) Instruction 169, Implementation of NATO Security Proceduyi&k April 1982

United States Security Authority for North Atlantic Treaty Organization Affairs (USSAN)
Instruction 170 (Industrial Security)ilmplementation of NATO RequiremergsApril 2007

Information Security Oversight Office (ISSO) Directive Number 1, 25 Mar 2003



AFI116-201_USAFASUP 4 AUGUST 2015 53

DCID 6/6, Security Controls on the Dissemination of Intelligence Informatidniuly 2001

DCID 6/7,Intelligence Disclosure Policy20 April 2001DoD Directive 5230.1Disclosure of
Classified Military Information to Foreign Governments and International Organizatiths
June 1992

DoD Manual 5200.01, Dolnformation Security Program: Overview, Classificatji@and
Declassification 24 February 2012

DoD Instruction 2040.02nternational Transfers of Technology, Articles, and Seryit@s
July 2008

DoD Instruction 5230.18The DoD Foreign Disclosure and Technical Information System
(FORDTIS) , 6 November 1984

DoD Directive 5230.20Visit and Assignments of Foreign Nation&2 June 2005

DoD Directive 5320.25Withholding of Unclassified Technical Data From Public Disclosére
November 1984

DoD Regulation 5400.0R_AFMAN 33-302,Freedom of Information Act (A®) Program 21
October 2010

AFMAN 16-101,International Affairs and Security Assistance Manageniéngebruary 2011
AFMAN 33-282,Computer SecuritfCOMPUSEC) 27 March 2012

AFMAN 33-363,Management of Recordk,March 2008

AFMCI 21-201, The Overseas Wkioad Program 25 November 2008

(Added-USAFA) AFMAN 33-152,Communications and Informatiph June 2012

AFI 11-401, Aviation ManagementlO December 2010

AFI 16-105 (Interservice),Joint Security Cooperation Education and TrainiBglanuary 2011
AFI 16-107,Military Personnel Exchange Program (MPER)February 2006

AFI 16-110,US Air Force Participation in International Armaments Cooperation, (IAC)
Programs,4 November 2003

(Added-USAFA) AFI 16-201,Air Force Foreign Disclosure and Technologyamsfer
Program 23 Jul 2014

AFI 16-701,Special Access ProgranisNovember 1995

(Added-USAFA) AFI 31-113 USAFASUPO, Installation Perimeter Access Contrdi8 July
2014

(Added-USAFA) AFI 91-204,Safety Investigations and Repori2 Feb 2014

AFPD 162, Disclosure of Military Information to Foreign Governments and International
Organizations 10 September 1993

AFI 31-113,Installation Perimeter Access Control (FOUQ) January 2012

AFI 31-401,Information Security Program ManagemghtNovember 2005
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AFI 33-200, Information Assurance (IA) Managemgk8 December 2008

AFI 33-210,Air Force Certification and Accreditation (C&A) Program (AFCARB December
2008

AFI 33-324,The Air Force Information Collections and Reports Management Progddvtarch
2013

AFI 33-360, Publications and Forms ManagemeidtFebruary 2013

AFI 35-102,Security and Policy Review Proce26,October 2009

AFI 61-204,Disseminating Scientific and Technical Informati80 August 2002

AFI 61-205,Sponsoring or C&ponsoring, Conductingnd Presenting DoERelated Scientific
Papers at Unclassified and Classified Conferences, Symposia, and Other Similar M@&tings
July 1994

AFI 90-201,The Air Force Inspection Systen2sAugust 2013

Adopted Forms

AF Form 847Recommendation for Change of Publication

(Added-USAFA) USAFA Form 120 Facility/Barrier Electronic Access Request

Abbreviations and Acronyms

AECAG Arms Export Control Act

AF1d Air Force Instruction

(Added-USAFA) AFOSId Air Force Office of Special Investigations
AFPDd Air Force Policy Directive

AFRIMS d Air Force Records Information Management System

AFSACO Air Force Security Assistance Command

AFSATO Air Force Security Assistance Training Squadron
(Added-USAFA) AISO Automatedinformation Systems

(Added-USAFA) APACSO Aircraft and Personnel Automated Clearance System
APEPS Administrative and Professional Exchange Program (part of DPEP)
(Added-USAFA) CACA Common Access Card

(Added-USAFA) CCo Commander

(Added-USAFA) CCBd Circulation Control Badge

CCL0 Commaodity Control List

CLOO® Country Liaison Officer (AF and DoS term)

CMI 0 Classified Military Information

COMSECO Communications Security



AFI116-201_USAFASUP 4 AUGUST 2015 55

CPPo Cooperative Program Personnel

(Added-USAFA) CRADAG® Cooperative Research and Development Agreémen
CUId Controlled Unclassified Information

(Added-USAFA) DAAGJ Designated Accrediting Authority

DCIDd Director of Central Intelligence Directive

DDL & Delegation of Disclosure Authority Letter

(Added-USAFA) DFo Dean of Faculty

(Added-USAFA) DFERJ Dean of Faculty Engineering and Research
(Added-USAFA) DFIPd Dean of Faculty International Programs
DIPEPS Defense Intelligence Personnel Exchange Program (part of DPEP)
DoDd Department of Defense

DoDDd Department of Defense Directive

DoSd Department of State

DPEPS Defense Personnel Exchange Program (includes APEP, DIPEP, ESEP and MPEP)
DRUG& Direct Reporting Unit

(USAFA) DRUGd Direct Reporting Unit

DSS -Defense Security Service

EARQO Export Administration Regulations

ENDPO Exception to National Disclosure Policy

ESEPS Engineer and Scientist Exchange Program (part of DPEP)
FARO Federal Acquisition Regulation

FBOO Federal Business Opportunities

(Added-USAFA) FDd Foreign Disclosure

FDOJ Foreign Disclosure Office or Officer

FLOO Foreign Liaison Officer

FMSO Foreign Military Sags

(Added-USAFA) FNO Foreign National

FOAOJ Field Operating Agency

FOCId Foreign Ownership, Control, or Influence

FOIA O Freedom of Information Act

(Added-USAFA) FVSO Foreign Visitor System

GSOMIA & General Security of Military Information Agreement
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HQOJ Headquartes

(USAFA) HQO Headquarters

(Added-USAFA) IAd Information Assurance

(Added-USAFA) IAO & Information Assurance Office or Officer
ICRA& Information Collections and Reports

IGd Inspector General

IMSOd International Military Student Office

(Added-USAFA) IP& Information Protection

(Added-USAFA) IS Information System

(Added-USAFA) ISOd Information System Owner
(Added-USAFA) ITd Information Technology

ITAR 0 International Traffic in Arms Regulations

JAIEG 6 Joint Atomic Information Exchange Group

LO/CLO & Low Observable/Counter Low Observable
MAJCOM & Major Command

MPEPJ Military Personnel Exchange Program (part of DPEP)
NDPd National Disclosure Policy

NDPCd National Disclosure Policy Committee

NIPRNETA Nonsecure Internet Protocol Router Network
NISPOM® Nationallndustrial Security Program Operating Manual
NOFORNO Not Releasable to Foreign Nationals
(Added-USAFA) NULA & Network User License Agreement
(Added-USAFA) OPRg Office of Primary Responsibility
ORCONGO® Originator Controlled

OUSD (PP Office of the Under Secretaof Defense (Policy)
(Added-USAFA) PAJ Public Affairs

(Added-USAFA) POCd Point of Contact

PROPING CautionProprietary Information Involved
(Added-USAFA) RDT&E 0 Research Development Testing and Evaluation
(Added-USAFA) SAARQO System Authorization Access Respt
SAFd Secretary of the Air Force (organization)
(Added-USAFA) SAF/IAG Secretary of the Air Force International Affairs
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(Added-USAFA) SAF/IAPTO Secretary of the Air Force, International Affairs Foreign
Disclosure and Technology Transfer Division

SATODSA Security Assistance Technical Order Distribution System
(Added-USAFA) SAVQH Staff Assistance Visit

SCOd Security Cooperation Office or Officer

SECAF0 Secretary of the Air Force (individual)

SIPRNETA Secure Internet Protocol Router Network

SPANJ Security Policy Automation Network

(Added-USAFA) TAQ Trusted Agent

(Added-USAFA) TASSO Trusted Associate Sponsorship System
USA United States

USAFd United States Air Force

(Added-USAFA) USAFAOJ United States Air Force Academy
USCd United States Code

USML S United States Munitions List

Terms
Classified Informationd Information that has been determined pursuant to Executive Order

13526 or any predecessor order to require protection against unauthorized disclosure and is
marked to indicate its classified status wiredocumentary form.

Classified Military Equipmentd Military equipment that is itself classified; contains classified
information that may be derived from or revealed by its operation or testing; or will require the
disclosure of classified information foperation, employment, maintenance, or training.

Classified Military Information (CMI) o6 Information originated by or for, or under the
jurisdiction or control of, the Department of Defense or its Agencies which requires protection in
the interest of natioma security. CMI is designated TOP SECRET, SECRET or
CONFIDENTIAL as described in Executive Order 13526 or subsequent order. CMI includes
information in tangible (e.g., equipment, documents, software, etc.) and in intangible (e.g.,

knowledge, knowd how, expetise, etc.) form. Eight categories of CMI (s&gachment 2) are
subject to national disclosure policy control.

Certification d Formal recognition by a DoD Component of a working relationship with a
representative of a feign government (e.g., a foreign liaison officer) for specified purposes and
on a recurring basis over an agreed period of time. UNITED STATES AIR FORCE certification
of foreign nationals is established by approval of an extended visit request.

Combined Military Information & Military information that, by agreement, is shared by the
United States and another government or international organization, regardless of which party to
the agreement produces the information. (Combined military information may eesuiginate

from specific projects which the United States and another government agree to conduct so that
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the different phases of the project are undertaken separately; one government will assume sole
project responsibility on behalf of both; or thesbeesults of independent endeavors will be
adopted.)

Contact Officerd A DoD official designated in writing to oversee and control all contacts,
requests for information, consultations, access, and other activities of foreign nationals who are
assigned toor are visiting, a DoD Component or subordinate organization. In the case of
MPEPs, the host supervisor may be the contact officer.

Contractord Any industrial, educational, commercial, or other entity which has executed a
contract or a DD Form 441, DoD Seity Agreement, with a DoD activity.

Controlled Unclassified Information (CUI)d Unclassified information, including technical
data (see explanation of term) to which access or distribution limitations have been applied in
accordance with U.S. laws, policjesd regulations. It includes information that is determined to
be exempt from public disclosure in accordance with DoD Directives 5320.25 and 5400.7 or that
is subject to export controls in accordance with the ITAR or the EAR. Not all controlled
unclasdied information is owned by the military. For example, defense contractors control
company confidential or proprietary information. Unclassified export controlled technical data,
as defined by the ITAR, is CUI. CUI include information in tangible (e.guipmnent,
documents, software, etc.) and intangible (e.g., knowledge,-kioawy expertise, etc.) form.

Cooperative Programd A program for research, development, test, evaluation, and/or
production that is not implemented under the Security Assistance Progra

Cooperative Program Personnel (CPR) Foreign government personnel, assigned to a
multinational program office that is hosted by a DoD Component pursuant to the terms of a
Cooperative Program International Agreement, who report to and take direction from a DoD

appointed Program Manager (ooBram Manager equivalent) for the purpose of carrying out a
multinational project or program.

Country Liaison Officer (CLO) 8 The CLO is established through an FMS case that provides
for the placement of CLO personnel to assist with administrative detailgdonational military
students from the CLOOG6s c@«ammissioged officad @NCQ)bfea i1 s
foreign military establishment selected by his or her government and attached to a MILDP or
DoD agency for the primary purpose of helpamminister International Military Student (IMS)

from his or her home country. For administrative purposes, the CLO is considered in a student
status. In State Department terms, the CLO is the Community Liaison Officer, similar to an
MWR officer in the nilitary.

Defense Articled Defense article means any item or technical data including that recorded or
stored in any physical form, models, magks or other items that reveal technical data (See
explanation of term) directly related to items designated in the United States Maihigsan

Defense Servicé The furnishing of assistance (including training) to foreign persons, whether

in the US or abroad in the design, development, engineering, manufacture, production, assembly,
testing, repair, maintenance, modification, operation,ildenzation, destruction, processing or

use of defense articles.

Defense Personnel Exchange Program (DPE®)A program under which military and civilian
personnel of the Department of Defense and military and civilian personnel of the defense
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ministries ad/or military services of foreign governments, pursuant to the terms of an
international agreement, occupy positions with and perform functions for a host organization to
promote greater understanding, standardization, and interoperability. The DPERscofsis
APEP, DIPEP, ESEP and MPEP programs. (AFLQB)

Defense Technology Security Administratiod The Defense Technology Security
Administration (DTSA), under the authority, direction, and control of the Deputy Undersecretary

of Defense (Technology SeciyriPolicy and Counterproliferation), serves as the focal point
within DoD for administering the DoD Technol
develop and implement policies on international transfers of defefeted articles, services,

and techologies to ensure that such transfers are consistent with US national security interests.

Delegation of Disclosure Authority Letter (DDL)d A letter issued by the Office of the Deputy
Under Secretary of the Air Force, International Affairs, Foreign Discbosund Technology
Transfer Division explaining classification levels, categories, scope, and limitations of
information under Air Force jurisdiction or control that designated disclosure authorities may
approve for disclosure to specific foreign governmem®Ls are issued when there are
requirements to disclose information in support of continuing programs. DDLs

are comprised of a formal delegation letter that includes a basic delegation and country or system
specific delegations.

Designated Disclosure Autority 8 An official, at subordinate component level, designated by
the Head of a DoD Component or the Component
disclosures of CMI by his or her organization.

Disclosured includes: the permanent or temporary tfansof classified or controlled
unclassified information to an authorized representative of a foreign government or international
organization and/or the act of permitting access to classified or controlled unclassified
information to an authorized represative of a foreign government or international
organization. There are three disclosure methods: oral (verbal disclosure), visual (disclosure by
sight) and documentary (disclosure of tangible/recorded information or equipment).

Federal Business Opportuitiesd A USG database where a business can search for contracting
opportunities on a wide range of business niches. The FedBizOpps.gov site has a number of
features that allows you to locate and apply for specific Federal contracts. With over 24,000
listed opportunities, the site offers vendors a direct connection with both big and small contracts.

Foreign Disclosure Officer (FDOP A U.S. Government official designated in writing whose
primary responsibilities are to authorize disclosure of CMI or CUI aadage and implement a
disclosure program for their command or organization. Only FDOs trained by SAF/IAPT may
authorize disclosures of CMI.

Foreign Interestd Any foreign government, agency of a foreign government, or representative
of a foreign governmentranternational organization; any form of business enterprise or legal
entity organized, chartered or incorporated under the laws of any country other than the United
States or its possessions and trust territories; and any person who is not a cita@onat of

the United States.

Foreign Liaison Officer (FLO)d A foreign government military member or civilian employee
who is authorized by his or her government, and is certified by a DoD Component, to act as an
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official representative of that governmentiis dealings with a DoD Component in connection
with programs, projects, or agreements of interest to the governments. There are three types of
FLOs:

a. Security Assistancd A foreign government representative who is assigned to a DoD
Component or contréar facility pursuant to a requirement that is described in a Foreign Military
Sales Letter of Offer and Acceptance.

b. Operationald A foreign government representative who is assigned to a DoD Component
pursuant to a documented requirement to coordinaggabpnal matters, such as combined
planning or training and education.

c. National Representativé A foreign government representative who is assigned to his or her
national embassy or delegation in Washington DC (e.g., an attaché) to conduct liaisbesacti
with the Department of Defense and DoD Components.

Foreign Nationald A person who is not a citizen or national of the United States unless that
person has been lawfully admitted for permanent residence in the United States under the
Immigration andNaturalization Aci(Title 8, United States Code, Section 1Hdkeq)

Foreign Ownership, Control, or Influence (FOCI)d A situation in which a foreign national,

firm, or government is assumed to possess dominance of, or authority over, a U.S. firmato such
degree that the foreign national, firm, or government may gain unauthorized access to U.S.
classified military information.

FOCI Board Resolution or Security Control Agreemen iFor a det ail ed di sc
arrangements and agreements, refer to titerdational Programs and NISPOM Security
Handbook. o0 (DI SAM AThe Management of Security
28, para 2)

FOCI Limited Facility Clearance (Agreement)d i F o r a detail ed di scu
arrangements and agreements, referthe International Programs and NISPOM Security
Handbook. o6 (DI SAM AThe Management of Security
28, para 2)

FOCI Special Security Agreemend i F o r a detailed discussion o
agreements, refer to thednt nat i onal Programs and NI SPOM Se
AThe Management of Security Ca®meaRati ono Gr ee

FOCI Voting Trust Agreement of Proxy Agreemen® i F o r a detailed disc!l
arrangements and agreements, referthi® International Programs and NISPOM Security
Handbook. o6 (DI SAM AThe Management of Security
28, para 2)

Foreign Representativéd Any representative of a foreign interest or foreign national.

Governmentto-Government Channel®d The principle that classified and controlled
unclassified information and materiel will be transferred by government officials through official
channels, e.g., military postal channels, Defense Courier Service, etc.). The information or
material mg be transferred only to a person specifically designated in writing by the foreign
government as its representative for that purpose.



AFI116-201_USAFASUP 4 AUGUST 2015 61

Governmentto-Government Transferd The transfer of classified and controlled unclassified
information and materiel througtther than government channels expressly agreed upon by the
governments involved. The information or materiel may be transferred only to a person
specifically designated in writing by the foreign government as its representative for that
purpose.

General Security of Military Information Agreement (GSOMIA)d iThe f or ei gn r ec
the information will afford it substantially the same degree of security protection given to it by

the US. The intent of a foreign government to protect US CMI is edtedl in part by the
negotiation of a general security of military information agreement (GSOMIA) or other similar

i nternational agreement. o (DISAM AThe Manager
32d E,pg 7l 3, para 2, 2. finl sippo@ bflan RMS satecandathere isad e a s «
GSOIA or GSOMIA, a program specific security agreement developed and approved by the
Defense Technology Security Administration (DTSA) containing the security requirements must

be concluded prior to discussiondf/C wi t h t he purchasing governm

International Organizationd An international organization or entity established by recognized
governments pursuant to an international agreement which, by charter or otherwise, is able to
acquire and trarer property, make contracts and agreements, obligate its members, and pursue
legal remedies, i.e., the North Atlantic Treaty Organization or the-Artegrican Defense
Board.

International Visits Program (IVP)d A program established to process visits byd an
assignments of authorized representatives to DoD Components and DoD contractor facilities.
This program is designed to ensure that CMI and CUI disclosed to authorized foreign
representatives has been properly authorized for disclosure to their govesnimegrtisure the
requesting foreign government provides security assurance when classified information

is involved in the visit or assignment, and to facilitate administrative arrangements (e.g., date,
time, and place) for the visit or assignment.

Joint Atomic Information Exchange Group (JAIEG)d The JAIEG is organized under the
Defense Nuclear Agency and reviews and makes determinations regarding disclosure of U.S.
atomic information.

Joint Information 8 Military information over which two or more DoBomponents, or two or
more Federal Departments or Agencies, exercise control, jurisdiction, or security awareness.

Licensed A document bearing the word "license" which is issued by the Director, Directorate of
Defense Trade Controls, United States StateaDement, or his authorized designee. This
document permits the export ortiransit shipment of a specific defense article, defense service,
or technical data.

Limited Access Authorization (LAA)d A limited authorization, granted to a foreign national
who isan employee of the US Government or a US contractor, to receive US CMI or CUI in
support of assigned duties. The foreign national must possess unique skills/capabilities;
employment of this individual must provide significant advantages to the Air Fortbe &J.S.
Government; and the arrangement must be approved in advance by Air Force FDOs.
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Military Personnel Exchange Program (MPEPP This program involves the assignment of
military personnel to authorized positions within the Military Departments. TheRvViitégram
may be referred to as the Military Personnel Exchange Program by OSD or the other Services.

National Disclosure Policy Committe® The central authority formulating, promulgating
administering, and monitoring the National Disclosure Policy.

National Disclosure Policyd This policy promulgates national policy and procedures in the
form of specific disclosure criteria and limitations, definitions of terms, release arrangements,
and other guidance required by US departments and agencies having ococassb@ase
classified U.S. military information to foreign governments and international organizations. In
addition, it establishes and provides for the management of an interagency mechanism and
procedures which are required for the effective implememtatidhe policy.

National Intelligenced Foreign intelligence produced under the aegis of the Director of Central
Intelligence (DCI), intended primarily to be responsive to the needs of the President, the National
Security Council, and other Federal offisiahvolved in the formulation, and execution of
national security, foreign, political, and/or economic policy. Also, integrated departmental
intelligence that covers the broad aspects of national policy and national security, is of concern to
more than oe department or agency, and transcends the exclusive competence of a single
department or agency.

Originating DoD Componentd The DoD Agency that exercises original classification
jurisdiction for classified information.

Parent Government/Servicd The governrent/service of a foreign representative assigned to
the United States Air Force.

Public Domain Informationd Unclassified information that has undergone a security and
policy review to ensure: the material proposed for public release does not containedlassif
information; does not conflict with established Air Force, DoD, or U.S. Government policy; and
has been cleared by a competent public affairs authority within the public affairs office. Also,
information generally sold at newsstands or bookstoreslabiea by subscription or purchase
without restrictions to any person, taught in schools or universities that are open to the public,
freely available at public libraries and trade shows; through published fundamental research
accomplished at an accreditetstitution of higher learning that was not funded by the U.S.
Government or to which other controls have not been imposed.

Releas® Commonly used synonym for the term "disclosure.” (See explanation of term.)

Restricted Data/Formerly Restricted Data® Restrcted Data/Formerly Restricted Data
(RD/FRD) is U.S. atomic information that is controlled under the Atomic Energy Act of 1954 (as
amended). The Joint Atomic Information Exchange Group (JAIEG) organized under the
Defense Nuclear Agency, reviews and maketggninations as to the disclosure of U.S. atomic
information when it meets the applicable criteria under existing statutes and for the purpose of
furthering approved cooperative agreements.

Security Assuranc® There are three types of security assurand@se is related to persons

who will be hired by a company or government and for which a security assurance with respect

to clearance eligibility is provided. A secon
store classified information. Aitldl is related to foreign national visitors. The third is defined as:
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a written confirmation requested by and exchanged between governments, of the security
clearance level or eligibility for clearance of their national contractors and citizens. It also
includes a statement by a responsible official of a foreign government or international
organization that the recipient of US classified military information possesses the requisite
security clearance. It also indicates that the original recipient is aggprby his or her
government for access to information of the security classification involved and that the recipient
government will comply with security requirements specified by the United States.

Security Policy Automation Network (SPANY A wide area computer network operated by

the Office of the Under Secretary of Defense (Policy) (OUSD(P)) consisting of a \RidB
SECREThigh classified network that supports communications and coordination among DoD
activities on foreign disclosure, export control doceign visits. The system also supports an
unclassified segment between DoD and foreign embassies.

a. Foreign Disclosure System (FD8) A SPAN subsystem supporting staffing and database s
for processing information requests and documenting decisions iregdisclosure of CMI and
CUI to foreign governments and international organizations.

b. Foreign Visits System (FVS) A SPAN subsystem supporting staffing and databases for
processing requests for visits by foreign nationals to DoD activities and deterissctors.

c. Technology Protection System (TP®)A SPAN subsystem supporting staffing a and
databases within DoD for processing export license applications received from the Departments
of State and Commerce.

Technical Datad Information whose export is otrolled by the Department of State in
accordance with the US Munitions List (USML). This information is (1) required for the design,
development, production, manufacture, assembly, operation, repair, testing, maintenance or
modification of defense artide (includes information in the form of blueprints, drawings,
photographs, plans, instructions and documentation); (2) can be classified or unclassified and
related to defense articles and defense services; (3) is covered by an invention secrecy order; or
(4) is software directly related to defense articles. Unclassified technical or export controlled
data is considered CUI and should be marked with an export control notice in accordance with
AFI 61-204,Disseminating Scientific and Technical Data.

Toplined The process for obtaining AF/CC or SAF/IA approval of proposed/requested
disclosure initiatives involving foreign military sales or direct commercial sales of Air Force
systems and commercially developed +ufs inventory systems.

Visit Authorization 8 A request approved by an FDO that permits a visit by an authorized
representative. FDOs authorize visits after an evaluation of a request from a foreign government
or international organization that identifies the visitor as its official representative, yerifie
personal information, verifies the visitoros
that CMI and CUI provided to the visitor will be protected. There are three types of
authorizations:

a. One Tim& Permits contact by foreign nationals wittJaited States Air Force organization
or contractor facility for a single, shetgrm occasion (normally less than 30 days) for a specified
purpose.
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b. Recurringd Permits intermittent visits by a foreign national to a United States Air Force
organization orcontractor facility over a specified period of time in accordance with a
governmentapproved license, contract or agreement, or other program. Recurring visits are
approved when the information to be disclosed has been defined and approved for disctlosure
advance by the US Government.

c. Extended Permits a single visit by a foreign national for an extended period of time.
Extended visit authorizations are used when a foreign national is required to be in continuous
contact with a United States Air Force organization or a contractor facility. Eedensits are

used to assign foreign personnel as FLOs, CPPs, and ESEPs.
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Attachment 2

NATIONAL DISCLOSURE POLICY (NDP-1) FUNCTIONAL CATEGO RIES OF
INFORMATION

A2.1. Category 1, Organization, Training, and Employment of Military Forces: Military
information of a general nature necessary to the organization of military, paramilitary, or
irregular forces to include those tactics, techniques, and tactical doctrine (including military
intelligence and counterintelligence doctrine and tectesjjnecessary to train and employ those
forces. This category does not include specific technical data and training needed to operate and
maintain individual items of military materiel and munitions.

A2.2. Category 2, Military Materiel and Munitions: All military materiel, arms and
munitions procured and controlled by the U.S. government for the equipage, operation,
maintenance and support of its military forces or the military, paramilitary, or irregular forces of
its allies. Items developed by U.S. @ie interests as a result of U.S. Government contracts or
derived from technology paid for by the U.S. Government are included within this category. It
also includes items on the U.S. Munitions List which may be proposed for sale abroad by the
U.S. Privae interests under the International Traffic in Arms Regulations or items specifically
covered by other U.S. Government prescribed export control regulations fall within this
definition. (Items under development fall under Category 3.) This categorycaisprises
information to include technical data and training necessary to operate, maintain, or support
specific military materiel, arms, or munitions. dbes notinclude information necessary to
produce, coproduce, or in any other way manufacture time ite

A2.3. Category 3, Applied Research and Development Information and
Materiel: Classified military information resulting from the extension of fundamental theories,
designs, and data from a purely theoretical or experimental investigation into pasiitiley
applications to include research, the construction and testing of prototypes, and such design
changes affecting qualitative performance as may be required during the service life of an item.
This also includes engineering data, general operati@glirements, concepts, and military
characteristics required to adopt the item for production. Development ceases when materiel has
completed operational suitability testing or has, for all practical purposes, been adopted for
military use or productionlt includes tactics, techniques, and tactical doctrine pertaining to
specific equipment not yet in production or not yet approved for adoption by US forces. It
includes military information, materiel, or munitions under development by US private interests
as a result of US Government contracts or derived from technology paid for by the US
Government.

A2.4. Category 4, Production Information: Designs drawings of chemical and mathematical
equations, specifications, models, manufacturing techniques, sefsearce code, and related
information (excluding information under Category 2 and 3) necessary to manufacture or
substantially upgrade military materiel and munitions.

A2.5. Category 5, Combined Military Operations, Planning, and ReadinessThat
informaion necessary to plan, assure readiness for, and provide support to the achievement of
mutual force development goals or participation in specific combined operations and exercises.
This includes information regarding installations and facilities locadéun the territory under
jurisdiction of, or of direct concern to, the recipient foreign government or international
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organization. This category is limited to that information on installations and facilities as well as
readiness, planning, and operaab information which is necessary to further specific
multilateral or bilateral plans and agreements for common defense purposes between the United
States and the recipient. It does not include Strategic Planning and Guidance or North American
Defense Inbrmation.

A2.6. Category 6, United States Order of Battle:Information pertaining to U.S. forces
located within territory which is under the jurisdiction of a recipient government or is otherwise
of direct concern to a foreign government or atermational organization. In general,
authorization is limited to U.S. order of battle in the recipient countries or in adjacent
geographical areas.

A2.7. Category 7, North American Defense:North American Defense Information is that
which concerns plss, programs, projects, operations, and certain specific technical data
pertaining to equipment directly related to North American defense, especially when it is
originated by or under the mission and control of NORAD.

A2.8. Category 8, Military Intellige nce: Military intelligence comprises information of a
military character pertaining to foreign nations and areas.
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Attachment 3
DELEGATION OF DISCLO SURE AUTHORITY LETTE R (DDL) EXAMPLE

Figure A3.1. DDL Example

Country Delegation # (Provided by SAF/IAPD) DDL Title

1. (U) Classification: Highest classification level of information to be released during the
program. If more than one category is involved, indicate the highest classification for each
category, if appropriate. NOTE: If multiple nations are involved or for exchange officer DDLs,
the first paragraph will identify participating nations, with this paragraph and subsequent
paragraphs renumbered accordingly.

2. (U) Disclosure Methods: Either "Oral, visual, and documentary" or any combination of the
three methods.

3. (U) Category(ies) Permitted: Specify disclosure category or categories (1 through 8), as
specified in AFI-16-201.

4. (U) Scope: Describe the purpose of the disclosure, to which country(ies) disclosure is
authorized, which MAJCOM(s) is/are authorized to disclose the information or materiel, and the
source of the program (i.e., Letter of Offer and Acceptance (LOA), Memorandum of
Understanding (MOU) or Memorandum of Agreement (MOA), NDPC Record of Action (RA),
etc.). The purpose of the disclosure must define the intent of the program (e.g., end-item sale,
cooperative development, co- production, etc.)

5. (U) Authorized to Disclose: Describe the information or materiel that can be disclosed to
support the program. This section, and the "Not Authorized to Disclose" paragraph, cannot
address every possible situation, particularly for major programs. Therefore, it is particularly
important that the previous paragraphs clearly and adequately define the delegated authority so
the FDO can interpret the DDL in situations specifically addressed in this and the following
paragraphs.

6. (U) Not Authorized to Disclose: Describe information or materiel that cannot be disclosed
under the program. This paragraph and the preceding paragraph should clearly define the limits
of delegated authority rather than listing everything that may or may not be disclosed.

7. (U) Additional Guidance/Procedures: Identifies program-unique requirements and additional
offices which need to coordinate, etc. Also, identifies where requests that fall outside the scope
and authority of the DDL should be submitted.

8. (U) Re-delegation: "Not authorized" or "(Identify the MAJCOM) may re-delegate authority to
disclose information to FDOs in subordinate elements as required to insure effective
implementation of this delegation. Authority to disclose classified information may be re-
delegated only by designated disclosure officials who have been trained by SAF/IAPD. Re-
delegation of disclosure authority to other than designated disclosure officials must be approved
by SAF/IAPD. All re-delegations will be in writing and copies provided to SAF/IAPD."
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Attachment 4
DISSEMINATING DDL IN FORMATION AL COPIES

Figure A4.1. Example Cover Letter for Disseminating DDL Informational Copies

(Your Organizational Letterhead)

Insert Date

MEMORANDUM FOR (Identify Office Receiving DDL)
FROM: (Identify FDO Disseminating DDL)
SUBIJECT: Information Copy of Delegation of Disclosure Authority Letter (DDL)
This copy of (identify specific DDL by name) is transmitted only for the information purposes of
the recipient. It is being provided (state purpose for which the DDL copy is being transmitted).
This copy is subject to the following conditions:

a. This DDL may not be copied in whole or in part.

b. This DDL may not be incorporated into other documents.

c. This transmittal memo must remain attached to the DDL.

Questions regarding guidance contained in the DDL or the above conditions may be directed to
(identify Foreign Disclosure Office point of contact).

(FDO SIGNATURE BLOCK)

Attachment:
(Identify Specific DDL)
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Attachment 5

UNITED STATES AIR FO RCE FOREIGN DISCLOSURE AND TECHNOLOGY
TRANSFER SELF INSPECTION PROGRAM CHECKLI ST

Figure A5.1. USAF Foreign Disclosure Self Inspectin Checklist

69

USAF Foreign Disclosure Self Inspection Checklist

1. PURPOSE: The purpose of the Self Inspection Checklist is to assist foreign disclosure
field offices with implementing and managing their foreign disclosure and technology transfer
self-inspection programs (SIP).

2. AUTHORITY: National Disclosure Policy directs that department and agency heads
shall designate a principal disclosure authority responsible for the direction and administration
of the department’s or agency’s foreign disclosure program. Heads of all departments and
agencies which have need to disclose classified military information shall establish procedures
and channels to assure that disclosures are considered, authorized, and handled in accordance
with the National Disclosure Policy. Further, it is in the national interest to expedite decisions
on disclosure of classified military information. All departments and agencies which are
responsible for implementation of this policy will issue detailed directives and instructions
which assure that disclosure decisions are made promptly and disclosure activities under their
jurisdiction are carried out effectively. SECAF Order 114.1 designates SAF/IA as the
principal disclosure authority for the Air Force. The Foreign Disclosure and Technology
Transfer Division (SAF/IAPD) implements the Air Force Foreign Disclosure and Technology
Transfer Program on behalf of SAF/IA.

3. CRITERIA: SAF/IAPD recommends MAJCOM foreign disclosure offices use this
checklist in the management of their self-inspection programs. SAF/IAPD will utilize this
checklist during staff assistance visits (SAV)s and formal inspections. MAJCOM foreign
disclosure offices are encouraged to supplement this checklist to incorporate any established,
MAJCOM specific, requirements. This checklist is divided into sections that correspond with
the chapters in this AFIL

N/
Requirement: AFI 16-201 Reference: Y|N|A

Chapter 1: PROGRAM DESCRIPTION

A.5.1.1. Has the MAJCOM, DRU, or FOA
commander designated in writing one or more
individuals as command FDOs who report
directly to supervisors in the grade of Colonel
or higher (military), or GS-15 or higher
(civilian)? (T-1) Para 1.3.3.1.

A.5.1.2. Does the MAJCOM, DRU, or FOA
commander ensure command FDOs have
access to senior command leaders in order to
identify and resolve disclosure and technology
transfer issues? (T-1) Para 1.3.3.2.
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A.5.1.3. Does the MAJCOM, DRU, or FOA
commander ensure disclosure offices have
the appropriate number of manpower
authorizations, office space, and equipment to
effectively perform disclosure duties. Foreign
disclosure officers should be assigned at ranks
or grades equivalent to other United States
Air Force personnel in the organization
having responsibilities and authority
commensurate with the FDO’s? (T-1)

Para 1.3.3.3.

A.5.1.4. Do MAJCOM, DRU, or FOA FDOs
authorize disclosure of CMI and CUI in
accordance with this instruction, established
United States Air Force procedures, and
delegation of disclosure authority letters? (T-

D

Para 1.3.4.1.

A.5.1.5. Do MAJCOM, DRU, or FOA FDOs
exercise their delegated disclosure authority
consistent with established United States Air
Force suspenses? (T-1)

Para 1.3.4.2.

A.5.1.6. Do MAJCOM, DRU, or FOA FDOs
implement USAF disclosure and technology
transfer processes within their commands and
develop command requirements, as
necessary? (T-1)

Para 1.3.4.3.

A.5.1.7. Do MAJCOM, DRU, or FOA FDOs
redelegate delegated authority to subordinate
FDOs as necessary and when specifically

authorized by SAF/IAPD. (T-1)

Para 1.3.4.4.

A.5.1.8. Do MAJCOM, DRU, or FOA FDOs
approve or deny visits by foreign
representatives to their MAJCOM, DRU, or
FOA locations when electronically connected
to the SPAN, and to their subordinate
activities that are not connected to SPAN? (T-

D

Para 1.3.4.5.

A.5.1.9. Do MAJCOM, DRU, or FOA FDOs
forward recommendations to SAF/IAPD to
approve or deny visits by foreign
representatives to the MAJCOM, DRU, FOA
or subordinate locations when not
electronically connected to SPAN? (T-1)

Para 1.3.4.6.
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A.5.1.10. Do MAJCOM, DRU, or FOA FDOs
establish foreign disclosure education and
oversight programs for subordinate command
FDOs and MAJCOM, DRU, or FOA
personnel? (T-1)

Para 1.3.4.7.

A.5.1.11. Do MAJCOM, DRU, or FOA FDOs
provide SAF/IAPD with current information
on all appointed MAJCOM, DRU, FOA, and
subordinate element FDOs including name,
grade, functional address symbol, mailing and
message addresses, telephone numbers, and
classified and unclassified electronic mail

addresses? (T-1)

Para 1.3.4.8.

A.5.1.12. Has the installation commander
designated in writing one or more individuals
as installation FDOs, as required, who report
directly to supervisors in the grade of Colonel
or higher (military), or GS-15 or higher
(civilian)? (T-1)

Para 1.3.5.1.

A.5.1.13. Has the installation commander
ensured that disclosure offices have the
appropriate number of manpower
authorizations, office space, and equipment to
perform disclosure duties effectively?

Para 1.3.5.2.

A.5.1.14. Supervisors in the grade of Colonel
or higher (military) or GS-15 or higher
(civilian) must request the establishment of
new disclosure offices from their MAJCOM
disclosure office. Requests need to justify
why support from existing FDOs is not
practical. (T-0)

Para 1.3.6.1.

A.5.1.15. Commanders of tenant
organizations must ensure visits by foreign
representatives to their organizations are
processed consistent with installation FDO
procedures. (T-0)

Para 1.3.6.2.

A.5.1.16. Tenant organization commanders
must ensure that their disclosure offices have
the appropriate number of manpower
authorizations, office space, and equipment
to perform disclosure duties effectively. FDOs
should be assigned at ranks or grades
equivalent to other United States Air Force
personnel in the organization who have
responsibilities and authority commensurate
with the FDO’s. (T-1)

Para 1.3.6.3.
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A.5.1.17. Do Field FDOs authorize
disclosures of CMI and CUI in accordance
with this instruction, established United States
Air Force procedures, and DDLs? (T-1) Para 1.3.7.1.

A.5.1.18. Do field FDOs implement USAF
disclosure and technology transfer processes
for their supported activities and develop local
requirements, as necessary? (T-1) Para 1.3.7.2.

A.5.1.19. Do field FDOs approve or deny
visits by foreign representatives to their
supported organizations when electronically
connected to SPAN or make such
recommendations to their MAJCOM, DRU, or
FOA FDO when SPAN is not available? (T-1) | Para 1.3.7.3.

A.5.1.20. Do field FDOs establish an initial
and refresher foreign disclosure education
program for personnel assigned to supported
organizations? (T-1) Para 1.3.7.4.

A.5.1.21. Do SCOs report to SAF/IAPD any
confirmed or suspected host nation violations
of USG security conditions/requirements
contained in applicable Letters of Offer and
Acceptance (LOAs), MOUs, MOA, or
military information security agreements? (T-
1) Para 1.3.8.1.

A.5.1.22. Do SCOs advise host nation
representatives to submit their requests for

visits or information through their embassy in
Washington DC? (T-1) Para 1.3.8.2.

A.5.1.23. Do SCOs submit to SAF/IAPD all
issues involving disclosure of United States
Air Force military information and to the host
government, through the appropriate SAF/IA
country director for resolution? (T-1) Para 1.3.8.3.

Chapter 2: UNITED STATES AIR FORCE FOREIGN DISCLOSURE AUTHORITY

A.5.2.1. Does the FDO notify US Air Force
personnel responsible for implementation of
international programs when disclosure

guidance related to their program has been
received? (T-0) Para 2.8.3.
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A.5.2.2. Proponents for international
programs will identify program objectives,
program information proposed for disclosure,
and the classification and originator of the
information proposed for disclosure to their
supporting FDO. (T-0)

Para2.9.1.1.

A.5.2.2.1. Are proponents prepared to assist
the FDO in documenting how the program
satisfies the disclosure criteria in paragraph
2.5.2(T-0)

Para2.9.1.1.

A.5.2.3. Do FDOs supporting international
programs must participate in initial and
continuing international program planning
activities, as necessary, to ensure that
disclosure guidance can be developed,
coordinated at the local levels, and forwarded
to SAF/IAPD in advance of program activities
commencing? (T-0)

Para 2.9.1.2.

A.5.2.4. Does the servicing FDO forward
requests for initial or updated program
disclosure guidance, including the evaluation
of the appropriate disclosure criteria, through
disclosure channels to SAF/IAPD, MAJCOM,
DRU or FOA. (T-0)

Para 2.9.1.3.

A.5.2.5. Are proposed DDLs for international
initiatives, other than armaments cooperation
programs, originating within subordinate
elements, prepared by the servicing FDO and
forwarded to SAF/TAPD through the
MAJCOM, DRU, of FOA FDO? (T-0)

Para 2.9.1.3.2.

A.5.2.6. When submitting draft DDLs to
SAF/TAPD for approval consideration, has the
field FDO unit submitted the draft DDL in
accordance with the format in attachment 3 of
AFI 16-201? (T-1)

Para 2.9.1.4.

A.5.2.7. When re-delegation authority has not
already been provided, has the field FDO
office submitted their redelegation requests to
SAF/IAPD in accordance with AFI 16-201,
para 2.10.1? (T-1)

Para 2.10.1.
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A.5.2.8. When transmitting DDLs has the
FDO done so under a cover memo
documenting specifically why the DDL is

being provided and in accordance with AFI
16-201, para 2.10.2? (T-1) Para 2.10.2.

A.5.2.8.1. Is the cover letter clearly marked
with a statement with following language:
“This DDL may not be copied in whole or in
part and may not be incorporated into other
documents.” and remain attached to the DDL?
(T-1) Para 2.10.2.

A.5.2.9. Has the following statement been
conspicuously placed on the transmittal memo
to the DDL disseminated outside of foreign
disclosure channels, “This DDL is for
information only. It does not constitute
authority to release equipment, technology or
information and may not be used for such
purpose. This DDL may not be copied in
whole or in part. Information contained in the
DDL may not be incorporated into other
documents?” (T-1) Para 2.10.3.

A.5.2.10. Have proponents for delegation of
Air Force disclosure authority to organizations
outside of the Air Force justified their requests
in writing to SAF/TAPD through disclosure
channels? (T-1) Para 2.10.4.

Chapter 3: PROGRAM MANAGEMENT

A.5.3.1. Do MAJCOM, FOA, and DRU
coordinate supplements to this instruction
with SAF/IAPD? (T-1) Para 3.3.

A.5.3.2. Does the FDO office track their
response time for document disclosures and
foreign visit requests? (T-1) Para 3.4.

A.5.3.3. Does the FDO office respond to

document requests within ten working days
from the date of receipt, in accordance with
AFI 16-201, para 3.4.1? (T-1) Para 3.4.1.

A.5.3.4. Does the field FDO office respond to
visit requests no later than five working days

prior to the visit start date for one-time visits,
if the request is submitted at least 15 working
days prior to the visit start date? (T-1) Para 3.4.2.
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A.5.3.5. Are responses to visit requests
received less than 15 days before the start date
made as far in advance of the visit start date as
possible? (T-1)

Para 3.4.2.

A.5.3.5.1. Are responses for recurring and
extended visits made within 30 calendar days
of receipt of a visit request or prior to any visit
or assignment of a foreign representative? (T-

1)

Para 3.4.2.

A.5.3.6. Do Air Force FDOs use SPAN for
staffing and recording cases, decisions and
reference data in support of departmental
responsibilities assigned by the National
Disclosure Policy, the Arms Export Control
Act and the Export Administration Act? (T-1)

Para 3.5.

A.5.3.7. Do field FDOs document SIPR Net
communications requirements to establish
SPAN access locally? (T-1)

Para 3.5.1.

A.5.3.8. Does the FDO use the Foreign
Disclosure System to document all disclosure
decisions related to CMI and CUI? (T-1)

Para 3.5.2.

A.5.3.8.1. If SPAN connectivity is
unavailable, does the FDO use the SPAN off-
line application to document disclosure
decisions locally and provide that information
electronically to SAF/TAPD on a recurring
basis as established by SAF/IAPD? (T-1)

Para 3.5.2

A.5.3.9. Has the FDO completed the United
States Air Force Foreign Disclosure
Officer Training Course sponsored by
SAF/IAPD prior to authorizing disclosures of
CMI and CUI? (T-1)

Para 3.6.

A.5.3.10. Are contracted FDO support
prevented from exercising foreign disclosure
decision authority for disclosures of CMI and
CUI nor any other duties considered to be
inherently governmental, in accordance with
Part 7.5 of the Federal Acquisition
Regulations (FAR)? (T-0)

Para 3.7.1.
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A.5.3.11. Are requests to waive disclosure
policies and procedures, when the policy will
negatively impact a United States Air Force
international program and the waiver does not
conflict with U.S. law or interagency policies
and procedures (including NDP-1 and relevant
DoD instructions, directives, and procedures),
submitted through local FDO channels en
route to SAF/TAPD? (T-0) Para 3.8.

A.5.3.12. Are requests signed by personnel in
the grade of Colonel or higher (military) or

(GS-15 or higher (civilian)? (T-1) Para 3.8.
A.5.3.12.1. Does the written request identify
the specific policy to be waived? (T-0) Para 3.8.1.

A.5.3.12.2. Does the written request identify
the specific impact if the policy is not waived?

(T-0) Para 3.8.2.
A.5.3.12.3. Does the written request identify
why the policy cannot be met? (T-0) Para 3.8.3.

Chapter 4: DISCLOSING INFORMATION

A.5.4.1. Do United States Air Force personnel
submit requests to disclose CMI or CUI to

foreign recipients in the United States or
abroad to their servicing FDO? (T-1) Para 4.2.2.

A.5.4.2. When designated government foreign
representatives conducting business with the
USATF submit their requests, related to FMS
and armaments cooperation agreements, does
the in-country SCO to the USAF, appointed as
a case manager or technical project officer,
submit the requests to the servicing FDO?
(T-1) Para 4.2.2.1.

A.5.4.3. When required, do USAF proponents
provide a written disclosure request to their
servicing FDO? (T-1) Para 4.2.3.

A.5.4.3.1. Does the USAF proponent include
the appropriate information outlined in AFI

16-201, Paras 4.2.3.1. through 4.2.3.6. in the
request to the FDO? (T-1) Para 4.2.3.

A.5.4.4. Do Air Force organizations obtain
assistance from their servicing FDO, when
receiving requests directly from foreign
governments, international organizations,
ete.? (T-1) Para 4.2.4.
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A.5.4.5. Do FDOs coordinate disclosure
proposals with offices having functional
interest in the information to be disclosed
(including interests within a geographic

COCOM AOR)? (T-0)

Para 4.3.

A.5.4.5.1. When necessary, are subject matter
experts enlisted to provide assessments within
their functional areas? (T-0)

Para 4.3.

A.5.4.6. Do FDOs ensure disclosure approvals
are consistent with the formats at Attachments
6 and 7? (T-1)

Para 4.4.1.

A.5.4.7. Do FDOs assist Air Force proponents
in requesting a new, or revising a current,
DDL, when the continuing authority is

appropriate? (T-1)

Para4.4.1.1.

A.5.4.8. Do FDOs forward requests through
disclosure channels to SAF/IAPD when their
delegated authority is exceeded? (T-1)

Para 4.4.1.2.

A.5.4.8.1. Do MAJCOM, FOA, and DRU
FDOs forward their requests to SAF/IAPD
when their authority is exceeded? (T-1)

Para 4.4.1.2.

A.5.4.9. Do [FDO] requests include the
information required by paragraph 4.2.3., in
AFI 16-201? (T-1)

Para 4.4.1.3.

A.5.4.10. Is the following statement stamped
or typed on the front or cover page of
documents containing CMI or CUI? “This
information is furnished on the condition that
it will not be released to another nation
without specific authority of the Department
of the Air Force of the United States, that it
will be used for military purposes only, that
individual or corporate right originating in
the information, whether patented or not, will
be respected, that the recipient will report
promptly to the United States any known or
suspected compromise, and that the
information will be provided substantially the
same degree of security afforded it by the
Department of Defense of the United States.
Also, regardless of any other markings on the
document, it will not be downgraded or
declassified without written approval of the
originating U.S. agency." (T-0)

Para 4.4.2.2.
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A.5.4.11. Is the following statement included
at the beginning of electronic media
containing CMI or CUI? "This information is
Jurnished on the condition that it will be given
substantially the same degree of security
protection given to it by the United States and
will not be released to another nation without
United States Air Force authorization." (T-0)

Para 4.4.2.3.

A.5.4.12. Do FDO ensure the proper
information in included in all foreign
disclosures, IAW Paras 4.4.3.1. through
4.4.3.5. in AFI 16-201? (T-1)

Para 4.4.3.

A.5.4.13. Do Air Force proponents ensure all
disclosures to foreign representatives are
consistent with guidance received from the
servicing disclosure office? (T-0)

Para 4.5.1.

A.5.4.14. Do Air Force proponents ensure any
information not approved for disclosure is
removed from material prior to transfer? (T-0)

Para4.5.1.1.

A.5.4.15. Do Air Force proponents verify to
the servicing FDO the date that disclosures of
CMI and CUI were made? (T-0)

Para 4.5.1.2.

A.5.4.16. Is CMI transferred on a
government-to-government basis only? (T-0)

Para 4.5.2.

A.5.4.16.1. Do FDOs or Air Force proponents
use Air Force Form 349, Receipt for
Documents Released to Accredited
Representatives of Foreign Nations, when
transmitting CMI to a foreign government or
international organization? (T-1)

Para 4.5.2.

A.5.4.16.2. Do Air Force organizations
releasing classified information must maintain
forms as prescribed in Air Force Records
Disposition Schedule, Air Force Records
Information Management System (AFRIMS)?
(T-1)

Para 4.5.2.

A.5.4.17. Do FDOs document disclosures and
denials of CMI and CUTI in the Foreign
Disclosure System, unless this requirement
has been exempted? (T-1)

Para 4.6.
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A.5.4.18. Do Air Force personnel ensure any
information to be provided to the general
public, including foreign nationals, are
released in accordance with the provisions of
AFI 35-102, Security and Review Process?
(T-1) Para 4.7.1.

A.5.4.18.1. Is FOIA release determinations, in
accordance with the DoD Regulation 5400.7-
R_AFMAN 33-302, Freedom of Information
Act (FOIA) Program, made if a written
request had been received from Air Force
Records? (T-0) Para 4.7.1.

A.5.4.19. Do FDOs not sanitize United States
Air Force technical orders, for safety reasons?
(T-1) Para 4.10.2.

Chapter 5: ONE-TIME AND RECURRING VISITS BETWEEN AIR FORCE
PERSONNEL AND REPRESENTATIVES OF FOREIGN GOVERNMENT AND
INTERNATIONA ORGANIZATIONS

A.5.5.1. Do Letters of Offer and Acceptance
(LOAs), international agreements with a
foreign government or international
organization, or other appropriate legal
arrangements conclude prior to FDO
authorization of disclosures of CMI and CUI,
related to the transfer of defense articles,
services, or technical data? (T-0) Para 5.2.2.

A.5.5.2. Does the U.S. contact officer for any
foreign representative and foreign national
visit ensure physical controls are implemented
to limit visitor access to that information
authorized for disclosure? (T-1) Para 5.2.4.

A.5.5.3. Does the Air Force military or
civilian personnel assigned to the organization
escort foreign representatives in facilities

where access to CMI or CUI will or may
occur? (T-1) Para 5.2.6.

A.5.5.4. Do Air Force contact officers
organizing U.S. guest lecturers for
professional military activities inform such

guests that foreign nationals are in
attendance? (T-1) Para 5.2.7.
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A.5.5.4.1. Do [U.S.] guests [lecturers] obtain
disclosure approval from their servicing FDO
prior to any presentation where CMI or CUI
may be discussed? (T-1)

Para 5.2.7.

A.5.5.5. Do Air Force contact officer
organizing foreign guest lecturer for
professional military education activities brief
student regarding disclosure guidelines prior
to the arrival of foreign guest lecturer? (T-1)

Para 5.2.8.

A.5.5.6. Do Air Force and foreign proponents
of foreign representative visits submit requests
to the servicing Air force foreign disclosure
officer as required IAW AFI 16-201, Paras
5.3.1.1. through 5.3.1.5? (T-0)

Para 5.3.

A.5.5.7. Do DOD proponents responsible for
managing peacetime engagement programs,
such as the EUCOM military contact program,
the Latin American Cooperation Fund, and the
African Cooperation Fund, submit visit
requests to SAF/IAPD? (T-0)

Para 5.3.1.3.

A.5.5.7.1. Do requests include proposed dates
of [the] visit, facility to be visited, points of
contact, purpose of [the] visit, and the
visitor's? (T-0)

Para 5.3.1.3.

A.5.5.8. Do Air Force proponents, for basic
research visits by foreign nationals, submit
proposals to the servicing FDO of the activity
to be visited and provide information copies to
additional organizations as appropriate? (T-0)

Para 5.3.1.4.

A.5.5.9. Do Air Force personnel coordinate
with their servicing FDO before extending
visit invitations to foreign representatives? (T-
0)

Para 5.3.1.5.

A.5.5.10. Do proponents provide the
supporting FDO with the names of the
proposed visitors, organization/agency,
nationality, visit location, and specific purpose
for the visit? (T-0)

Para 5.3.1.5.1.

A.5.5.10.1. Does the justification for the visit

include the advantage to the United States?
(T-0)

Para 5.3.1.5.1.

A.5.5.10.2. Are the visit dates and the
information to be disclosed during the visit
outlined, if there is not [an] established
program? (T-0)

Para 5.3.1.5.1.
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A.5.5.11. Do Air force organizations to be
visited request a copy of the export license or
other written authorization, as applicable, to
assist in planning for the visit? (T-0)

Para 5.3.1.6.

A.5.5.11.1. Do Air Force hosts coordinate the
visit with their servicing FDO? (T-0)

Para 5.3.1.6.

A.5.5.12. Do Air Force personnel responsible
for administration of training courses, with
foreign students, coordinate visits to other Air
Force or DoD organizations that are part of
the formal approved course, through their
servicing FDO? (T-0)

Para 5.3.1.8.1.

A.5.5.13. Do IMSOs provide a course roster
of foreign national students on ITOs to
applicable security personnel, for access to
organizations and installations where training
is to occur? (T-0)

Para 5.3.1.8.3.

A.5.5.14. Have field FDOs established
processes so that all functional offices with an
interest in a proposed visit have an
opportunity to review and make
recommendations regarding the request? (T-1)

Para 5.4.

A.5.5.15. Do FDOs notify both the requested
and U.S. contract officer when a visit request
is approved? (T-0)

Para 5.5.

A.5.5.16. Do FDOS document disclosure
guidance for each visit and provide it to the
U.S. point of contact, in advance of the visit?
(I-09)

Para 5.5.1.

A.5.5.16.1. Do FDOs provide information
copies of the approval, as necessary? (T-0)

Para 5.5.1.

A.5.5.17. Do FDOs provide the requester any
information necessary for the visitor to
complete arrangements for the visit, for
examples, name of U.S. point of contact,
contact's phone number, uniform
requirements, etc.? (T-1)

Para 5.5.2.

A.5.5.18. Do FDOs not sponsor foreign visits
to U.S. contactor facilities, unless approval
has been obtained IAW AFI 16-201, Para 7.5?
(T-0)

Para 5.5.3.

A.5.5.19. Do FDOs notify the requestor when
a visit has been denied? (T-0)

Para 5.6.

A.5.5.19.1. Do FDOs provide the requester
with justification for the denial? (T-0)

Para 5.6.
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A.5.5.20. Prior to travel, do Air Force
personnel obtain approval to visit foreign
establishments overseas, in accordance with
DoD 4500.54-G, the DoD Foreign Clearance
Guide? (T-0)

Para 5.8.

A.5.5.20.1. Prior to commencing travel, do
Air Force personnel obtain disclosure
approval from their servicing FDO for CMI
and CUI that will be discussed during their
visit? (T-0)

Para 5.8.

A.5.5.20.2. Do travelers record the designated
FDO, by office symbol, which approved
disclosure of the information to be discussed
during their visits in the personnel clearance
request? (T-0)

Para 5.8.

Chapter 6. ASSIGNMENTS AND PLACEMENTS OF FOREIGN NATIONALS

A.5.6.1. Are the terms addressed that apply to
the placement and assignment of foreign
representatives, IAW AFI 16-201, Attachment
8?2 (T-0)

Para 6.1.

A.5.6.1.1. Do proponents for extended visits,
other than one of the six defined typed,
forward proposals with sufficient justification,
a description of duties to be assigned, and
proposed disclosure guidelines through
command channels to SAF/IAPD, for a policy
evaluation? (T-0)

Para 6.1.

A.5.6.2. Do local contracting activities
coordinate contracts with the FDO, to hire
foreign nationals, prior to advertising the
contract? (T-0)

Para 6.3.4.

A.5.6.3. Do Air Force proponents seeking to
establish an extended visitor position
coordinate with the appropriate OPR within
their command to verify that an appropriate
agreement exists to establish the bases for the
assignment? (T-0)

Para 6.4.1.

A.5.6.3.1. Do proponents advise the servicing
FDO of initiatives to create extended visit
positions and include the FDO in planning for
such assignments? (T-0)

Para 6.4.1.

A.5.6.4. Are position descriptions included in
the staff packages requesting extended visit
positions under the ESEP, CPP, and MPEP
programs? (T-0)

Para 6.4.2.1.
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A.5.6.5. Are ESEP, CPP, and MPEP
participants notified that they will not perform
liaison functions between the United States
Air Force and the parent service? (T-0)

Para 6.4.2.2.

A.5.6.5.1. Are FLOs prevented from acting in
an official capacity for the Air Force? (T-0)

Para 6.4.2.2.

A.5.6.6. Are requests for dual-assignment
foreign nationals forwarded to SAF/IAPD for
approval through disclosure channels? (T-0)

Para 6.5.

A.5.6.7. Do proposed arrangements ensure
that "dual-assignments" are not detrimental to
the cooperative program involved and that
responsibility and funding for the FLO
functions are separately maintained? (T-0)

Para 6.5.1.

A.5.6.8. Has the FDO established a
process(es) so that all functional offices with
an interest in the proposed assignment have an
opportunity to review and make
recommendations regarding the request? (T-0)

Para 6.6.

A.5.6.9. Does the FDO, Air Force contact
officer, and other subject matter experts, as
necessary, develop a security plan that
documents access controls to information and
facilities within the organization and
installation (IAW 16-201, Attachment 10)?
(T-0)

Para 6.6.1.

A.5.6.10. Have the FDO and Air Force
contact officers determined any other
locations the assigned visitor may be required
to visit during the term of his/her assignment
to carry out responsibilities and duties under
the approved position description? (T-0)

Para 6.6.2.

A.5.6.10.1. Do the FDO and Air Force contact
officers periodically review the initial
determination? (T-0)

Para 6.6.2.

A.5.6.11. When directly arranging recurring
visits, do Air Force contact officers comply
with the policies and regulations of the
Service or Agency to be visited? (T-0)

Para 6.6.2.1.

A.5.6.11.1. Do Air Force contact officers
coordinate visits with their servicing FDO,
and do they ensure disclosure guidance is in
place, prior to the commencement of the visit?

(I-0)

Para 6.6.2.1.
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A.5.6.11.2. Do FDOs use SPAN procedures to
coordinate these recurring visits? (T-0)

Para 6.6.2.1.

A.5.6.12. Do FDOs not approve extended visit
requests until verifying that an appropriate
agreement or LOA authorizing the extended
position exists? (T-0)

Para 6.7.

A.5.6.13. Do FDOs approve the release of
CMI and CUI in accordance with delegated
disclosure authority to support the
assignment? (T-0)

6.7.1.

A.5.6.14. Do FDOs document disclosure
guidance for each visit? (T-0)

Para 6.7.2.

A.5.6.14.1. Is disclosure guidance provided to
the U.S. contact officer for the extended visit
and to information addressees, as necessary?

(I-1

Para 6.7.2.

A.5.6.15. Do FDOs brief Air Force contact
officers on their responsibilities related to
visitors assigned on an extended basis? (T-0)

Para 6.7.3.

A.5.6.16. Do FDOs maintain files for each
extended visit made to organizations that they

support? (T-0)

Para 6.7.4.

A.5.6.16.1. As a minimum, do files include a
copy of the extended visit request (if the FDO
is not an on-line SPAN user), verification of
the legal basis for the visit, the security plan,
and coordination and approval records for
MPEP and CPP visits to other locations? (T-
0)

Para 6.7 4.

A.5.6.16.2. Do FDOs notify the requester
when a visit has been approved? (T-0)

Para 6.7.4.

A.5.6.17. Do exchange personnel not have
personal custody of classified or controlled
unclassified information (CUI)? (T-0)

Para 6.8.2.

A.5.6.18. Do Air Force personnel not approve
unescorted access for foreign representatives
to the Air Force restricted or controlled areas
or other facilities where access to CMI or CUI
will or may occur, unless the conditions in
AFI 16-201, Paras 6.9.1.1. thru 6.9.1.4. have
been met? (T-0)

Para 6.9.1.




AFI116-201_USAFASUP 4 AUGUST 2015

85

A.5.6.19. Is a badge or pass issued that clearly
identifies the bearer as a foreign
representative, and is such identification valid
only for a specific facility during normal duty
hours? (T-0)

Para 6.9.1.4.

A.5.6.19.1. Do Air Force contact officers
make specific arrangements for access during
non-duty hours, on a case-by-case basis, with

the FDO and all offices having a al interest in
the extended duty hours? (T-0)

Para 6.9.1.4.

A.5.6.20. Is the badge or pass displayed on the
outer clothing so that it is clearly visible? (T-

D

Para 6.9.1.5.

A.5.6.21. Do Air Force officials designated as
contact officers for extended visits comply
with paragraphs 6.10.1. through 6.10.6.? (T-1)

Para 6.10.

A.5.6.22. Do FDOs monitor visit approvals
and terminate all approvals at the conclusion

of the visit period or when the visit purpose is
concluded? (T-0)

Para6.11.

A.5.6.22.1. Do FDOs ensure all offices having
a functional interest in the visit are notified of
the termination? (T-0)

Para 6.11.

Chapter 7. TECHNOLOGY TRANSFER

A.5.7.1. Do U.S. Government and contractors
comply with the provisions of the ITAR,
before exporting defense articles, technical
data, or defense services controlled by the
ITAR? (T-0)

Para 7.2.

A.5.7.2. Do Air Force organizations obtain
DoS approval through SAF/IAPD prior to
employing foreign nationals in positions
requiring access to CUI? (T-0)

Para 7.3.1.

A.5.7.2.1. Do personnel in the rank of Colonel
or higher (military) or GS-135 or higher
(civilian) sign the request with the information
covered in Paras 7.3.1.1 through 7.3.1.4., AFI
16-2012 (T-0)

Para 7.3.1.
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