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SECRET//NOFORN
(This form CLASSIFIED
when filled in; blank form UNCLASSIFIED.)
REQUEST FOR TECHNICAL SURVEILLANCE COUNTERMEASURES (TSCM)
Attach the area's Fixed Facility Checklist (FFC) to this request if available. If the FFC is unavailable, include a sketch or building diagram. Include overall
area/facility maps and clearly outline program areas on submitted floor plans. Also provide information regarding physical characteristics, such as
construction, type and location of equipment (computer, alarms, radio equipment, etc.), as well as windows and any other physical or technical
characteristics potentially affecting the security of the area.  Use Section IV, Comments, for continuation of any form information as necessary.
Submit all TSCM requests through local or servicing AFOSI units via secure communication channels. Requests for TSCM services are classified
SECTION I. REQUESTOR INFORMATION
NAME/ADDRESS OF AREA TO BE INVESTIGATED
SPECIFIC AREAS TO BE INVESTIGATED
TOTAL SQ/FT OF AREA TO BE INVESTIGATED
(Building number, room number)
AVAILABILITY PERIOD (All furnishings and
equipment should be installed and operational.)
LATITUDE (Degrees/Minutes/Seconds)
UTM X
SCIF # AND ACCREDITING AGENCY (if applicable)
LONGITUDE (Degrees/Minutes/Seconds)
UTM Y
OPSEC CONCERNS (Any special instructions for access or specific concerns
 about technical surveillance)
MISSION (Description of Activity)
THIS AREA CONTAINS A
SPECIAL ACCESS PROGRAM
DEFENSE ORGANIZATION SUPPORTED
YES
(As defined by DoD 5220.22-M,
National Industrial Security Program)
US AIR FORCE
DEFENSE SECURITY COOPERATION AGENCY
NO
USTRANSCOM
DEFENSE LEGAL SERVICES AGENCY
SPECIAL ACCESS BADGE REQUIRED
YES
TO ACCESS AREA
(line badge, etc.)
USSTRATCOM
DEFENSE CRIMINAL INVESTIGATIVE SERVICE
NO
USSOCOM
USCENTCOM
DATE OF PREVIOUS TSCM (if applicable)
USNORTHCOM
OTHER
DESCRIPTION OF OFFICE INFORMATION SYSTEMS (Briefly identify the number of computer systems, networks, type of connectivity, classification, etc.)
DESCRIPTION OF TELEPHONE SYSTEMS (Briefly identify the number and type of telephone instruments installed in the area and service origination [i.e., private
 branch exchange, base telephone switch, commercial central office, etc.] ).
NAME OF PRIMARY POC
NAME OF ALTERNATE POC
DSN PHONE (Secure)
COMM PHONE (Secure)
DSN PHONE (Secure)
COMM PHONE (Secure)
SECURE EMAIL ADDRESS
SECURE EMAIL ADDRESS
CLASSIFIED BY:  DODI 5240.08
REASON:  1.4(c)
DECLASSIFY:  10 YEARS FROM DATE OF REQUEST
(This form CLASSIFIED
when filled in; blank form UNCLASSIFIED.)
AF FORM 4445, 20130116
SECRET//NOFORN
SECRET//NOFORN at a minimum. Reference AFI 71-101, Volume 3,The Air Force TSCM Program,for further guidance.
SECRET//NOFORN
(This form CLASSIFIED
when filled in; blank form UNCLASSIFIED.)
SECTION II. RISK AND COUNTERMEASURES FACTORS
ANONYMITY (Identify the sensitivity of the association between the area to be
surveyed and its parent organization.)
FACILITY OWNERSHIP (Identify any foreign association in the Comments
section.)
NO COVER (Mission Openly Identified)
SHALLOW COVER
FOREIGN OWNED BUILDING
ALWAYS US OWNED
NO COVER (Mission Not Openly Identified)
DEEP COVER
PREVIOUSLY FOREIGN OWNED BUILDING
FOREIGN PROXIMITY (Consider the presence of foreign nationals within the
vicinity of the facility.) EXPLAIN ANY FOREIGN PRESENCE IN THE COMMENTS
SECTION.
FOREIGN ACCESS TO AREA TO BE INVESTIGATED SPECIFY EACH COUNTRY
REPRESENTED IN THE COMMENTS SECTION.
SHARED WALLS, FLOORS, OR CEILING
NO FOREIGN ACCESS
ADJACENT BUILDING
UNCLEARED AND UNESCORTED
CLEARED, ACCESS RESTRICTED
SAME BASE, CITY, OR CAMPUS
UNCLEARED, BUT ESCORTED
CLEARED PERSONNEL ONLY
FACILITY CONTROL RADIUS (Identify the Controlled Access Area [CAA] for which the cognizant security authority has total access control. Include all areas, such as
FACILITY AND EQUIPMENT MAINTENANCE PERSONNEL (Identify access to the
area or event by uncleared personnel; uncleared personnel do not have the proper
security clearance or have a valid need-to-know.)
communications rooms or premise management systems that may be outside of the CAA perimeter, but still directly controlled by the cognizant security authority.)
20 FEET OR LESS
200 - 500 FEET
20 - 50 FEET
500 FEET OR MORE
UNCLEARED AND UNESCORTED
CLEARED, ACCESS RESTRICTED
50 - 200 FEET
N/A
UNCLEARED, BUT ESCORTED
CLEARED PERSONNEL ONLY
UNESCORTED ACCESS FREQUENCY (How many times on a regular basis
does unescorted access occur in the area? Consider cleaning personnel, facility
NORMAL HOURS OF OPERATION
REASON TSCM NEEDED
and equipment maintenance personnel, etc.)
12 HOURS PER DAY
SUSPECTED COMPROMISE
DAILY
SEMI-ANNUALLY
24 HOURS
EVENT (CONFERENCE, ETC.)
1 - 3 TIMES PER WEEK
ANNUALLY
4 HOURS OR LESS PER DAY
NEW FACILITY
EVERY 2 WEEKS - ONCE PER MONTH
8 HOURS PER DAY
OTHER (Provide comments.)
NO UNESCORTED ACCESS
INFORMATION CLASSIFICATION (Identify the highest level of spoken or
processed information.)
ENVIRONMENT (Characterize the surrounding area.)
SECURE COMPOUND ON MILITARY INSTALLATION
SENSITIVE, BUT UNCLASSIFIED
SECRET
MILITARY INSTALLATION
COMMERCIAL BUILDING
CONFIDENTIAL
TOP SECRET
GUARDED COMMERCIAL BUILDING
OTHER, PROVIDE COMMENTS
SECTION III. CONSENTING OFFICIAL INFORMATION
ORGANIZATION OF CONSENTING OFFICIAL
TELEPHONE NUMBER  (Secure)
IS THIS TELEPHONE EXTENSION LOCATED WITHIN THE REQUESTED AREA?
YES
NO
NAME, GRADE, AND POSITION OF CONSENTING OFFICIAL
SECURE EMAIL ADDRESS
DATE OF REQUEST
SIGNATURE OF CONSENTING OFFICIAL (Digitally signing this block
locks the entire form.)
(This form CLASSIFIED
when filled in; blank form UNCLASSIFIED.)
AF FORM 4445, 20130116
SECRET//NOFORN
Click here to sign
TSCM refers to the use of electronic surveillance equipment, or electronic or mechanical devices, solely for determining
the existence and capability of electronic surveillance equipment being used by persons not authorized to conduct
electronic surveillance, or for determining the susceptibility of electronic equipment to unlawful electronic surveillance. As
TSCM may involve the incidental acquisition of the nonpublic ommunications of United States persons without their
consent, the use of TSCM must be consented to by the official in charge of the facility, organization, or installation where
the ountermeasures are to be undertaken (ref. DoD 5240.1-R, paragraph 5.4, Procedures Governing the Activities of DoD
Intelligence Components That Affect United States Persons). All TSCM team members maintain TS/SCI security
clearances and are eligible for upgrades or read-on status if necessary. The requesting rganization will make
arrangements to provide the TSCM team nescorted access throughout the urveyed area.
SECRET//NOFORN
(This form CLASSIFIED
when filled in; blank form UNCLASSIFIED.)
SECTION IV. COMMENTS
(This form CLASSIFIED
when filled in; blank form UNCLASSIFIED.)
AF FORM 4445, 20130116
SECRET//NOFORN
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