
The below are just some of the items that need 
to be protected and stored in the proper  place. 
 Social Security Numbers

 Recall Rosters

 Age and Date of Birth

 Race/Ethnic Origin

 Sensi ve Units’ Present
or Future Assignments 

 Educa on Degrees/
major areas of study 

 Sensi ve Units’ Office, Unit Address &
Duty Phone  

 Home of Records informa on

For more informa on go to AFI 33‐332, The 
Air Force Privacy and Civil Liber es Program, 
Chapter 6.    

What to protect   What is a PII Breach?  

A PII breach is defined in  AFI 33‐332 as “a 
loss of control, compromise, unauthorized 
disclosure.  Where persons other than au‐
thorized users and for an other than author‐
ized purpose have access or poten al access 
to PII.”  

PII Breach Repor ng  

 A breach must be reported  
ASAP to the servicing Priva‐
cy  Monitor so that the 

breach can be properly documented.  

Common PII Breach Trends 

 E‐mailing  other members’ informa on to
an unofficial email address (e.g., e‐mailing 
your unit recall roster to 
your personal gmail.com 
account)    

 E‐mailing PII to distribu‐
on lists or to personnel 

without a need to know  
 Storing PII in a public site

or loca on (e.g., saving an Evalua on Per‐
formance Report to a loca on shared 
drive or a SharePoint page without 
properly restric ng permissions)

SAFEGUARDING SENSITIVE INFORMATION 
Use Privacy Act Cover Sheet 
(DD Form 2923) or AF Form 
3227 to cover sensi ve infor‐
ma on at all  mes. 

SAFEGUARDING Privacy Act 
material to prevent people without a need 
to know unauthorized access 
 Desk drawer or other out of sight loca‐

on for normal duty day 
 Locked building or rooms usually pro‐

vide adequate security for a er‐hours 
protec on 

SharePoint and shared drives 
should not be the place to 
store personal or Privacy Act  
Informa on in accordance 
with AFI 33‐332. 

P I I  B R E A C H P R O T E C T  P E R S O N A L  I N F O R M A T I O N

Installation Privacy Officer 

Ms. Lolita Baker 

Phone:  661-277-3015 Fax:  661-277-4564 

E-mail:  (foia@edwards.af.mil) 

Privacy Act SharePoint Site: https://org.eis.afmc.af.mil/
sites/95cg/comsq/knowops/pa/default.aspx 

Chief, Information Protection 

Mr. Stephen Gerteis 

PERSONALLY IDENTIFIABLE INFORMATION (PII) 

Everyone is responsible for the information 
they produce and use.  Protecting that    

information protects everyone! 
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There are 3 steps required: 

 Encrypt the e‐mail  

 Type FOUO in the front of the subject 
line 

 Include the following Privacy Statement 
at the top of your e‐mail  

“This e-mail contains FOR OFFICIAL USE 
ONLY (FOUO) information which must be 
protected under the Freedom of Information 
Act (5 U.S.C. 552) and/or the Privacy Act of 
1974 (5 U.S.C. 552a).  Unauthorized disclo-
sure or misuse of this PERSONAL INFOR-
MATION may result in disciplinary action, 
criminal and/or civil penalties.  Further dis-
tribution is prohibited without the approval 
of the author of this message unless the 
recipient has a need to know in the perfor-
mance of official duties.  If you have re-
ceived this message in error, please  notify 
the sender and delete all  copies of this 
message.” 

Only e‐mail messages which  contain PA/FOUO data 
require privacy statement.  

  H O W  D O  I  P R O T E C T  P I I  W H E N  
S E N D I N G  A N  E - M A I L  O U T S I D E  T H E  A F  

N E T W O R K ?  

It is highly discouraged to send PII outside of 
the AF Network. 

BUT … If you must send PII outside the AF Net-
work in order to conduct AF business, there are a 
few ways to protect the information. 

1.  Print the information out and send via US Postal 
Service, FEDEX or UPS. 

2.  Use the encryption capabilities of Microsoft  

(MS) Office.  

     a.  Open the document in MS Office (Word ® ,  
PowerPoint ® or Excel ® . 

     b.  Click on the MS Office Icon (four different 
colored squares in the top left corner of the pro-
gram). 

     c.  Click on “Prepare.” 

     d.  Click on “Encrypt Document.” 

     e.  Enter a secure password. 

(Minimum eight characters with at least one each 
uppercase, lowercase, numeric and special charac-
ter) 

     f.  Send the word document via electronic media 
(e-mail, shared storage, etc.). 

     g.  Call the recipient to provide the password. 

3.  Another alternative is Safe Access File Ex-
change (SAFE).  It is designed to provide an alter-
native way to send files other than e-mail.   

(https://safe.amrdec.army.mil/safe/) 

4. Software Protection Initiative (SPI), Encryption 
Wizard (EW): 

     (http://www.spi.dod.mil/ewizard.htm).  

     a.  Contact your USLM to request installation 
of Encryption Wizard on your government-
owned equipment.  Insert link in request:  
(http://www.spi.dod.mil/ewizard.htm).  

     b.  Encryption Wizard is a simple, strong, 
Java file and folder encryptor for protection of 
sensitive information (FOUO, Privacy Act, etc.).  
The EW encrypts all file types for data-at-rest 
and data-in-transit protection.  Without installa-
tion or elevated privileges, EW runs on Mi-
crosoft Windows® 

, Macintosh® , Linux®, Solaris®  
and other computers with Sun Java®   Behind 
its simple drag-n-drop interface, EW offers 128-
bit AES encryption, SHA-256 hashing, searcha-
ble metadata, archives, compression, secure 
deleting, and PKI/CAC/PIV support. EW is 
GOTS - Government invented, owned, and sup-
ported software.  Over 62,500 copies of EW 
protect a wide variety of data.  

     c.  The EW comes in two, fully compatible 
and interoperable editions: EW-Public and EW-
Govt.  Anyone can download and use EW-
Public.  Designed for US Federal Government 
(and contractor) computers,  EW-Government  
is accredited by the Army and Air Force for 
NIPRNet and SIPRNet. EW is free to users.  
For large Government groups, SPI offers typi-
cally free customization and cost-reimbursed 
research and development. 

For more details, read the datasheet and about 
the many uses of EW  
(http:// www.spi.dod.mil/ ewizard.htm). 

H O W  D O  I  P R O T E C T  P I I  W H E N  
S E N D I N G  A N  E - M A I L  O U T S I D E  T H E  A F  

N E T W O R K ?  
C O N T I N U E D  

Remember:  

Disclosure of  “FOUO” personnel information may 
not be covered by the Privacy Act.  No person 
may have access to information designated as 
“FOUO” unless that person has been determined 
to have a valid need in connection with the accom-
plishment of a lawful and authorized Government 
purpose and dissemination is not further controlled 
by a Distribution Statement.  Simple terms:  a 
valid need to know to perform official duties. 

See AFI 33‐332, Chapter 6 for more info on dis‐
closure to third par es.  Also review AFI 31‐401, 
Informa on Protec on, A achment 2 and 
DODM 5200.1 Volume 4 for FOUO access. 


