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OPEN STORAGE SURVEY REPORT

SURVEY CONDUCTED BY POSITION/ TITLE PHONE NUMBER

REQUESTING PROGRAM OFFICE AND RESPONSIBLE OFFICIAL STATUS OF STRUCTURE (Check one) DATE OF SURVEY

PERSONNEL / OFFICE CONDUCTING PRE-CERTIFICATION BUILDING NO. ROOM NUMBER

PURPOSE OF OPEN STORAGE (Check one)

CLASSIFIED COMPUTER CONNECTIVITY ONLY DOCUMENTS / MATERIALS ONLY
BOTH

NOTE JUSTIFICATION FOR CLASSIFIED COMPUTER CONNECTIVITY IS SELF-EVIDENT.  HOWEVER, JUSTIFICATION FOR
OPEN STORAGE OF DOCUMENTS/MATERIALS MUST BE PROVIDED PRIOR TO APPROVAL

HIGHEST CLASSIFICATION LEVEL TO BE STORED IN THE AREA (Check one)

CONFIDENTIAL SECRET TOP SECRET

DoD 5200.01-M, Vol 3, Enclosure 3, Para 4. RISK ASSESSMENT:  When considering the storage alternatives specified in section 3, a risk assessment
shall be performed to facilitate a security-in-depth determination and to aid identification and selection of supplemental controls that may need to be
implemented. The analysis should, at a minimum, consider local threats, both known and anticipated, and vulnerabilities; the existing security environment
and controls; the ease of access to containers or other areas where classified data is stored; the criticality, sensitivity, and value of the information stored; 
and cost verses benefits of potential countermeasures. The risk assessment shall be used to determine whether installation of an IDS is warranted or
whether other supplemental controls are sufficient.

Completion of this survey does not constitute approval for open storage of classified materials. The survey results, as recorded on this form, the Standard 
Operating Procedures (SOP) guide developed for operation of the specific area, and a memorandum from the program office citing the request for open
storage, the classification level of the materials to be stored in the area, and the justification for open storage will be forwarded to the approval authority ,
AEDC/TSD-IP. The approval authority will evaluate the request, the survey results, and the justification and will either approve or disapprove the request.
Approval/disapproval will be recorded on AEDC Form 909. 

Notes: Construction Requirements for open storage are outlined in DoD 5200.01-M, Vol 3, Enclosure 3 and Military Handbook 1013/1A. Once all requirements
have been completed, please contact 454-7610 or 454-3290 to schedule a final review and/or certification. 

NEW CONSTRUCTION MODIFICATION

FOR OFFICIAL USE ONLY
(When filled in)

Our survey noted the following requirements that must be meet prior to certification: 
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WALLS MUST OFFER RESISTANCE TO AND EVIDENCE OF UNAUTHORIZED ENTRY INTO THE SECURE ROOM

Reference: DoD 5200.01-M, Vol 3, Appendix to
Enclosure 3, para 1.b.(1)

Walls shall be extended to the true ceiling and attached with permanent construction materials, with mesh 
or 18-gauge expanded steel screen.

• Plaster

• Gypsum

• Metal Panels

• Wood

• Plywood

• Hardboard

• Wallboard

• Wire Mesh

• Expanded Metal

WHERE VISUAL ACCESS IS NOT A FACTOR,  18-GAUGE EXPANDED
METAL, 11-GAUGE (OR HEAVIER) WIRE MESH (i.e., 9-GAUGE MAY

BE USED).

WALLS

FOR OFFICIAL LUSE ONLY 
(WHEN FILLED IN)
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CEILINGS AND FLOORS

FALSE CEILINGS AND RAISED FLOORS ARE ALLOWED IF:

SECURE ROOM IS ALARMED or

TILES CLIPPED TO DETECT UNAUTHORIZED ACCESS or

SUPPLEMENTAL CONTROLS USED:

o GUARD PATROLS (FOUR [4] HOUR INTERVALS)
o END OF DAY CHECKS IF GUARD DOES NOT ENTER AREA
o EVERY THREE (3) MONTHS IF “NON-SECURE” AIS TRANSMISSION LINES ARE

PRESENT.  EVERY SIX (6) MONTHS IF NO “NON-SECURE” AIS LINES.

Reference: DoD 5200.01-M, Vol 3, Appendix to Enclosure 3, 
para 1.b.(1) and (2)

CEILING TILE

TRUE CEILING

• Plaster
• Gypsum
• Wood
• Plywood
• Hardboard
• Wallboard

IF THE WALL ENDS AT THE FALSE CEILING OR RAISED
FLOOR, EXTEND THE WALL TO THE TRUE CEILING OR
REINFORCE WITH 18-GAUGE EXPANDED METAL OR USE

WHERE VISUAL ACCESS IN NOT A FACTOR, 18-GAUGE
EXPANDED METAL, 11-GAUGE (OR HEAVIER) WIRE MESH
(i.e., 9-GAUGE MAY BE USED) AS THE TRUE CEILING.
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DOORS

Entrances to secure rooms or areas should be under visual control at all times during duty hours to prevent
entry by  unauthorized personnel or equipped with electric, mechanical or electro-mechanical access control 
devices to limit access during duty hours. Appendix 3 provides standards for these access control devices;
the use of automated systems described therein is encouraged. Electrically actuated locks (e.g., cypher and
magnetic strip card locks) do not afford by themselves the required degree of protection for classified
information and must not be used as a substitute for the locks prescribed in Section 2.

FOR OFFICIAL USE ONLY 
(WHEN FILLED IN)
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DOORS MUST BE OF SUBSTANIAL CONSTRUCTION MADE OF WOOD OR METAL.  HINGES MUST BE ON THE
INSIDE OF THE AREA or, IF ON THE OUTSIDE, THEY MUST BE PEENED, BRAZED OR SPOT WELDED TO PRECLUDE 

REMOVAL

EACH PRIMETERS DOOR
SHALL BE PROTECTED BY A

BALANCED MAGNETIC SWITCH 
(BMS) THAT MEETS U6634

STANDARDS

Reference: DoD 5200.01-M, Vol 3, Appendix to Enclosure 3, para 1.b.(3)



WINDOWS

LESS THAN 18 FEET FROM AN ACCESS POINT (i.e. ANOTHER WINDOW OUTSIDE THE AREA,
ROOF, LEDGE, OR DOOR).  MANBAR or SECURE WITH 18-GAUGE EXPANDED METAL or 11

-GAUGE (OR HEAVIER) WIRE MESH FASTENED ON THE INSIDE OF WINDOW.

VISUAL ACCESS IS A FACTOR:

WINDOW WILL BE KEPT CLOSED AND LOCKED AT ALL TIMES AND MADE OPAQUE FROM THE
INSIDE BY PAINTING OR OTHER MEAN

Reference: DoD 5200.01-M, Vol 3, Appendix to Enclosure 3,
para 1.b.(4)

Windows, as described here, are openable glass partitions (i.e. hinged or sliding)
as opposed to unopenable transparent wall panels (i.e. sheet glass permanently 
set into a window frame or wall.

FOR OFFICIAL USE ONLY
(WHEN FILLED IN)
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LOCKS

ALL HARDWARE (HASPS, HINGES, BOLTS, ETC.) WILL BE HEAVY DUTY AND WILL BE INSTALLED TO
PRECLUDE TAMPERING.

FF-L-2740

 X-07 or
 X-08 or

   X-09 

Security-In-Depth when the
GSA-approved container is

equipped with a lock meeting
Federal Specification FF-L-2740.

Other than the main entrance;
panic-bolt (actuated with panic 

bar), dead bolt, or metal bar,
installation in all cases must be 
on the inside, and shall be done

in a manner that will preclude
springing.

METAL BAR

PANIC-BOLT

Reference:  DoD 5200.01-M, Vol 3, Enclosure 3, para 2 and
Appendix to Enclosure 3, para1.(3)

FOR OFFICIAL USE ONLY
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MISCELLANEOUS OPENINGS

OPENINGS GREATER THAN 96 SQUARE INCHES* MUST BE MAN-SAFED AT THE FIRST POINT OF EGRESS OF THE
SECURE ROOM (i.e. WALL, CEILING OR FLOOR)

* NORMALLY IN EXCESS OF 96 SQ. IN. IN AREA AND OVER 6 INCHES IN
ITS SMALLEST DIMENSION.

Reference: DoD 5200.01-M, Vol 3, Appendix to Enclosure 
3, para 1.b.(5)

OR

FOR OFFICAL USE ONLY
(WHEN FILLED IN)
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18-GAUGE EXPANDED METAL OR 11-
GAUGE (OR HEAIVER) WIRE MESH

1/2 INCH STEEL BARS ACROSS
WIDTH OF OPENING AND WELDED

CROSS BARS AT 6 INCHES
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