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1. General Information. This Instruction applies to all Scientific and Technical Information
(STINFO), regardless of media or classification that is produced, maintained, handled,
disseminated, and/or disposed of by AFSC personnel. STINFO includes scientific data,
engineering drawings, standards, specifications, technical manuals, technical orders (it MAY
include 202, 252, and AFTO 22 forms depending upon content), technical reports, plans,
blueprints, instructions, computer software and documentation, photographs, databases, and any
other information that can be used or adapted for use to design, engineer, produce, manufacture,
operate, repair, overhaul, or reproduce any military or space equipment or technology concerning
that equipment. It is intended to be used in tailoring STINFO processes to manage and protect
common as well as unique STINFO artifacts of each AFSC organization. All STINFO, or any
information extracted from STINFO, will be marked by the Controlling DoD Office (CDO) (the
organization or activity that developed, sponsored or received it on behalf of the Government.)
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STINFO will have markings applied according to DoDI 5230.24 and will not be distributed,
disclosed or released outside the limits of those markings by anyone other than the CDO.
Distribution Statement A requires no security controls; Distribution Statements B through F
require Public Key Infrastructure (PKI) Certificates and/or User ID/password and encryption
controls.

2. References. This instruction does not cover every aspect of the STINFO program and must
be used in conjunction with the publications listed in Attachment 1.

3. Definitions. Definitions of key terms used in this instruction are defined in Attachment 3.

4. Responsibilities. All handlers of STINFO are responsible for adherence to DoD and Air
Force STINFO policies. Air Force STINFO policies are outlined in Air Force Policy Directive
(AFPD) 61-2. All AFSC personnel should know their STINFO roles and responsibilities defined
in policy. The AFSC STINFO Program will be administered by a Program Manager appointed
by the AFSC Center Commander, STINFO Officers appointed by the AFSC EN Director and
Liaisons appointed by their Activity commander/director.

4.1. Program Manager. The AFSC Center STINFO Program Manager is appointed in
writing by the AFSC Commander and will be responsible for managing AFSC STINFO
policy, training, and chairing the STINFO Working Group. The Program Manager requires
all five STINFO Training modules identified in para 8.2 plus working knowledge of
documents in Attachment 1.

4.1.1. Policy and Guidance. The Program Manager will develop and maintain AFSC
policy and process guidance, based on DoD/Air Force STINFO policy by:

4.1.1.1. Functional Expertise. Providing STINFO functional expertise and assisting
in policy interpretation and process guidance.

4.1.1.2. Currency. Ensuring STINFO personnel are apprised of updates to STINFO
policies, processes, and training.

4.1.1.3. Center Coordination. Cross Center coordination as needed for the
development of cooperative agreements including Memorandums of Agreement
(MOA), Memorandums of Understanding (MOU) and Center Level Agreements
(CLAS).

4.1.2. Appointment Letters. The Program Manager will manage AFSC appointment
letters and a STINFO Responsibility Matrix developed in cooperation with STINFO
Officers and maintained in Acquisition Workbench (AcqWB).

4.1.3. Working Group. The Program Manager will chair the AFSC STINFO Working
Group. The Working Group will coordinate and work issues with AFSC STINFO
personnel on AFSC policy, process guidance and training.

4.1.4. Metrics Reporting. The Program Manager will report AFSC Organizational
metrics to AFSC/CC and AFMC/HQ as required by this document and directed by
leadership.

4.2. AFSC STINFO Officers. The STINFO Officers are affiliated with Operating Sites
(Tinker, Hill and Robins). They are responsible for ensuring AFSC policy, process guidance,
and training are provided to those organizations as designated within the STINFO
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Responsibility Matrix. Responsibilities may be delegated to Liaisons where determined
appropriate by the STINFO Officer. STINFO Officers require all five training modules in
para. 8.2 and familiarization with documents in Attachment 1.

4.2.1. Organization Support Requirement. The STINFO Officer will review
Organization STINFO activity and identify the organizations, programs or offices in
which STINFO Liaisons are required. The organizations will appoint and provide
contact information for their identified Liaisons. The Liaisons will be of adequate grade
and position to execute Liaison duties.

4.2.2. Policy. The STINFO Officer will provide Liaisons with STINFO policy
information, tools, training resources and briefing materials. They will ensure STINFO
policy compliance through a tailored combination of inspection and performance metrics
and assist in STINFO policy interpretation. They will inform STINFO Liaisons on
STINFO policies, processes, and training updates. They will assist Liaisons in
administering their Self-Assessment Program (SAP), preparing for Inspections and the
completion of the annual MICT Checkilist.

4.2.3. Training. The STINFO Officer will monitor the subordinate Organizations to
ensure the appropriate level of STINFO training has been defined, developed and
provided to personnel. STINFO training will be tailored by the STINFO Officer in
cooperation with the organization Liaison and approved by the Program manager.

4.2.4. Compliance Oversight. The STINFO Officer will review subordinate
organization: 1) metrics, 2) STINFO compliance measures, and 3) corrective actions.

4.2.5. Defense Technical Information Center (DTIC) Support Activity. The STINFO
Officer will provide oversight to ensure work-in-progress data and final results of Air
Force funded or conducted basic research, applied research, and advanced technology
development is coordinated with DTIC per DoDM 3200.14 Vol 1.

4.3. STINFO Liaison. STINFO Liaisons are required in subordinate organizations identified
by the STINFO Officer. STINFO Liaisons will be appointed in writing by their Commander
(for purposes of this document the ‘Commander’ is the lowest level of Center, Directorate,
Wing or Group as appropriate) and are responsible for ensuring the program is properly
implemented within their unit IAW the references in Attachment 1. At a minimum, STINFO
Liaisons require all five modules of AcqWB training identified in para. 8.2.

4.3.1. Distribution Statement Management

4.3.1.1. Marking. The Liaisons will, through training, oversight and audit functions
established by the Program Manager, ensure STINFO is marked by the CDO with a
STINFO distribution statement in accordance with DoDI 5230.24.

4.3.1.2. Periodic Review. Liaisons will utilize audits and checklists to ensure
Distribution Statements are periodically reviewed for currency and accuracy.

4.3.1.2.1. Unclassified technical documents. A review of the Distribution
Statement is required when unclassified technical documents have been
updated/changed.

4.3.1.2.2. Classified technical documents. A review of the Distribution
Statement is required when classified technical documents have been updated.
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4.3.1.2.3. JEDMICS/JCALS/ETIMS. A review of the Distribution Statement is
required when cross referencing JEDMICS/JCALS/ETIMS index data to verify
accuracy.

4.3.2. Metrics and Corrective Action. Liaisons will collect and report STINFO metrics
(Paragraph 5.0) and take corrective actions on compliance issues.

4.3.2.1. Process Audit. Liaisons will utilize the Air Force Inspection Agency’s
MICT web site to complete the official checklist. This will provide compliance audit
results to organizational leaders and STINFO Officers. The Checklist completion
schedule and content are HQ determined.

4.3.3. Inspection Support. Liaisons will prepare for inspections by assessing ongoing
compliance with STINFO policies. They will work to identify deficiencies in and attain
compliance with the above and all applicable criteria found on the checklists.

4.3.4. Special Support Activities. Liaisons will act as the organizational POC for
ensuring special interest questions are properly directed. The Liaison is not the
functional or organizational representative for these offices or activities but rather acts in
a coordinating role to provide direction to the responsible office. Where applicable, each
site (Hill/Robins/Tinker) will use the local activity office responsible for handling these
functions. Special interest activities include:

4.3.4.1. The need for Foreign Disclosure Office (FDO) coordination
4.3.4.2. Freedom of Information Act (FOIA) inquiries
4.3.4.3. The need for Security and Policy Reviews for Public Release

4.3.4.4. The need for legal coordination with Judge Advocate General (JAG).
STINFO includes but is not limited to: Research and engineering data, engineering
drawings, and associated lists, specifications, standards, process sheets, technical
orders/manuals, technical reports, briefing charts, catalog-item identifications and
related information, computer software documentation, briefings, conference and
training material.

5. Scientific and Technical Information (STINFO) Content and Processes. STINFO
includes but is not limited to: Research and engineering data, engineering drawings, and
associated lists, specifications, standards, process sheets, technical orders/manuals, technical
reports, briefing charts, catalog-item identifications and related information, computer software
documentation, briefings, conference and training material.

5.1. Information relating to Technical Issues. Information relating to research, development,
engineering, testing, evaluation, production, operation, use, and maintenance for military
products, services, and equipment for military systems. This includes production,
engineering (including reverse engineering), and logistics information.

5.1.1. Recorded Technical information. Recorded information, regardless of form or
method of recording, of a scientific or technical nature that can be used, or adapted for
use, to design, develop, assemble, engineer, produce, manufacture, modify, operate,
repair, test, overhaul, maintain, or reproduce equipment and related technology.
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5.1.2. Communicable Scientific or Technical Knowledge. Communicable knowledge or
information resulting from or pertaining to conducting and managing a scientific or
engineering research effort, including verbal communication in briefings, conferences,
symposiums, training and educational settings.

5.1.3. Recorded Scientific or Technical information. Recorded information related to
experimental, developmental, or engineering works that can be used to define an
engineering or manufacturing process or to design, procure, produce, support, maintain,
operate, repair, or overhaul material.

5.1.4. Graphic or Pictorial Delineations. The data may be graphic or pictorial
delineations in media, such as drawings illustrations or photographs, text in specifications
or related performance or design type documents, or computer printouts.

5.1.5. Recorded Information. Any recorded information that conveys scientific and
technical information or technical data.

5.1.6. Informal or draft documents. Informal or draft documents, working papers,
memoranda, and preliminary technical reports when such documents have utility beyond
the immediate mission requirement, or will become part of the historical record of
technical achievements and contractual documents prior to public release.

5.2. DTIC Management, Technical Report Process and Conferences and Symposia. At
different times the Scientific and Technical activity of the AF will demand supporting the
maintenance of the Library, preparation for publication and the presentation of findings.

5.2.1. Coordination of Research Activities with Defense Technical Information Center
(DTIC). The STINFO program facilitates communication of information and data for use
in planning and conducting Air Force research, development, test, and evaluation
(RDT&E); engineering; production; logistics; and studies and analysis efforts. These
efforts are not complete until the results are documented and distributed to the
appropriate activities. Documentation consists of any medium that transfers information,
including paper, microform, electronic storage, and video recordings. Formal
documentation is the permanent record of the effort and is the basis for a tangible end
product. The documentation enhances activities’ ability to review, reference, and transfer
technology. It maximizes the flow of technical information and minimizes the
uncoordinated duplication of effort. It is the responsibility of the activity undertaking
basic or applied research or advanced technology development to adhere to Policy as set
forth in DoDM 3200.14 Vols 1 and 2.

5.2.2. Preparation, Submission, Publication and Distribution of Technical Reports.
Guidance for these activities is provided in DoDI 3200.12, 22 AUG 2013 and DoDM
3200.14 Vol 1. Attachment 7 provides a process for the development, submission and
management of Technical Publications.

5.2.3. Conferences and Symposia. DoDI 5230.27, Presentation of DoD-related
Scientific and Technical Papers at Meetings states DoD policy regarding DoD
involvement in the development and dissemination of Scientific and technical
information.
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5.2.3.1. Presentation of Scientific and Technical Information. Encourage the
presentation of scientific and technical information generated by or for the
Department of Defense at technical meetings consistent with United States laws and
the requirements of national security.

5.2.3.2. Conduct Scientific and Technical Conferences. Permit DoD Components to
conduct scientific and technical conferences, and to permit DoD Component
personnel to attend and participate in scientific and technical conferences that are of
demonstrable value to the Department of Defense, and consult with professional
societies and associations in organizing meetings of the societies and associations that
are mutually beneficial.

5.2.3.3. Publication and Public Presentation. Allow the publication and public
presentation of unclassified contracted fundamental research results. The mechanism
for control of information generated by DoD-funded contracted fundamental research
in science, technology, and engineering performed under contract or grant at colleges,
universities, and non-government laboratories is security classification. No other type
of control is authorized unless required by law.

5.2.3.4. Release Information. Release information at meetings in a manner
consistent with statutory and regulatory requirements for protecting the information.
Such requirements include, but are not limited to, protection of classified, unclassified
export-controlled, proprietary, privacy, and foreign government-provided
information.

5.2.3.5. Timely Review of DoD Employee and Contractor Papers. Provide timely
review of DoD employee and contractor papers intended for presentation at scientific
and technical conferences and meetings, and if warranted and authorized by contract
in the case of contractor employees, prescribe limitations on these presentations.
Dissemination restrictions shall be used only when appropriate authority exists.

5.2.3.6. Public Disclosure. Assist DoD contractors and, when practical, others in
determining the sensitivity of or the applicability of export controls to technical data
proposed for public disclosure.

5.2.3.7. Release of Classified or Controlled Unclassified DoD Information. Approve
release of classified or controlled unclassified DoD information to foreign
representatives when such release promotes mutual security or advances the interests
of an international military agreement or understanding in accordance with foreign
disclosure policies of the Department of Defense. Presentation of such information at
technical meetings attended by foreign representatives is appropriate when the release
is made under the terms of existing security arrangements and when the Department
of Defense and receiving government have established an understanding or agreement
in that specific scientific or technical area.

5.2.3.8. Involvement in non-Government Meetings. Refrain from interfering with
the planning and organizing of meetings sponsored and conducted by non-
government organizations. The type and level of DoD participation in such meetings
will be determined taking account of such factors as benefit to the Department of
Defense and how the meetings are being conducted.
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5.3. STINFO Marking. DoD and Air Force policy is to maximize the availability of
technical information and products resulting from Defense-funded technical activities,
consistent with national security, export control and intellectual property constraints. The
primary Policy guidance for the marking of STINFO can be found in DoDI 5230.24,
Distribution Statements on Technical Documents, 23 AUG 2012, or most current edition. In
addition, AcqWB (STINFO) contains a helpful Wizard and Attachment 4 provides a
Flowchart to assist in establishing a Distribution Statement. These references will be used by
all CDOs to determine the most appropriate distribution statement.

5.3.1. Distribution Statements. A Distribution Statement is a statement used in marking
STINFO, regardless of publication medium or form, to indicate the extent of its
availability for distribution, release, and disclosure without additional approvals and
authorizations from the CDO. The purpose of a Distribution Statement is to provide a
clear indication of availability to specific audiences.

5.3.1.1. Distribution Statement Key Elements. Distribution Statements are used
assigned by the CDO, displayed conspicuously, distinct from security classification
markings and to control distribution of STINFO following declassification,

5.3.1.2. Four parts of a Distribution Statement. Every Distribution Statement has
four parts which are delineated in Policy and requires strict adherence to wording.

5.3.1.2.1. Approved Audience Authorized audience approved by the CDO for
receipt of the data

5.3.1.2.2. Reason for Restriction. One of thirteen permitted reasons that the data
is restricted from public release

5.3.1.2.3. CDO. Identity of the Controlling DoD Office. This is an organization,
not a person

5.3.1.2.4. Assignment Date. This is the date the Distribution Statement
assignment. This includes the original date of assignment and any time the
STINFO is reviewed for the determination of the approved audience.

5.3.1.3. The Six Distribution Statements. There are six distribution statements that
may be used to restrict secondary distribution/dissemination of DoD technical
documents. The restrictions range from unrestricted public release to specific release
on a case-by-case basis by the controlling DoD office. The wording of the statements
is established in Policy and should appear as written.

5.3.1.3.1. Approved  for  public release; Unlimited Distribution.
“DISTRIBUTION STATEMENT A. Approved for public release.” Note: Before
a document can be marked with “Distribution A”, the document MUST be
reviewed and approved by the Public Affairs office.

5.3.1.3.2. Distribution authorized to US Government agencies only.
“DISTRIBUTION STATEMENT B. Distribution authorized to U.S. Government
agencies only (fill in reason) (date of determination). Other requests for this
document shall be referred to (insert controlling DoD office).”

5.3.1.3.3. Distribution authorized to US Gov agencies and their contractors.
“DISTRIBUTION STATEMENT C. Distribution authorized to U.S. Government
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agencies and their contractors (fill in reason) (date of determination). Other
requests for this document shall be referred to (insert controlling DoD office).”

5.3.1.3.4. Distribution authorized to DoD and US contractors only.
“DISTRIBUTION STATEMENT D. Distribution authorized to the Department of
Defense and U.S. DoD contractors only (fill in reason) (date of determination).
Other requests shall be referred to (insert controlling DoD office).”

5.3.1.3.5. Distribution authorized to DoD components only. “DISTRIBUTION
STATEMENT E. Distribution authorized to DoD Components only (fill in
reason) (date of determination). Other requests shall be referred to (insert
controlling DoD office).”

5.3.1.3.6. Dissemination determined by the CDO or higher authority.
“DISTRIBUTION STATEMENT F. Further dissemination only as directed by
(inserting controlling DoD office) (date of determination) or higher DoD
authority.” Documents that are declassified and have no distribution statement
assigned shall be handled as “Distribution F”’ documents until changed by the
CDO.

5.3.2. Other Markings. A Distribution Statement is the principal means by which
holders of STINFO are made aware of the specific audience restrictions requirements for
that information. While it is the primary marking, it is just one of several possible
markings placed on STINFO. Other markings that control the distribution and handling
of STINFO are:

5.3.2.1. Security Classification Marking. The major purpose of this marking is to
alert holders to the presence of classified information (Top Secret, Secret and
Confidential.)

5.3.2.2. Intellectual Property (IP) Notice. These contractor-placed notices specify the
IP rights (Unlimited Rights, Limited Rights, Government Purpose Rights, Small
Business Innovation and Research (SBIR) Rights, Restricted Rights, or Specifically
Negotiated License Rights) attached to the STINFO. An IP Notice prohibits a
competing contractor from viewing another contractor’s STINFO, unless special
permission is granted by the owning contractor. DFAR 252.227-7000 provides
details.

5.3.2.3. Destruction Notice. This notice dictates the destruction requirements for
limited-release (marked with a Distribution Statement other than A) STINFO. The
preferred method of disposal of unclassified, limited distribution documents is by
shredding, although the shredder need not be approved for classified documents. It is
inserted as “DESTRUCTION NOTICE: Destroy by any method that will prevent
disclosure of contents or reconstruction of the document.”

5.3.2.3.1. Unclassified STINFO. Destroy by burning or cross-shredding.
5.3.2.3.2. Proprietary data. Destroy by burning or cross-shredding

5.3.2.3.3. Unlimited Distribution Data. ‘Unlimited distribution’ data may be
recycled as-is.

5.3.2.3.4. Media Containing Unclassified, Limited Distribution Data. Media
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containing unclassified, limited distribution data must be “cleared” before
recycling: floppy disks and hard drives must be reformatted and magnetic tapes
must be erased. For guidance on destruction of compact disks, refer to, DoDM
5200.01, Vol 4, DoD Information Security Program: Controlled Unclassified
Information (CUI). Media containing classified data must be handled according
to DoDM 5200.01 Vol 3, DoD Information Security Program: Protection of
Classified Information and AFI 31-401 Tinker AFB Supplement.

5.3.2.3.5. Classified Documents

5.3.2.3.5.1. Destroy classified documents in accordance with DoDM 5200.01
Vol 3, DoD Information Security Program: Protection of Classified
Information and AFI 31-401Tinker AFB Supplement.

5.3.2.4. Export Control Function and Use. Export Control is a significant aspect of
STINFO and requires detailed knowledge of the content and use of the Commerce
Control List and the United States Munitions List in its application. As a result of
this requirement, each organization required to act as CDO will ensure at least one
person is thoroughly trained in the content and purpose of both the USML and CCL
and the use of each in the determination of Export Control restrictions. Export-
controlled STINFO must be marked with a prominent Export Control Warning,
indicating that the STINFO cannot be exported without authorized approval by either
the Department of State (USML) or the Department of Commerce (CCL). Approval
is granted through a commercial export license, Foreign Military Sales (FMS)
agreement, or specific international agreement. See Attachment 2 for process to
determine Export Control status. Required markings include the Warning Label:
WARNING - This document contains technical data whose export is restricted
by the Arms Export Control Act (Title 22, U.S.C., Sec 2751, et seq.) or the
Export Administration Act of 1979 (Title 50, U.S.C., App. 2401 et seq.), as
amended. Violations of these export laws are subject to severe criminal
penalties. Disseminate in accordance with provisions of DoD Directive 5 230.25
In addition, Attachment 5 Export Control Notice must accompany all export
controlled data, no matter the medium. The standard Export Control Warning is
placed directly below the Distribution Statement. The full Export Control Notice is
placed at the end of the document or is included as a paper copy or a read-me-file on
digital STINFO. STINFO is Export Controlled if it meets any of several criteria.

5.3.2.4.1. Not Previously Released. The exact same technical data has never
been publicly released nor is it generally available to the public, and is of the type
that can be used--or be adapted for use to design, engineer, produce, manufacture,
operate, repair, or reproduce some defense article listed in categories | through
XVI of the C.F.R, Title 22, Chpt I, Subchpt M, Part §121.1, U.S. Munitions List
(USML), International Trafficking in Arms Regulations (ITAR).

5.3.2.4.2. Variety of data Types. Including, but not limited to: technical reports,
engineering drawings, operation and maintenance manuals (including technical
manuals or technical orders), military specifications and standards related to
particular types of equipment, training manuals related to particular types of
equipment, and test reports that provide valuable insight into the weapon system
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as a whole in terms of design, use, and the like.

5.3.2.4.3. Commerce Control List Items. It is technical data that directly pertains
to an item listed in Title 15 of the Commerce and Foreign Trade regulations, Title
15 U.S.C. Subtitle B, Chpt VII, SubChpt C Part §774 -- The Commerce Control
List (CCL)

5.3.2.4.4. Data Use. Including any information that can be used--or adapted for
use—to design, produce, manufacture, use, or reconstruct articles or materials.
The data may take a tangible form, such as a model, prototype, blueprint, or an
operating manual, or may take an intangible form such as technical service.
NOTE: In applying this Instruction, use the latest laws, policies, regulations, and
lists. Hyperlinks to the latest versions are available on the AFSC STINFO
SharePoint site, in the reference section of this Instruction and from the STINFO
officers listed on the SharePoint. Unless otherwise stated herein, all inquiries
concerning the requirements, implementation or application of the contents of this
Instruction should be addressed to the STINFO officer.

5.3.3. Special Limitations. Special Limitations apply when the information requires
protection in accordance with valid documented authority such as Executive Orders,
classification guidelines, or DoD or DoD-Component regulatory documents AND the
CDO has determined that DoDM 5200.01, Vol 1, DoD Information Security Program,
Overview, Classification, and Declassification, 24 FEB 2012 applies to the information
and that special limitations are justified. If the CDO determines that special limitations
apply, the document will be marked with Distribution Statement F, and the CDO will be
responsible for authorizing each individual release of the document. Note: Any STINFO
meeting ‘Special Limitations’ criteria and marked ‘F’ will not be released outside the
DoD without the express individual authorization of the CDO.

5.3.4. Release Under the Freedom of Information Act (FOIA), 5 U.S.C. § 552

5.3.4.1. From Department of Justice Guide to the Freedom of Information Act, 2013:
“Enacted on July 4, 1966, and taking effect on one year later, the Freedom of
Information Act provides that any person has a right, enforceable in court, to obtain
access to federal agency records, except to the extent that any portions of such
records are protected from public disclosure by one of nine exemptions or by one of
three special law enforcement record exclusions. The FOIA thus established a
statutory right of public access to Executive Branch information in the federal
government.”

5.3.4.1.1. FOIA is Law. The intent of the FOIA is to make information available,
with limited exception, to the public. Most STINFO should be, and is, released
outside the FOIA. A request for Technical data through the DoD is not a FOIA
request until an official FOIA request is submitted by the requestor through the
FOIA Office. DoD 5 400.7-R_AFMAN 33-302 DoD Freedom Of Information
Act (FOIA) Program, USAFE Form 557 Freedom of Information Act (FOIA) or
Privacy Act (PA) Request Processing and Coordination or AFMC Form 559
RUSH — Freedom of Information Act (FOIA) Request.
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5.3.5. Controlled Unclassified Information (CUI). CUI is defined as unclassified
information that requires safeguarding or dissemination controls, pursuant to and
consistent with applicable law, regulations, and Government-wide policies. DoDM
5200.01, Volume 4, DoD Information Security Program: Controlled Unclassified
Information (CUI) is the primary reference for the definition and handling requirements
for FOUO information for DoD. For full details refer to DoDM 5200.01 Volume 4.
Listed below are key elements applying to STINFO.

5.3.6. For Official Use Only (FOUO). FOUO is a dissemination control applied by the
Department of Defense to a category of information defined as Controlled Unclassified
Information (CUI) (see DoDM 5200.01 Vol. 4, DoD Information Security Program:
Controlled Unclassified Information (CUI)). This is unclassified information which, if
disclosed to the public in part or in whole, would reasonably be expected to cause a
foreseeable harm to an interest protected by one or more of FOIA Exemptions 2 through
9. Guidelines for marking, handling, transmitting and destruction of For Official Use
Only documents are detailed in DoDM 5200.01 Vol. 4.

5.3.7. STINFO, FOUO and CUI. Both FOUO and STINFO are CUI. Both are described
in DoDM 5200.01 Vol. 4. While STINFO has its own release policy, both STINFO and
FOUO material can be requested under the FOIA. The release of FOUO marked
materials is through FOIA (Statutory) as opposed to STINFO which has its own process
(Agency). Although STINFO documents with Export Control meet the reasonable
expectation of meeting FOIA exemption 3(b), current practice is not to use the FOUO
label, to handle (storage, mode of transmission and destruction) it as FOUO and to use
the dissemination rules set up by Policy to support its special place in Acquisition.
Denials of STINFO requests have an appeal process which includes FOIA (see 5.3.4).

5.4. Dissemination. Dissemination is the controlled release of technical information which
has been determined to be STINFO by a CDO using appropriate policy guidelines. Within
AFSC organizations, those who release STINFO, or deny its release, will be trained in and
abide by the governing policies. When presenting scientific or technical information no
matter the medium, format or method used to present including notes and verbal
communication, during telecons or at conferences, symposia, etc., the presenter must confirm
that all those in attendance meet the classification and audience limitations of the distribution
restriction. This is particularly important when presenting classified, export-controlled, or
proprietary information (as for proprietary information, no contractor may be in attendance).

5.4.1. Domestic Disclosure. For immediate release of STINFO, the requester must fall
within the distribution statement’s approved audience. The distributing CDO or STINFO
Liaisons must keep track of any primary distribution (CDO) releases of controlled
STINFO (record company, and recipient name, and contact info; internal control numbers
may be used to track releases). STINFO Liaisons assist in the decision to release or
withhold by advising their technical management (decision makers) on STINFO policy.
If the requester of STINFO is not within the audience identified by the distribution
statement, the request must be directed to the CDO for approval/denial. Export-
controlled items marked Distribution Statement C or D will not be disseminated outside
the U.S. Government or to U.S. Government Contractors without first verifying the
recipient’s eligibility and authority to receive export-controlled information by verifying
they have a current, valid DD Form 2345, “Militarily Critical Technical Data
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Agreement,” on file at Defense Logistics Agency’s (DLA’s) Joint Certification Program
Office (JCO). STINFO may be requested directly from the appropriate official
repositories by AFSC personnel as well as contractors and outside agencies.

5.4.1.1. When Policy is to Release. It is DoD policy to provide technical data to
individuals and enterprises that are determined to be currently qualified U.S.
Contractors (valid DD Form 2345), when it’s for a legitimate business purpose for
which the contractor is certified as evidenced by the DD Form 2345. Neither an
existing contract nor a solicitation is a requirement for the release against a valid DD
Form 2345.

5.4.1.2. When Policy is to Withhold. In order to withhold release of technical data
from a contractor when said contractor would otherwise qualify to receive the data
(per DoDD 5230.25) and is not debarred, suspended, or otherwise determined
ineligible by any Agency of the U.S. Government to perform on U.S. Government
contracts, has not been convicted of export control law violations, and has not been
disqualified under the provisions of DoDD 5230.25 the following must hold: The
significance of the requested data for military purposes must be such that release
for purposes other than direct support of DoD activities may jeopardize an
important U.S. technological or operational advantage. Those data will be
withheld in such cases. It is important to note here that this goes beyond the basic
criteria for being Export Controlled. The data must be on the Militarily Critical
Technology List (MCTL) or meet the definition of Militarily Critical Technology-
both terms are in Attachment 3. See Attachment 6 for additional information.

5.4.2. Foreign Disclosure. The Foreign Disclosure Office (FDO) or the US State
Department is the OPR for release of STINFO to foreign entities. Requests from foreign
entities are not within primary or secondary distribution release.

5.4.2.1. Government. If the request is from a foreign government, or a foreign
contractor not supporting a US Government contract, the requestor must submit the
request through their embassy or originating Foreign Country Office case Manager.

5.4.2.2. Foreign Contractor. Send requests from foreign contractors to the Foreign
Disclosure Office (FDO). If the foreign contractor is not bidding or performing on a
United States Government (USG) contract, tell the Contractor to submit the request
through its embassy. The embassy may submit the request to the Deputy
Undersecretary of the Air Force for International Affairs (SAF/IA), Country Director.
(See AFPD 16-2, Disclosure of Military Information to Foreign Governments and
International Organizations.)

5.4.2.3. Foreign Military Sales. Technical Order guidance to support U.S.G.
approved sales for military systems and commodities to foreign governments and
international organizations are managed under the Security Assistance Program
(SAP) as described in TO 00-5-19 Security Assistance Technical Order Program
(SATOP).

5.4.3. Public Disclosure. Public release is managed by the local Public Affairs (PA)
Office directed primarily by current policies: AFI 35-101, Public Affairs Responsibilities
and Management executing the process found in AFI 35-102, Security and Policy Review
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Process. A Security and Policy review by the PA Office is required for all STINFO
Distribution Statement A public release documents. Recommended wording in document
header prior to PA review: “DRAFT—DO NOT DISTRIBUTE PRIOR TO PUBLIC
AFFAIRS APPROVAL.” Send STINFO proposed for public release to your local
servicing PA Office following local procedures. Do not apply ‘Distribution A’ to the
STINFO until after receiving PA release approval.

6. Miscellaneous STINFO Resources
6.1. Enhanced Technical Information Management System (ETIMS)
6.1.1. ETIMS is an Air Force technical order repository.

6.2. Defense Technical Information Center (DTIC). DTIC is the DoD repository for
technical reports and other Defense-related publications.

6.3. Management Internal Control Toolset (MICT). MICT holds the Management Internal
Control Toolset (MICT) Checklists.

6.4. Joint Engineering Data Management Info and Control System (JEDMICS). JEDMICS
is DoD's standard repository system for digitized engineering drawings. JEDMICS is a Joint
Service Program of Record (POR).

7. Metrics. STINFO metrics will highlight the significant issues specific to AFSC STINFO
activities. Metrics may be added or deleted by the AFSC STINFO Program Manager in
consultation with Officers and affected Liaisons. The basic STINFO metrics are:

7.1. Metric 1-Training. The percentage of work force that has completed appropriate level
of STINFO training annually or on a schedule identified by AFSC.

7.2. Metric 2-Liaison Appointments. AFSC subordinate Organizations provide STINFO
Liaisons appointed as required (Wings/Directorates/Divisions/Squadrons/Branches)

7.3. Metric 3-Compliance Activity

7.3.1. Document Marking Audits. Audit for correct Distribution Statements, digital
media correctly marked, Export Control Warning Notice, Export Control Attachment 7
with Export Controlled STINFO released outside the DoD and appropriate use of
Destruction Notices.

7.3.2. Document Dissemination Audits. Audit for proper use of Public Affairs (PA), use
of Foreign Disclosure Office (FDO), proper control of Proprietary Information and
proper control of release of Export Controlled information (Joint Certification Program
and DD Form 2345).

8. Training. STINFO requires multiple levels of program knowledge throughout the AFSC
Organizational Structure. Training will be tailored by the STINFO Officer and individual
subordinate organization Liaison to the STINFO activities performed by individuals within those
organizations. Liaisons will provide ongoing support for and track STINFO training. Training
resources can be found in AcqWB (ATTACHMENT 1).

8.1. Training Requirements
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8.1.1. General Training. All AFSC personnel will receive basic instruction. This can be
achieved in any manner which presents the information contained in the AcqWB
Introduction to STINFO Quick Reference (Cheat Sheet). Basic instruction will include:

8.1.1.1. Scope and general purpose of STINFO policies.

8.1.1.2. Resources. available to address STINFO-related matters.
8.1.1.3. STINFO markings and what they mean.

8.1.1.4. Proper STINFO handling and destruction requirements.

8.1.2. Comprehensive training. For those requiring training beyond this basic level,
AcqWB STINFO will be the standard resource from which tailored training will be
developed by the STINFO Officer and Liaison. The 5 AcqWB modules are:

8.1.2.1. Introduction to STINFO.

8.1.2.2. Marking with Distribution Statements.
8.1.2.3. Dissemination, Disposal and Violations.
8.1.2.4. Export Control and Foreign Disclosure.
8.1.2.5. Intellectual Property.

8.2. Designated Training. While all AFSC personnel, civilian and military, must be aware of
their STINFO responsibilities, there are roles critical to the STINFO program which require
all 5 modules in AcqWB. The following list is not exhaustive and may be added to by the
STINFO officer and Liaison. This may include Contractors when determined appropriate.

8.2.1. Equipment Specialist (ES).

8.2.2. Tech Order Manager (TOMA).

8.2.3. Technical Data Specialist.

8.2.4. ALC and SCMW Engineers.

8.2.5. Contracting Officers.

8.2.6. STINFO Officers and Liaisons.

8.2.7. Security Managers.

8.2.8. Immediate supervisors of those identified in this list.

8.3. Training Implementation. Personnel in place on the publication date of this Instruction
will complete training on a schedule developed by the STINFO Officer and Liaisons. The
schedule will take into account the impact on mission requirements but will not exceed 12
months unless approved by the Organization Commander/Director. Newly hired or
reassigned personnel are required to complete organizational specific STINFO training
within 30 days of assuming their duties.

LEE K. LEVY, Lieutenant General, USAF
Commander
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Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

References

DoDI 3200.12, DoD Scientific and Technical Information (STI) Program (STIP), 22 August
2013

DoDM 3200.14, Volume 1, Principles and Operational Parameters of the DoD Scientific and
Technical Information Program, General Processes, 14 March 2014

DoDM 3200.14, Volume 2, Principles and Operational Parameters of the DoD Scientific and
Technical Information Program (STIP): Information Analysis Centers (IACS), 5 JAN 2015

DoDI 5230.24, Distribution Statements on Technical Documents, 23 August 2012

DoDI 5230.27, Presentation of DoD-relate Scientific and Technical Papers at Meetings, 6 OCT
1987

DoDD 5230.25, Withholding of Unclassified Technical Data from Public Disclosure, 06
November 1984

DoDD 5400.7-R/AFMAN 33-302, Freedom of Information Act Program, 21 October 2010
Incorporating Through Change 2, 22 JAN 2015

DoDM 5200.01 Vol 1, DoD Information Security Program Overview, Classification, and
Declassification

DoDM 5200.01 Vol 2, DoD Information Security Program: Marking of Classified Information
DoDM 5200.01 Vol 3, DoD Information Security Program: Protection of Classified Information

DoDM 5200.01 Vol 4, DoD Information Security Program: Controlled Unclassified Information
(Cul)

AFPD 61-2, Management of Scientific and Technical Information, 28 March 2014
AFI 35-101, Public Affairs Responsibilities and Management, 18 August 2010

AFI 35-102, Security and Policy Review Process, 20 OCT 2009 (Incorporating Change 1, 23
MAY 2012

TO 00-5-3, AF Technical Order Life Cycle Management

TO 00-5-19, Security Assistance Technical Order Program (SATOP)
Prescribed Forms

None

Adopted Forms

AF 847, Recommendation for Change of Publication, 22 September 2009
AFMC FORM 559, Freedom of Information Act Request, 21 August 2009
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Abbreviations and Acronyms

AcqWB —Acquisition Workbench https://af-agweb.deps.mil/Pages/default.aspx
AFMAN —AF Manual

AFRC —Air Force Reserve Command

AFSC/EN —Air Force Sustainment Center Engineering Directorate
ANG —Air National Guard

ASSIST  —Acquisition  Streamlining and  Standardization  Information  System
https://assist.dla.mil/

CCL —Commerce Control List
CDO —Controlling DoD Office
CUI —Controlled Unclassified Information

DUSD (ITS) —Deputy Under Secretary of Defense International Technology Security
DTIC —Defense Technical Information Center http://www.dtic.mil

EAR —Export Administration Regulations

ETIMS —Enhanced Technical Information Management System
https://www.my.af.mil/etims/ETIMS/index.|sp

FDO —Foreign Disclosure Office

FOUO —For Official Use Only

FOIA —Freedom of Information Act

AW —in accordance with

IMT —Information Management Tool

ITAR —International Trafficking in Arms Regulation

JEDMICS —Joint Engineering Data Management Information and Control System
JCP —Joint Certification Program http://www.dlis.dla.mil/JCP/
MICT —Management Internal Control Toolset

MCTL —Militarily Critical Technologies List

OPR —Office of Primary Responsibility

RDS —Records Disposition Schedule

RDT&E —Research Development Test & Evaluation

SCMW —Supply Chain Management Wing

SAP —Self Assessment Program

SCMW —Supply Chain Management Wing

STINFO —Scientific and Technical Information



https://af-aqweb.deps.mil/Pages/default.aspx
https://assist.dla.mil/
http://www.dtic.mil/
https://www.my.af.mil/etims/ETIMS/index.jsp
http://www.dlis.dla.mil/JCP/
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STIP —Scientific and Technical Information Program
TO —Technical Order

TOMA —Technical Order Manager

USML —United States Munitions List

Terms

Arms Export Control —The law set out in 22 U.S.C. 2751-2794. This requires obtaining a
license from the Department of State for exporting defense articles and services, including
technical data related to weapons. It is implemented by the International Traffic in Arms
Regulations (ITAR) set out in 22 CFR 121-130.

Commerce Control List (CCL)—The list of items in the Export Administration Regulations at
15 CFR 399. Licenses from the Department of Commerce are required to export such items and
the technical data relating to them. It applies to both commercial and military application items.

Controlled Unclassified Information (CUI)—Unclassified information that requires
safeguarding or dissemination controls, pursuant to and consistent with applicable law,
regulations, and Government-wide policies.

Controlling DoD Office (CDO)—DoD activity that sponsored the work that generated the
technical data or the office that receives the data on behalf of a Government agency and has the
responsibility for distributing the data to eligible recipients.

Critical Technology—Technology that consists of (a) arrays of design and manufacturing
know-how (including technical data); (b) keystone manufacturing, inspection, and test
equipment; (c) keystone materials; and (d) goods accompanied by sophisticated operation,
application, or maintenance know-how that would make a significant contribution to the military
potential of any country or combination of countries and that may prove detrimental to the
security of the United States (also referred to as Militarily Critical Technology see MCTL).

Distribution Statement —A statement that must be used in marking a technical document,
regardless of publication media or form or any information extracted from such a documents, to
denote the extent of its availability for distribution, release, and disclosure without additional
approvals and authorizations from the controlling DoD office.

Export Administration Act (EAA)—Any of the laws codified at 50 U.S.C. Appendix 2401-
2420. These laws were the original basis for the Export Administration Regulations (EAR) (15
CFR368-399) which require obtaining a license from the Department of Commerce for exporting
certain items-and related technical data.

Export—Controlled Technical Data—Data that cannot be lawfully exported without the
approval, authorization, or license under U.S. export control laws. The controlling regulations
and documents are the Export Administration Regulations (EAR), the International Traffic in
Arms Regulation (ITAR), the Commerce Control List, and the U.S. munitions list.

Export Administration Regulations (EAR)—Controls export of dual-use items (materials with
both civilian and military uses) specified on the commerce control list. The EAR is administered
by the Bureau of Export Administration, U.S. Department of Commerce, and implements the
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Export Administration Act of 1979, extended by Executive Order 13222, Continuation of Export
Control Regulations.

Freedom of Information Act (FOIA)—The legal authority under which the general public is
allowed to review, inspect, and receive copies of DoD records. The FOIA is codified at 5 U.S.C.
552 and regulated by DoDD 5400.7-R/AFMAN 33-302, Freedom of Information Act Program.

International Traffic in Arms Regulation (ITAR)—22 C.F.R. § 121-130 controls the export
of defense articles specified in the U.S. Munitions List and technical data directly related to
them. ITAR is administered by the Office of Defense Trade Controls, U.S. Department of State,
and implements the U.S. Arms Export Control Act. It has jurisdiction over: Information
(including classified) relating to defense articles and defense services, Information covered by an
invention secrecy order, and Information directly related to designing, engineering, developing,
producing, processing, manufacturing, using, operating, overhauling, repairing, maintaining,
modifying, or reconstructing defense articles. It also includes information that advances the
state—of-the-art of articles in the U.S. Munitions List, including the technology used to procure
or maintain these components. It does not include information concerning general scientific,
mathematical, or engineering principles or theory.

Militarily Critical Technology—Technologies that would make a significant contribution to the
military potential of any country or combination of countries and that may prove detrimental to
the security of the United States. Also referred to as critical technology, they are defined in the
Export Administration Act (50 U.S.C. Appendix 2404(d)) as: Arrays of design and
manufacturing know—how (including technical data), Keystone manufacturing, inspection, and
test equipment, Goods accompanied by sophisticated operation, application, or maintenance
know-how, and Keystone equipment that would reveal or give insight into the design and
manufacture of United States military systems.

Militarily Critical Technology List (MCTL)—The list Issued by DoD under authority of the
Export Administration Act of 1979 as amended and Executive Order 12730. It provides
descriptions of technologies that DoD assesses to be critical to the development, production, and
use of military capabilities of significant value to potential adversaries. Corresponding to the
Export Administration Act categories, it comprises: Technology, Test, Inspection, and
Production equipment, Materials, Software, and Systems, Equipment, Subassemblies, and
Components. It also includes technologies significant to the proliferation of nuclear, chemical,
and biological weapons, missile delivery systems and weapons of mass destruction. NOTE: The
MCTL is not a control list, nor is it a substitute for, or an addition to, the current export-control
lists. Rather, MCTL is a detailed and structured technical statement of development, production,
and use technologies that the DoD determines to be crucial to given military capabilities, and of
significant value to potential adversaries. NOTE: Much confusion can arise from the title of
DoD Form 2345, Militarily Critical Technical Data Agreement. In actuality, this form should be
titled “Export Controlled Technical Data Agreement” and all references in it to the MCTL
should be ignored. As it stands, the form would lead one to believe, incorrectly, that the MCTL
may be substituted for the Munitions List and the Commerce Control List. In actuality the
MCTL contains a set of technologies that require more stringent controls on release (see DoDD
5230.25) when not in direct support of procurement actions.

Primary Distribution—Distribution of STINFO by the Controlling DoD Office (CDO).
Includes initial distribution as well as any distribution during the life of the information made by
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the controlling or originating DoD office. Primary distribution is not limited by the distribution
statement, nor is the CDO bound by the distribution statement.

Scientific and Technical Information (STINFO)—Information relating to research,
development, engineering, testing, evaluation, production, operation, use, and maintenance for
military products, services, and equipment for military systems. This includes production,
engineering, and logistics information.

Scientific and Technical Information Program (STIP)—The “umbrella” under which all DoD
and military service scientific and technical information programs operates. The concepts and
responsibilities of this program are detailed in DoD Directive 3200.12.

Secondary Distribution —Distribution by anyone other than the controlling or originating DoD
office and is the only type of distribution covered by the affixed Distribution Statement.

Technical Data —Recorded information, regardless of form or method of recording, of a
scientific or technical nature. Information that can be used, or adapted for use, to design,
develop, assemble, engineer, produce, manufacture, modify, operate, repair, test, overhaul,
maintain, or reproduce equipment and related technology

Technology —All scientific or engineering efforts directed toward eliminating technical barriers
and providing solutions to technical problems encountered in Research Development Test and
Evaluation (RDT&E) programs.

US Munitions List —This list designates defense articles and defense services that are subject to
the ITAR, where:

Defense articles —Those items designated in the U.S. Munitions List that must be export
controlled, and include models, mock-ups, and any other devices that reveal technical data
related directly to those articles.

Defense services — Furnishing assistance, including training, to foreign persons, in the design,
engineering development, production, processing, manufacture, use, operation, overhaul, repair,
maintenance, modification, or reconstruction of defense articles, whether in the United States or
abroad.
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Attachment 2
DETERMINING THE MOST APPROPRIATE DISTRIBUTION STATEMENT

A2.1. All newly created, revised, or previously unmarked classified and unclassified DoD
technical documents will be assigned Distribution Statement A, B, C, D, E, or F as described in
DoDI 5230.24, Distribution Statements on Technical Documents, August 23, 2012, and this
Instruction.  Distribution Statement “X” is no longer valid. Subsequent dissemination of
formerly Distribution Statement X documents will display Distribution Statement C, with export
control as the reason. The AcqWB STINFO Wizard for Distribution Statement may be found at:

A2.1.1. https://af-agweb.deps.mil/Pages/default.aspx
A2.1.2. Core Tools

A2.1.3. STINFO

A2.1.4. Wizards

Figure A2.1. Determining Distribution Statement
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Attachment 3
DISTRIBUTION STATEMENTS

Table A3.1. Distribution Statements and Their Corresponding Reasons For Use

DISTRIBUTION A. Approved for public release: distribution unlimited.

DISTRIBUTION B. Distribution authorized to U.S. Government agencies (reason) (date of
determination). Other requests for this document shall be referred to (controlling DoD office).

DISTRIBUTION C. Distribution authorized to U.S. Government agencies and their contractors
(reason) (date of determination). Other requests for this document shall be referred to (controlling
DoD office).

DISTRIBUTION D. Distribution authorized to Department of Defense and U.S. DoD contractors
only (reason) (date of determination). Other requests for this document shall be referred to
(controlling DoD office).

DISTRIBUTION E. Distribution authorized to DoD Components only (reason) (date of
determination). Other requests for this document shall be referred to (controlling DoD office).

DISTRIBUTION F. Further dissemination only as directed by (controlling office) (date of
determination) or higher DoD authority.

REASON: A/ B|C|D

PUBLIC RELEASE. X

ADMINISTRATIVE OR OPERATIONAL USE: To protect technical or
operational data or information from automatic dissemination under the
International Exchange Program or by other means. This protection covers
publications required solely for official use or strictly for administrative or
operational purposes. This statement may apply to manuals, pamphlets,
technical orders, technical reports, and other publications containing valuable
technical or operational data.

X X[ X

CONTRACTOR PERFORMANCE EVALUATION: To protect information X
in management reviews, records of contract performance evaluation, or other
advisory documents evaluating programs of contractors.

CRITICAL TECHNOLOGY: To protect information and technical data that
advance current technology or describe new technology in an area of significant X| X| X
or potentially significant military application or that relate to a specific military
deficiency of a potential adversary. Information of this type may be classified or
unclassified.

DIRECT MILITARY SUPPORT: The document contains export-controlled
technical data of such military significance that release for purposes other than
direct support of DoD-approved activities may jeopardize an important
technological or operational military advantage of the United States, another
country, or a joint U.S.-foreign program. Designation of such data is made by
competent authority in accordance with DoD Directive 5230.25

EXPORT CONTROLLED: To protect information subject to the provisions of X| X X
Reference (d).
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FOREIGN GOVERNMENT INFORMATION: To protect and limit
distribution in accordance with the desires of and agreements with the foreign
government that furnished the technical information.

OPERATIONS SECURITY:: To protect information and technical data that
may be observed by adversary intelligence systems and determining what
indicators hostile intelligence systems may obtain that could be interpreted or
pieced together to derive critical information in time to be useful to adversaries.

PREMATURE DISSEMINATION: To protect patentable information on
systems or processes in the development or concept stage from premature
dissemination.

PROPRIETARY INFORMATION: To protect information not owned by the
U.S. Government and marked with a statement of a legal property right. This
information is received with the understanding that it will not be routinely
transmitted outside the U.S. Government.

TEST AND EVALUATION: To protect results of test and evaluation of
commercial products or military hardware when disclosure may cause unfair
advantage or disadvantage to the manufacturer of the product.

SOFTWARE DOCUMENTATION: To protect technical data relating to
computer software that is releasable only in accordance with the software license
in subpart 227.72 of Reference (s). It includes documentation such as user or
owner manuals, installation instructions, operating instructions, and other
information that explains the capabilities of or provides instructions for using or
maintaining computer software.

SPECIFIC AUTHORITY: To protect information not specifically included in
the above reasons, but which requires protection in accordance with valid
documented authority (e.g., Executive orders, statutes such as Atomic Energy
Federal regulation). When filling in the reason, cite “Specific Authority
(identification of valid documented authority).”

VULNERABILITY INFORMATION: To protect information and technical
data that provides insight into vulnerabilities of U.S. critical infrastructure,
including DoD warfighting infrastructure, vital to National Security that are
otherwise not publicly available.
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Attachment 4
EXPORT CONTROL DETERMINATION

A4.1. Use this 4 step process borrowed from the Acquisition Workbench STINFO Export
Control and Foreign Disclosure Quick Reference.

Figure A4.1. Step 1 Check the Data Type
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Figure A4.2. Step 2 Check for Prior Public Release
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Figure A4.3. Step 3 Check the US Munitions List
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Figure A4.4. Step 4 Check the Commerce Control List




AFSCI161-201 15 OCTOBER 2015 27

Attachment 5
FULL EXPORT CONTROL NOTICE TABLE

Table A5.1. Full Export Control Notice

NOTICE TO ACCOMPANY THE DISSEMINATION OF EXPORT-
CONTROLLED TECHNICAL DATA

1. Export of information contained herein, which includes, in some circumstances, release to
foreign nationals within the United States, without first obtaining approval or license from the
Department of State for items controlled by the International Traffic in Arms Regulations
(ITAR), or the Department of Commerce for items controlled by the Export Administration
Regulations (EAR), may constitute a violation of law.

2. Under 22 U.S.C. 2778 the penalty for unlawful export of items or information controlled
under the ITAR is up to ten years imprisonment, or a fine of $1,000,000, or both. Under 50
U.S.C., Appendix 2410, the penalty for unlawful export of items or information controlled under
the EAR is a fine of up to $1,000,000, or five times the value of the exports, whichever is
greater; or for an individual, imprisonment of up to 10 years, or a fine of up to $250,000, or both.

3. In accordance with your certification that establishes you as a “qualified U.S. Contractor”;
unauthorized dissemination of this information is prohibited and may result in disqualification as
a qualified U.S. contractor, and may be considered in determining your eligibility for future
contracts with the Department of Defense.

4. The U.S. Government assumes no liability for direct patent infringement, or contributory
patent infringement or misuse of technical data.

5. The U.S. Government does not warrant the adequacy, accuracy, currency, or completeness of
the technical data.

6. The U.S. Government assumes no liability for loss, damage, or injury resulting from
manufacture or use for any purpose of any product, article, system, or material involving reliance
upon any or all technical data furnished in response to the request for technical data.

7. If the technical data furnished by the Government will be used for commercial manufacturing
or other profit potential, a license for such use may be necessary. Any payments made in support
of the request for data do not include or involve any license rights.

8. A copy of this notice shall be provided with any partial or complete reproduction of these data
that are provided to qualified U.S. contractors.
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Attachment 6
LAW AND POLICY REGARDING WITHHOLDING DISCLOSURE

A6.1. See DoDD 5230.25, Withholding of Unclassified Technical Data From Public Disclosure
Section 5: Procedures

A6.2. 10 USC § 130. Authority to withhold from public disclosure certain technical data

A6.3. Notwithstanding any other provision of law, the Secretary of Defense may withhold from
public disclosure any technical data with military or space application in the possession of, or
under the control of, the Department of Defense, if such data may not be exported lawfully
outside the United States without an approval, authorization, or license under the Export
Administration Act of 1979 (emphasis added) (50 U.S.C. App. 2401-2420) or the Arms Export
Control Act (22 U.S.C. 2751 et seq.). However, technical data may not be withheld under this
section if regulations promulgated under either such Act authorize the export of such data
pursuant to a general, unrestricted license or exemption in such regulations.

A6.4. This paragraph not relevant.

A6.5. In this section, the term ‘‘technical data with military or space application’” means any
blueprints, drawings, plans, instructions, computer software and documentation, or other
technical information that can be used, or be adapted for use, to design, engineer, produce,
manufacture, operate, repair, overhaul, or reproduce any military or space equipment or
technology concerning such equipment.

A6.6. 32 CFR § 250. 4(a) Policy.

A6.7. In accordance with 10 U.S.C. § 140c, (renumbered 10 U.S.C § 130) the Secretary of
Defense may withhold from public disclosure, notwithstanding any other provision of law, any
technical data with military or space application in the possession of, or under the control of, the
Department of Defense, if such data may not be exported lawfully without an approval,
authorization, or license under E.O. 12470 or the Arms Export Control Act. However, technical
data may not be withheld under this section if regulations promulgated under either the Order or
Act authorize the export of such data pursuant to a general, unrestricted license or exemption in
such regulations. (Pertinent portions of such regulations are set forth in 88 250.7 and 250.8). (b)
Because public disclosure of technical data subject to this part is tantamount to providing
uncontrolled foreign access, withholding such data from public disclosure, unless approved,
authorized, or licensed in accordance with export control laws, is necessary and in the national
interest.  Unclassified technical data that are not governed by this part, unless otherwise
restricted, shall continue to be made available to the public as well as to state and local
governments. (c) Notwithstanding the authority provided in paragraph (a), of this section, it is
DoD policy to provide technical data governed by this part to individuals and enterprises that
are determined to be currently qualified U.S. contractors, when such data relate to a legitimate
business purpose for which the contractor is certified (emphasis added). However, when such
data are for a purpose other than to permit the requester to bid or perform on a contract
(emphasis added) with the Department of Defense, or other U.S. Government agency, and the
significance of such data for military purposes is such that release for purposes other than
direct support of DoD activities may jeopardize an important U.S. technological or operational
advantage, those data shall be withheld in such cases (emphasis added).
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Attachment 7
TECHNICAL DOCUMENT PUBLICATION

AT7.1. Program managers, principal investigators, and researchers record as technical
publications all significant scientific or technological observations, findings, recommendations,
and results derived from:

A7.1.1. Air Force RDT&E

AT7.1.2. Engineering

A7.1.3. Production

A7.1.4. Logistics

A7.1.5. Studies and Analysis Efforts

A7.1.6. Contracted Advisory and Assistance Services
A7.1.7. Cooperative Research and Development Agreements

AT7.1.7.1. These publications contribute to the national scientific and technical
information knowledge base.

A7.2. The Air Force sends technical publications to the research, engineering, and studies and
analysis community, including supporting technical libraries, the Defense Technical Information
Center (DTIC), and appropriate information analysis centers (IAC), consistent with established
security controls and distribution limitations. Technical publications are prepared using standard
formats and are finalized and distributed within 180 days following completion or termination of
the work. Technical reports documenting the scientific and technical results of research,
engineering, and studies and analysis efforts are prepared, submitted, published and distributed,
whether or not the results are conclusive and regardless of whether the work is done in-house, by
grant, or by contract. NOTE: When an effort terminates before completion without a final
report, the principal investigator or equivalent prepares a technical note or technical
memorandum, unless the STINFO officer issues a waiver. Normally, each effort yields at least
one technical publication.

A7.2.1. Publication in professional journals for reporting the results of research efforts is
encouraged.

AT7.2.2. Contractors shall be required to apply proper distribution and export control
statements to all deliverable technical data.

A7.2.3. The DD Form 250, Material Inspection and Receiving Report shall not be signed
until acceptable copies of technical reports are received.

A7.2.4. In order to maximize the quality of technical publications, review and edit all
technical reports and similar documents (including journal articles) before publishing or
submitting them to journals.

AT7.2.5. Track and record the progress of expected technical publications from before the due
date of the original draft through printing.
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A7.2.6. Inform DTIC of changes occurring in technical publications, including changes of
classification, distribution control, and revisions or substitutions in technical documents.
Review technical publications at least yearly to identify such changes. The DTIC technical
reports’ database can help in this effort.

AT7.2.7. Use the following guidelines to handle patentable subject matter and invention
disclosures:

A7.2.7.1. Immediately refer in-house unclassified reports that contain patentable subject
matter to patent personnel and to the Office of Research and Technology Application
(ORTA). Patent personnel (Staff Judge Advocate and the Air Force Legal Support
Agency) evaluate these reports to decide if the author should immediately file a patent
application. Do not distribute unclassified reports outside the government that contain
information on patentable subject matter. Mark such documents with the appropriate
distribution statement restricting their distribution to the US Government (not Statement
A, Approved For Public Release). Only after filing a patent application covering the
subject matter with the Patent and Trademark Office, can Distribution Statement A be
used (Approved for Public Release). Prior recipients can then be informed of any
changes in distribution.

A7.2.7.2. Handle contractor invention disclosures according to the contract clauses
prescribed by the FAR.

A7.2.8. Confirm that the Public Affairs Office is clearing documents for public release.

A7.2.9. Do not include material that implies that the Government endorses or favors a
product or service manufactured or supplied by a specific supplier in technical reports. If a
trade or product name must be used for clarity, state that this does not constitute an Air Force
endorsement.

A7.3. Technical Report Formats:

AT7.3.1. Responsible Air Force organizations, contractors, and grantees should prepare
reports using a professional format. The American National Standards Institute (ANSI)
Standard Z39.18, Scientific and Technical Reports: Organization, Preparation and
Production can be used as a guide. Journal articles do not require use of ANSI Standard.

A7.3.2. Use these rules as written without any changes:

A7.3.2.1. Report Documentation Page. Insert the Standard Form (SF) 298, Report
Documentation Page, in all publications. SF 298 provides guidelines for bibliographies
and dissemination controls. Place the form in front of the document immediately
following the cover (preferred location) or at the end of the document as the last page of
the publication. If inserted at the front of the publication, use it as the title page or
include a formal title page, too. When a journal article is sent to DTIC, attach SF 298.

A7.3.2.2. Report Numbers. Assign a number to all technical publications as a unique
identifier. Base this number on ANSI Z39.23-1990, Standard Technical Report Number
Format and Creation.

A7.3.2.3. Placing Special Notices on Technical Publications
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A7.3.2.3.1. Place a review and approval statement on the inside front cover, or in the
document preface. The following is a guide. Include on the inside or outside front
cover, one or more of these statements:

A7.3.2.3.1.1. Do not return copies of this report unless contractual obligations or
notice on a specific document requires its return.

AT7.3.2.3.1.2. This report is published in the interest of scientific and technical
information exchange and does not constitute approval or disapproval of its ideas
or findings.

A7.3.2.3.1.3. Using Government drawings, specifications, or other data included
in this document for any purpose other than Government procurement does not in
any way obligate the US Government.

A7.3.2.3.1.4. The fact that the Government formulated or supplied the drawings,
specifications, or other data does not license the holder or any other person or
corporation; or convey any rights or permission to manufacture, use, or sell any
patented invention that may relate to them.

A7.3.2.3.1.5. If you change your address, wish to be removed from this mailing
list, or your organization no longer employs the addressee, please notify (insert
the appropriate organization and address).

A7.3.2.4. If copyrighted material is included in the document, follow the procedures in
AFI 51-303, Intellectual Property--Patents, Patent Related Matters, Trademarks and
Copyrights, 1 SEP 1998

AT7.4. Technical publications types should be based on the nature of the information and its need
by the Air Force and other DoD organizations and their contractors. Technical publications
include:

AT7.4.1. Technical reports that formally present results after completing an effort or major
phase of an effort.

AT7.4.2. Conference proceedings that compile presentations, lectures, or papers from
meetings, symposia, conferences, or conventions.

AT7.4.3. Journal articles that use formats set by publishers. Periodical or journal articles are
technical papers and sometimes satisfy final-report requirements for a work effort (for
example results of basic research). A journal article may not be adequate, however, because
it does not allow publishing all the results. In this case, a technical report would also be
required.

AT7.4.4. Technical memoranda, technical notes, progress reports, or interim reports that
record Interim or partial results. These reports are highly useful for efforts that terminate
before completion where no final report will result.

A7.5. Classifying and Restricting Distribution of Technical Publications:

A7.5.1. Do not classify basic scientific research or its results, except in rare cases when the
information shows an especially significant scientific breakthrough and there is reason to
believe that it is not known or in the state-of-the-art of other nations and classifying the
material gives the United States a national security advantage. When classifying a document,
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follow DoDM 5200.01, V1, DoD Information Security Program: Overview, Classification,
and Declassification, 24 FEB 2012 and AFPD 16-14, Operations Support, SECURITY
ENTERPRISE GOVERNANCE, 24 JUL 2014.

A7.5.2. Do not reference classified documents in unclassified reports that are approved for
public release.

A7.5.3. Include information that increases the distribution limitation of a report only when
such information is necessary to understand the report.

AT7.5.4. Assign an unclassified, unlimited distribution statement only if the document
contains no sensitive information. If any restriction exists, place the applicable distribution
statement per DoDI 5230.24 Distribution Statements on Technical Documents, 23 AUG
2012, on the outside front cover. The Public Affairs Office approves all unlimited
distributions (Distribution Statement A, Approved for Public Release) after coordinating the
documents through appropriate internal staff offices (for example legal, security, and foreign
disclosure).

A7.5.5. The organization that ordered the work is the controlling DoD office of primary
responsibility (OPR) and controls the distribution statement. When the performing
organization is also a DoD activity, however, the controlling office does not change the
performing organization’s recommended distribution statement without agreement from the
performing organization.

A7.5.6. Include the responsible Air Force organization’s short title and OPR’s functional
address symbol (FAS) for distribution statements B, C, D, E or F. (See DoDI 5230.24 for a
list of the distribution statements and instructions for their application.)

AT7.5.7. For reports containing export control data, place the following notice on the outside
front cover immediately below the distribution statement: WARNING:This document
contains technical data whose export is restricted by the Arms Export Control Act (22 U.S.C.
2751, et seq.) or the Export Administration Act of 1979, as amended (50 U.S.C. 2401, et
seqg.). Violating these export laws subject you to severe criminal penalties. Disseminate in
accordance with the provisions of DoDD 5230.25.

A7.6. Handling Contractors’ Distribution Restrictions (Limited Rights Legends). Show limited
rights legends to the contracting officer or designee to decide if the contract authorizes using
such legends. Even when a legend appears to be totally unauthorized, respect it until the
contracting officer makes a final determination.

A7.6.1. If a publication is to be distributed outside the Government and the legend has not
been justified according to the Defense Federal Acquisition Regulation Supplement
(DFARYS), ask the contracting officer to require a justification.

A7.6.2. If the publication will not be distributed outside the Government or if the
Government lacks the resources to investigate the contractor’s claim that the legend is
justified, the Government may honor the legend without investigation. In this case, ask the
contracting officer to advise the contractor as follows: The Government notes your legend
limiting our rights to use (the name of the technical publication). We will observe these
restrictions for the present, even though we have not investigated the propriety of the legend.
This action does not prejudice the Government’s rights to later question the legend.
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AT7.7. Preparing Technical Publications Involving Other Organizations. When multiple
organizations cooperate in technical efforts, the tasking document specifies who prepares and
publishes the technical document. All collaborating organization’s identifying publication
numbers may be used.

A7.8. Distributing Technical Publications. Distribute technical publications as widely as
possible, consistent with security controls and distribution limitations:

A7.8.1. Distribute documents to organizations identified in DoDM 3200.14 Vol 1.

A7.8.2. Do not distribute classified STINFO reports to recipients who simply say they have
an "interest" in the general subject matter without first evaluating their clearance and access
authorizations, need-to-know, and ability to properly store classified material.

A7.8.3. Distribute reports containing export-controlled data only to qualified contractors
certified and registered with the Joint Certification Program (JCP)

A7.8.4. Review and verify classified distribution lists (for example lists of those qualified to
receive classified documents) at least once a year (DoDM 5200.01 Vol 3 DoD Information
Security Program: Protection of Classified Information, AFPD 16-14 Security Enterprise
Governance, and AFMCI 31-400 Information Protection (IP)).

A7.8.5. Refer DoD and other Federal Government agency requests for copies of publications
to DTIC. Refer public requests for unclassified, unlimited publications to the National
Technical Information Service (NTIS).

AT7.9. Distributing Technical Publications to DTIC:
A7.9.1. Send technical publications to DTIC per DoDM 3200.14 Vol 1.
A7.10. Publication and Reprints of Articles in Technical Journals:

A7.10.1. Air Force policy encourages its scientific and technical personnel to publish
research results in recognized journals. Journal publication is important to the Air Force's
R&D program.

A7.10.2. Publishing technical accomplishments in professional journals may satisfy
technical reporting requirements if the work was sponsored by program 6.1 or 6.2 funds.
Authors select the journal and comply with the journal's publication procedures and
schedules. Prefer to publish in refereed journals. This does not apply to limited-distribution,
classified, and export-controlled information. If publishing a journal article requires omitting
important information that is limited, classified, or export controlled, publish a technical
report also to fully disseminate the information.

A7.10.3. Air Force personnel may acquire reprints of their own articles for distribution.

A7.10.4. The cost of publishing scientific results in professional journals is a necessary part
of research. The Air Force repays these costs according to paragraph A1.10.7.

A7.10.5. Before submitting an article for publication in a professional journal, the author’s
supervisor must identify the material as official or unofficial. The technical management of
the author’s activity reviews and validates the technical content of the article, approves the
article for publication, and verifies that:

A7.10.5.1. The article's dissemination enhances Air Force-related R&D programs.
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A7.10.5.2. Defense security requirements are satisfied.
A7.10.5.3. The publisher knows that official material is not subject to copyright law.

A7.10.6. For official material, submit two copies of the article to DTIC with a completed SF
298. For unofficial material for publication in a copyrighted journal, submit a completed SF
298 to DTIC. The form simply cites the issue and page numbers.

A7.10.7. If the journal has page charges, project or other funds may be used when all the
following conditions exist:

AT7.10.7.1. The journal's charges apply to all contributors and do not discriminate against
the Government.

A7.10.7.2. The Government does not bear the entire cost of the publication and the
publication is not exclusively for the Government.

A7.10.7.3. The article is concise and will be published in a reasonable page space
according to accepted journalistic practice.

AT7.10.7.4. Any illustrations, figures, graphs, or tables in the article are simple. (Use
ANSI Z39.18 for guidelines.)

A7.10.7.5. The author submits the article to the publisher through official Air Force
channels that meet all requirements for releasing technical information.

A7.10.7.5.1. Billing charges from journals for published articles contain a statement
similar to: For services performed in the review, editing, and publication of
information on results of research performed by Department of Air Force personnel.
NOTE: Authors should inform journals of this requirement before billing takes
place.)

A7.10.8. When possible submit in a digital format instead of paying page charges.

A7.10.9. Reprints of official material may be acquired from the original publisher using
RDT&E funds.

A7.10.10. Submit one copy of each paper to the project officer or program manager at the
same time that it is submitted for publication.

A7.10.11. After publication, submit copies of published papers to the project officer or
program manager designated by the sponsor.

A7.10.12. Print this warning on all journal articles: Opinions, interpretations, conclusions,
and recommendations are those of the author and are not necessarily endorsed by the United
States Air Force.

A7.10.13. Before publishing a journal article based on R&D sponsored by other than
program 6.1 or 6.2 funds, the article must be reviewed and approval obtained from the Air
Force sponsor according to Air Force information-release policies and procedures. Certain
unclassified, technical information may be withheld from public disclosure if it might
jeopardize an important US technological or operational advantage per DoDD 5230.25,
Withholding of Unclassified Technical Data from Public Disclosure.



AFSCI161-201 15 OCTOBER 2015 35

A7.10.14. The following acknowledgment must be included with all journal articles based
on work funded or supported by the Air Force if an Air Force employee, member, contractor,
or grantee: This research was sponsored by (hame of sponsoring organization), Department
of the Air Force grant or contract number (#####).

A7.10.15. The Air Force allows the publication and public presentation of unclassified
contracted fundamental research results.  Security classification controls information
generated by Air Force-funded fundamental research in science, technology, and engineering
performed under contract or grant at colleges, universities, and non-government laboratories.
The Air Force does not authorize any other type of control unless required by law.



